The Hybrid-Open (“HOpen”)
router architecture



Background

Lots of “excitement” in the SDN space
— Programmability (config)
— Network virtualization (existing features)

What if | need a new feature on a router-- today?

Does the existing SDN paradigm help this?

* No [not really]

This talk presents a new “SDN” paradigm:
— Something we can Do Now.



Router platform evolution
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We glue them together... “HOpen”
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In theory, over time....
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Unicorns and rainbows -- Wouldn’t it be great if the
HOpen platform existed today...?
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Actually it does m

* Linux based
Platform OS New
, d Software Control . D .
< Y Control Plane Protocol rop inyour own
SNMp/ | | code / binaries next to
show vendor code
| > * What might be an
hardware interesting use case to
develop on this
platform?
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Segment Routing

Introduced to IETF in 2013
Isn’t supported on deployed platforms

SR 101:

— Traffic engineering
— Service chaining

Comcast interested in IPv6 SR



Segment Router Packet

+—+—-+—+—-+—-+—+—-+—+—-+—F+—-—+—+—+—+—F—-+—F—+—F+—F+—t+—F—+—F—+—F—+—+—+—+—+—+

| Ver | Traffic Class| Flow Label |
+—+—-+—+—-+—-+—+—-+—+—-+—+—-—+—+—+—+—F—-+—F—+—F+—+—t+—F—+—F+—+—F—+—+—+—+—+—+

| Payload Len | 43 (SR) | Hop Limit | IPvé
+—+—-+—+—-+—+—+—-+—F—-+—F—+—+—F+—+—F—+—F—F+—F ==t —F—+—F—+—F—+—+—+—+—+—+
| Source-AXddress

Header

+—t—t—F—F—F—F—F—F—d=F—t—F+—F—F+—F—tF+—F—F—F—F—F+—F—F+—F—t—F—F+—F—F—+—+—+
| Destination Address |

t—t—t—F—t—F—t—F—t—F—t—F—F—t—F—t—F—t—F—F—F—F—F—t—F—F—t—F—t—F—+—F—+
. 17 (TCP) | Hdr Ext Len | Routing Type | Next Segment |
+—+—+—F—F—+—+—+—F—F—F+—+—+—F—F—F—t+—+—+—F—F—+—+—+—F—F—F—+—+—+—F—+—+
| Last Segment | Flags | HMAC Key ID | Policy List Flags |
Segment List[0] (128 bits ipv6 address)
Sttt —t—F—t—t—F—t—F—t—F—t—F—t—F—t—F—t—F—F—F—F—t—F—t—F—+—F—+—
1.3 Segments (SIDs)
St —t—t—t—F—t—t—F—t—F—t—F—t—F—t—F—t—F—t—F—F—F—F—t—F—t—F—+—F—+—
Segment List[n] (128 bits ipv6 address)
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|. Router
bttt —t— bt — b —t— b — b b — b — b — bbb — b —d— bbb — = b — b — b — b=+ =+ —+
Header

| Policy List[0] (128 bits ipv6 address) |
| (optional)
+—+—+—F—F+—-+—+—+—F—F—F+—+—+—F+—F—F—F+—+—+—F—F—F+—+—+—F+—F—F—+—+—+—F—+—+
| Policy List[1l] (128 bits ipv6 address) |
| (optional)
+—+—+—F—F+—-+—-+—+—F—F—F+—+—+—F+—F—F—F+—F+—F+—F—F—F+—F+—F+—F—F—F—+—+—+—F—+—+
| Policy List[2] (128 bits ipv6 address) |
| (optional)
+—+—+—F—F+—+—-+—+—F—F—F+—+—+—F—F—F—F+—F+—F+—F—F—F+—F+—F+—F—F—F—+—+—+—F—+—+
| HMAC (256 bits)

| (optional)
+—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+—+
| TCP header layer
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Segment Routing Operation

IPv6 packet with SRH is delivered to Dest Addr .
— Router or application

Process data, then consult SRH and determine next
“Segment” ID (SID)

Update
— SRH
— IPv6 packet with next SID as next DA. Forward.

Details shared in NANOG 58 — June 2013.

— http://www.nanog.org/sites/default/files/
wed.general.segment.filsfils.13.pdf



Router Control Plane Operation
[Punt traffic 101]

BGP OSPF
Application <X.X.X.X, TCP, 179> <224005, 89, -—->

Processes

IP Stack 2000:1:1/128 2000:1:1/128 2000:2:1/128 2000:42:1/128
(Kernel) (loopback) (GE1) (GE j) (GE n)
Software

[Platform OS]

Hardware
Control Plane Policer (COPP)
Hardware (18
Forwarding l ASIC
ASICs p— | 1 ¥
— — —
Physical GE o GE GE
Ports 1 J k n
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What we did

SR
<2001:1:1, 43>

Comcast
executable

IP Stack 2000:1:1/128 2000:1:1/128
(Kernel) (loopback) (GE1)
Control Plane Policer
(COPP)
Hardware
Forwarding l ASIC ]
ASICs ——
Physical l GE I . |
Ports 1 EEJ

BGP OSPF
) <X.X.Xx.X, TCP, 179> <224.0.0.5, 89, -->

1) Loopback Int O (Io0)
- Assign SID IPv6/128

2) Announce SID/128 in ISIS
3) Update COPP

4) Code logic:
Bind (SID/128,
While (1) {

Receive
Process
Process
Forward

43)

SRH packet

Data

SRH header
updated SR packet

}

* Written in Golang

Worked!
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Edit

SR packets on the wire

0 8 N Moossss O 3

el

2= 4 100% (=} Sat Apr 19 7:36 admin

Q =

|%| sr packets between arista VMs.pcapng [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

“F &

HECYYEI LY

Filter:il

;I Expression... Clear Apply Save
No. Time Source Destination Protocol|Length|Info
O,000000000 QOO [ QOO [ R =10
2 0.005471000  2000:10::14 2000:10::16 SR 190
3 0.022799000  2000:10::16 2000:10::15 SR 190
4 0.035512000  2000:10::15 2000:10::16 SR 190
5 0.049522000  2000:10::16 2000:10::14 SR 190

P Frame 1: 190 bytes on wire
[* Ethernet II, Src: 0a:00:27:

00:00

P Internet Protocol Version 6, Src:
v Segment Routing Extension Header

Next header: 17
Hdr Ext Len: 16

Routing Type is SRH: 4

Next Segment: O
Last Segment: 16

Flags: @ [Clean-Up]

HMAC Key ID: O
No HMAC

Policy List Flags

Policy Field 1
Policy Field 2:
Policy Field 3:
Policy Field 4:
Segment: 0O
Segment: 1
Segment: 2
Segment: 3
Segment: 4

oo oo

0

(1520 bits), 190 bytes captured (1520 bits) on interface @
102 (Da:00:27:00:00:02), Dst: CadmusCo_a3:73:a4 (08:00:27:a3:73:a4)
2000:10::5 (2000:10::5), Dst: 2000:10::14 (2000:10::14)

0030 00 00 0O 0O 0O 14 11 10 04 00 10 OO0 00 0O

0040
0050
0060
0070
0080
0090
00a0
00b0

D>

e

< P—

O ¥ Text item (text), 1

Pp Eagy(

28 bytes

EiE

- oy

| Packets: 5 - D... {Profile: Default

[ o R = = R

Ty ;.. »E- L] L] L] L]
E ﬂéiﬁihU;i__i;—a——a——a——&——&



What did we just do? Took the first step

Legacy Router
stack

OF enabled
router stack

API

=

Vendor Open

HOpen platform
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Extending ... Wouldn’t it be great if...

* We had the ability for the SR process to tag it’s
prefix announcements in ISIS that the /128 is
“SR” capable?

— Extend this to other services/features we might want
to support per internal /128

* Crud-this vendor’s ISIS implementation doesn’t
support ISIS admin tags...

* Wait, lets hack this new feature into open source
ISIS and run that instead of the vendor’s ISIS!



Running Modified Open Source ISIS on HOpen Platform

S HF W DO £ = « 100%EF Wed May 14 14:45 admin Q =

4 admin — ssh — 120x24

log stdout

debug isis adj-packets
debug isis update-packets

5) Quagga ISISd generating debug isis events

new TLV

running Quagga
I1SISd code

'
1
l router isis 10 2) SYSID

— = net 49.0000.1000.0000.0014.00
( L X| *vboxnet2 [Wireshark 1.10.5 (S is—type level-2-only

R _ I tag-v6prefix 42
File Edit View Go apture nalyze Statistics Telephony Tools Internals Help tag-véprefix 52

tag-véprefix 62

=] (<] ) + tag-véprefix 71 el — 3) New command
=] D = l - @ @ =2 ? Q | I % ‘ o‘ SS-&;’??ES? 72 Qdev rIlstlc;d
- - tag-v6prefix 73 :d:d:d:d:d:d:d:d:d:d:d:d:d:d: uagga
Filter: I ‘ 86 Ztalgr;r'e-f?;;.\'/;’l‘u;s Wedr Apply lsp-lifetime 65
. encoded using defined TLV
No. | Time | Source ‘ structure | Protoc~ |
rrrrrrrr 116 n
46 6 90429 0] ad o = 6 ZL1l-level-2-IS"'s 221 L2 LSP, LSP-ID: 1000.0000 0x0000000e Lifetime: 7 ‘;

- B

I Area addressies) (4)

P IP Interfacql address(es) (4)
P IP Internalffreachability (12)
>

IPv6 reachability (14) #admin — ssh — 120x24
o ode 200 o [arista—vm—2 (7) /tmpl: Cli —c "show isis neir.ibors"
P Is Reachability (12) Instance VRF System Id Typ . Interface SNPA State Hold time Circuit Id
- f 10 default 0100.0000.0016 L?  Ethernet1 8:0:27:2a:dd:67 UP 30 1000.0000. 0015. 06
[o]alolo] 01 80 c2 00 OO 15 08 OO 27 2a dd cf f: fe larista—vm-2 (8) /tmpl
oele 03 83 1b 01 00 14 01 00 00 00 cc _§ 79 10 0 0O e [arista—vm-2 (8) /tmpl:
0020 00 00 14 00 OO0 OO 00 OO Oe 1le 0§ 81 02 /cc Be o [arista-vm-2 (8) /tmpl: Cli —c "show i is neighbors"
0030 89 6b 61 72 69 73 74 61 2d 6d 20331 01 04 03
P40 49 OO OO 84 04 Oa OO OO 80 Oc 0eW30 87 80 cO Instance VRF System Id Type Interface State Hold time rcuit Id
10 default 0100.0000.0016 L2 Ethernet1l :2a:dd: w30 1000.0000.0014.06

0050 a8 01 00 ff ff ff 00 ec "0Oe 0O 0O 00 Oe 00 40 20
0060 00 01 92 01 68 OO OO

0070

lolol=1o]

0090

00ao

00bo 4) Second Arista EoS
00co 0z . running stock ISIS has "UP"
00d0 Oc 00 Oe 80 80 80 10 00 00 00 00 14 06 L. ... ADJ with Arista based

] Quagga ISISid
O 7| Text item (text), 104 bytes iP...{Profile: Default

10 default 1000.0000.0014 L2 Ethernetl H H H upP 30 1000.0000.0014.06
[arista-vm—2 (9) /tmpl: [l

6) We picked 200 as Type
for new TLV

File Edit View Search Terming Help
[fedoravm (39) ~/google-quagga/google-quagga/isisd]: grep 200 ./isis_tlv.h | grep BF
#define TAG VEPREFIX 200 /* BF -- TBD new prefix-tag TLV code */
[fedoravm (48) ~/google-quagga/google-quagga/isisd]:

= root@fedoravm:
File Edit View Search Terminal Help
T

/* BF: New ISIS TLV structure */
struct prefix_tag

1{

u_char tag:
U char prefix[16]; ¢ —— 7) Struture for

}: new TLV

16

"./isis_tlv.h" line 217 of 330 --65%-- col 1




Second step towards HOpen...

Vendor Open Vendor Open

Legacy Router OF enabled HOpen platform Open Source
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What does this mean?

 HOpen is an alternative SDN paradigm:
— Leverage the control plane work the vendor has done

— Supplement with Operator code or / Open Source for
new features

 HOpen -- Best of both worlds:
— Vendor support for “legacy” features

— Operator can develop new features as needed, prove
value, vendor rolls into their code base.

 Maybe in an Open Source kinda way



Rough consensus and working code...

This paradigm enables [unaffiliated] individuals to
create, develop and deploy new control plane
protocols on production routing platforms

Does this change how things work in IETF?
Might this be good?

Does NANOG start to have:
— Hackathon’s?
— Inter-op work, etc.?



Quote time

“...With great power comes great
responsibility...”

-- Voltaire (and later FDR, Ben Parker— Spiderman’s
uncle)



Thanks!

brian_field@cable.comcast.com

3

BField / Nanog June 2014 21



