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Retrieving Route Policy

Common practices

1. Route Registries
a. Outdated
b. Incomplete

2. AS Paths

a. Affected by route leaks
b. No opportunity for paid peering detection
Don’t cover lesser priorities



(€) suone|ay Sy

(Z) suone|ay Sy

....... i

(T) suone|ay Sy

0

Syied SV




Active Verification
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Active Verification
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1. Cover AS graph Using Dijcstra algorithm;
2. Changing route policies at origin helps to detect more policies.



What is Qrator Radar?
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AS Relations

1. AS Relations typing

2. Prepend policy prediction

3. Active verification

4. Priority at every level of BGP decision process



AS Relations
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AS3255 UARNET-AS State Enterprise Scientific and Telecommunication Centre "Ukrainian Academic and Research Network" of the
Institute for Condensed Matter Physics of the National Academy of Science of Ukraine (UARNet)
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AS15772 WNET LLC W Net Ukraine

Peering, Customers, Providers



Qrator AS Graph

Path prediction instead of AS Path visualization.



BGP Route Prediction

Custom prepend values for first level 2
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AS Design
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Security Issues

Level of security
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Full disclosure 1s available after verification



Customer Core |2 Customer Core Dynamics
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Botnet Activity Map
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We are looking forward...

1. Your feedbacks!
2. Your feature requests
3. BGP sessions with our reflector



We are planning...

1. Reverse Looking Glass
2. Notification for security issues
3. API



Questions?

https://radar.qrator.net



