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Is	  blind	  faith	  reasonable?	  



Who	  am	  I?	  
Job	  Snijders	  
	  
Network	  Architect	  @	  

	  AS	  5580	  	  -‐	  Atrato	  IP	  Networks	  
	  
Founder	  of	  NLNOG	  RING	  
	  
Proud	  member	  of	  PeeringDB	  promo	  team	  
	  
TwiNer:	  @JobSnijders	  
	  
Hobbies:	  IP	  RouQng,	  LISP,	  MPLS,	  IPv6,	  
	  
Shoe	  size:	  45/EU	  
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What	  is	  PeeringDB?	  
(first	  iteraQon	  of	  PDB	  in	  early	  sixQes)	  
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What	  is	  PeeringDB?	  

•  Almost	  a	  third	  of	  the	  criQcial	  DFZ	  ASNs	  register	  
(partly)	  their	  interconnecQon	  opQons	  in	  
PeeringDB	  

•  True	  game	  changer	  in	  Peering/IXP	  market	  
•  Run	  by	  volunteers	  
•  Data	  is	  100%	  user	  submiNed	  (think	  wikipedia)	  
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Example	  peering	  record	  
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Current	  interfaces	  to	  PDB	  

Today	  
•  MySQL	  (peeringdb.com:3306)	  
•  Nightly	  SQL	  Dump	  (use	  this	  for	  automaQon!)	  
•  Web	  interface	  

Future	  
•  RESTful	  APIs	  
•  Modern	  stuff	  
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Problem	  statement	  

Is	  PeeringDB	  worthy	  of	  my	  trust?	  	  
	  
Can	  I	  use	  the	  data	  in	  automated	  tooling	  for	  peering?	  

	  (one	  buNon	  peering)	  
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Methodology	  

•  2	  data	  sources	  are	  used	  as	  input	  for	  validaQng	  
the	  dataset:	  	  
– PeeringDB	  SQL	  dump	  
– Actual	  ‘show	  bgp	  sum’	  from	  many	  networks	  

•  Throw	  all	  data	  into	  database,	  compare	  
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Research.peeringdb.com	  

PeeringDB	  Accuracy	  -‐	  Job	  Snijders	  



PeeringDB	  Accuracy	  -‐	  Job	  Snijders	  



PeeringDB	  Accuracy	  -‐	  Job	  Snijders	  



Networks	  which	  contributed	  data	  

Atrato,	  PCCW,	  Leaseweb	  (and	  many	  others!)	  
	  
StaQsQcs	  
•  33500	  unique	  BGP	  sighQngs	  
•  256	  individual	  submissions	  
•  Over	  period	  of	  7	  days	  
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Source	  #1:	  PDB	  

•  4738	  networks	  in	  PeeringDB	  (10%	  of	  DFZ)	  
•  15142	  connecQons	  are	  described	  in	  PDB	  
–  IP	  Address	  field	  currently	  is	  VARCHAR(128)	  

Example:	  
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Worst	  IP	  address	  entries	  

91.232.229.x	  
2a01.6e00.0010::1	  
2001:7F8:20:101::(245/247):61/64	  
2001:7f8:20:101(2)::244(6):28	  
“MulQple”	  
“Soon”	  
“Coming	  Aug	  1st,	  2012”	  
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Parsing	  /	  Scoring	  

1559	  entries	  don’t	  parse	  out	  of	  
the	  box,	  let’s	  try	  to	  save	  a	  few:	  

def scrub(ip_address):!
    ip = ip_address.strip()!
    ip, s, t = ip.partition('/')!
    try:!
        ip = IPAddress(ip)!
        return ip!
    except:!
        return None!

Voila!	  877	  entries	  are	  recovered	  J	  
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Usability	  of	  PDB	  

96.5%	  
Of	  user	  submiNed	  
data	  is	  parsable	  

(only	  682	  entries	  kinda	  suck)	  
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Source	  #2	  –	  Ground	  truth	  

When	  networks	  report	  seeing	  an	  established	  
sessions	  with	  a	  certain	  (IP,	  ASN	  )	  tuple,	  we’ll	  take	  
it	  as	  ground	  truth.	  

StaQsQcs!	  
•  33500	  sighQngs	  (28%	  IPv6	  –	  72%	  IPv4)	  
•  11300	  unique	  (IP,	  ASN)	  tuples	  
•  8937	  unique	  tuples	  recognizable	  as	  IXP	  IP	  
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Source	  #2	  –	  Ground	  truth	  -‐	  Results	  

•  6721	  out	  of	  8937	  sighQngs	  match	  with	  PDB	  
– 75%	  of	  sighQngs	  have	  corresponding	  PDB	  entries	  
– 44%	  of	  enQre	  PDB	  data-‐set	  has	  been	  verified	  now	  

	  
•  64	  IP	  addresses	  conflict	  between	  truth	  and	  
parsable	  peering	  records	  

PeeringDB	  Accuracy	  -‐	  Job	  Snijders	  



What	  are	  those	  64	  conflicts?	  

•  57	  IPv4	  versus	  7	  IPv6	  entries.	  
–  (are	  we	  making	  less	  mistakes	  with	  IPv6?	  J	  )	  	  

•  60%	  -‐	  old	  stale	  data	  -‐	  IP	  recycling	  @	  IXP	  
•  26%	  -‐	  migraQons	  (mergers	  /	  acquisiQons)	  
•  14%	  -‐	  False	  informaQon	  in	  PDB	  (usually	  typos)	  
•  8%	  -‐	  No	  idea,	  couldn’t	  figure	  it	  out	  
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The	  end	  score!	  

•  75%	  overlap	  between	  peeringdb	  and	  sighQngs	  
•  44%	  of	  peeringdb	  has	  now	  been	  verified	  
•  Only	  64	  conflicts…	  	  

99%	  of	  parsable	  entries	  
are	  correct.	  
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ImplicaQons	  
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Conclusion	  

•  Yes,	  you	  can	  trust	  peeringDB	  if	  you	  accept	  
fault	  margin	  ~	  1%	  

•  Scrubbing	  the	  entries	  is	  worth	  the	  effort	  
– 2	  lines	  of	  python	  saved	  60%	  of	  unparsable	  records	  

•  Keep	  it	  up!	  
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How	  can	  you	  improve	  your	  part?	  

•  These	  common	  guidelines	  are	  used	  for	  
entering	  data	  in	  PeeringDB	  (although	  not	  
enforced)	  
– 1	  IPv4	  or	  IPv6	  address	  per	  entry	  

•  (yes,	  this	  messes	  up	  the	  total	  capacity,	  but	  who	  cares)	  

–  IP	  addresses	  without	  subnet	  length	  (not	  add	  /22)	  
– Etc	  ….	  	  
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AutomaQon	  efforts	  

•  When	  you	  start	  automaQng	  your	  peering,	  take	  
these	  things	  into	  consideraQon:	  
– Scrubbing	  the	  data	  is	  worth	  the	  effort!	  
– PeeringDB	  2.0	  should	  include	  a	  ‘freshness’	  factor	  
for	  records	  to	  work	  around	  stale	  data	  

–  	  Should	  we	  create	  a	  feedback	  loop	  with	  data-‐sets	  
like	  these	  and	  saniQze	  the	  peeringdb	  dataset?	  	  
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QuesQons?	  

Ps.	  I	  will	  delete	  the	  peeringdb	  census	  data	  
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