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AGENDA	
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  (maybe	
  not)	
  and	
  observa�ons	
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FRUSTRATION	
  AND	
  LOATHING	
  

  “Law	
  enforcement	
  is	
  not	
  doing	
  their	
  job.”	
  

  “I’m	
  �red	
  of	
  being	
  passive	
  and	
  taking	
  punches.	
  It’s	
  �me	
  to	
  
go	
  on	
  the	
  offensive.”	
  

  “I	
  have	
  a	
  
right	
  to	
  
self-­‐defense.”	
  

"We	
  will	
  con�nue	
  to	
  fight	
  the	
  threat	
  of	
  botnets	
  and	
  the	
  criminals	
  behind	
  
them,"	
  says	
  Davis.	
  "We'll	
  start	
  by	
  dismantling	
  their	
  infrastructure	
  and	
  won't	
  
stop	
  un�l	
  they're	
  standing	
  in	
  front	
  of	
  a	
  judge.”	
  
Chris	
  Davis,	
  CEO	
  for	
  Defence	
  Intelligence	
  (re:	
  Mariposa	
  Botnet)	
  
h�p://security.ulitzer.com/node/1305941	
  	
  

S.	
  Ortloff.	
  FAQ:	
  Disabling	
  the	
  new	
  Hlux/Kelihos	
  Botnet,	
  March	
  2012.	
  
h�p://www.securelist.com/en/blog/208193438/FAQ_Disabling_the_new_Hlux_Kelihos_Botnet	
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SINKHOLE	
  AS	
  A	
  SERVICE?	
  

4	
  Copyright	
  (C)	
  2013,	
  David	
  Di�rich.	
  All	
  rights	
  reserved.	
  



…OR	
  AS	
  SLIPPERY	
  SLOPE?	
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EXISTING	
  ETHICS	
  STANDARDS	
  
  The	
  IEEE,	
  ACM,	
  etc:	
  Codes	
  of	
  Ethics	
  

  The	
  Belmont	
  Report,	
  the	
  Na�onal	
  Research	
  Act,	
  and	
  
Ins�tu�onal	
  Review	
  Boards	
  (IRB)	
  

– 45	
  CFR	
  46	
  
  “Rules	
  of	
  Engagement”	
  

– The	
  Law	
  of	
  Armed	
  Conflict	
  
– Di�rich/Himma:	
  Ac�ve	
  Response	
  Con�nuum	
  

  Other	
  Organiza�onal	
  Codes	
  (Universi�es,	
  
Corpora�ons,	
  etc.)	
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EXISTING	
  ETHICAL	
  NORMS	
  

D.	
  Di�rich,	
  M.	
  Bailey,	
  and	
  S.	
  Dietrich.	
  Building	
  An	
  Ac�ve	
  Computer	
  Security	
  Ethics	
  
Community.	
  Security	
  Privacy,	
  IEEE,	
  9(4):32–40,	
  July/August	
  2011.	
  

7	
  Copyright	
  (C)	
  2013,	
  David	
  Di�rich.	
  All	
  rights	
  reserved.	
  



Level	
   Actor’s	
  Posture	
   Characteris�c	
  Ac�ons	
  

4	
   Non-­‐
coopera�ve	
  

Intelligence	
  collec�on,	
  tracebacks,	
  cease	
  &	
  desist,	
  
takedown/takeover,	
  retaliatory	
  counterstrike	
  

3	
   Coopera�ve	
   Joint	
  traceback,	
  collabora�on,	
  sharing	
  

2	
   Interac�ve	
   Modify	
  own	
  systems	
  in	
  response	
  to	
  a�ack	
  

1	
   Involved	
   Uses	
  AV,	
  simple	
  firewalls,	
  basic	
  encryp�on	
  

0	
   Unaware	
   None	
  (expect	
  others	
  to	
  protect	
  them)	
  

David	
  Di�rich	
  and	
  Kenneth	
  E.	
  Himma.	
  Ac�ve	
  Response	
  to	
  Computer	
  Intrusions.	
  Chapter	
  182	
  in	
  Vol.	
  III,	
  Handbook	
  
of	
  Informa�on	
  Security,	
  2005.	
  h�p://ssrn.com/abstract=790585	
  	
  	
  

ACTIVE	
  RESPONSE	
  
CONTINUUM	
  
First	
  Agora	
  workshop	
  (June	
  8,	
  2001)	
  

3	
  more,	
  funded	
  by	
  Cisco,	
  through	
  2004	
   h�p://www.flickr.com/photos/69839732@N08/8010796716/	
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“ACTIVE	
  DEFENSE”	
  

  Agora	
  workshop	
  defined	
  “Ac�ve	
  Defense”	
  to	
  be	
  
ac�vity	
  at	
  Level	
  4	
  
  Level	
  4	
  has	
  sub-­‐levels,	
  though	
  

– Less	
  intrusive	
  to	
  more	
  intrusive	
  
– Less	
  risky	
  to	
  more	
  risky	
  
– Less	
  disrup�ve	
  to	
  more	
  disrup�ve	
  

  Jus�fica�on	
  for	
  your	
  ac�ons	
  depends	
  on	
  how	
  
responsibly	
  you	
  progress	
  through	
  all	
  4	
  Levels	
  

“Ac�ve	
  Response	
  Con�nuum”	
  is	
  a	
  be�er	
  phrase	
  
D.	
  Di�rich.	
  Deba�ng	
  the	
  Ac�ve	
  Response	
  Con�nuum:	
  Defining	
  the	
  Terms	
  of	
  the	
  Debate,	
  May	
  2013.	
  
h�p://www.honeynet.org/node/1048	
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LEVEL	
  4	
  OF	
  THE	
  ACTIVE	
  RESPONSE	
  
CONTINUUM	
  

  4.1	
  -­‐	
  Non-­‐coopera�ve	
  ‘intelligence’	
  collec�on	
  
–  External	
  services	
  
–  Back	
  doors/remote	
  exploit	
  to	
  access	
  internal	
  services	
  

  4.2	
  -­‐	
  Non-­‐coopera�ve	
  ‘cease	
  &	
  desist’	
  
–  “Interdic�on”	
  ala	
  Berman-­‐Coble	
  bill	
  
–  Disabling	
  malware	
  

  4.3	
  -­‐	
  Retribu�on	
  or	
  counter-­‐strike	
  
  4.4	
  -­‐	
  Preemp�ve	
  defense	
  (a.k.a.	
  “offense”)	
  

Involves	
  things	
  outside	
  your	
  sphere	
  of	
  authority,	
  
without	
  coopera�on	
  of	
  their	
  owners/operators	
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LEVELS	
  OF	
  AGGRESSIVENESS	
  

Adapted	
  from:	
  David	
  Di�rich	
  and	
  Kenneth	
  E.	
  Himma.	
  Ac�ve	
  Response	
  to	
  Computer	
  Intrusions.	
  Chapter	
  182	
  in	
  Vol.	
  III,	
  Handbook	
  
of	
  Informa�on	
  Security,	
  2005.	
  h�p://ssrn.com/abstract=790585	
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DENNING	
  AND	
  STRAWSER:	
  
ACTIVE	
  CYBER	
  DEFENSE	
  

  Subs�tute	
  “Cyber”	
  for	
  “Air	
  and	
  Missile”	
  in	
  DoD	
  “Ac�ve	
  
Air	
  and	
  Missile	
  Defense”	
  (Joint	
  Publica�on	
  3-­‐01)	
  
  “Ac�ve”	
  vs.	
  “Passive”	
  
  Four	
  dimensions	
  

–  Scope	
  of	
  effects	
  
–  Degree	
  of	
  coopera�on	
  
–  Types	
  of	
  effects	
  
–  Degree	
  of	
  automa�on	
  

  Jus�fica�on	
  based	
  on:	
  non-­‐combatant	
  immunity;	
  
necessity;	
  propor�onality;	
  and	
  ac�ons	
  not	
  being	
  
retribu�ve	
  or	
  retaliatory	
  

Dorothy	
  E.	
  Denning	
  and	
  Bradley	
  J.	
  Strawser,	
  "Ac�ve	
  Cyber	
  Defense:	
  Applying	
  Air	
  Defense	
  to	
  the	
  
Cyber	
  Domain,"	
  presented	
  at	
  Cyber	
  Analogies	
  Seminar,	
  Department	
  of	
  Defense,	
  U.S.	
  Cyber	
  
Command,	
  May	
  3,	
  2013.	
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DHS	
  S&T	
  AND	
  THE	
  MENLO	
  REPORT	
  

  DHS	
  Working	
  Group	
  on	
  Ethics	
  in	
  ICTR	
  
–  Inaugural	
  workshop	
  May	
  26th-­‐27th,	
  2009	
  in	
  Washington,	
  DC	
  
–  Lawyers,	
  Computer	
  Scien�sts,	
  IRB	
  Members,	
  Ethicists	
  

  Goal:	
  Create	
  an	
  updated	
  Belmont	
  report	
  for	
  the	
  
field	
  of	
  ICTR	
  
  Published	
  in	
  Federal	
  Register,	
  Dec.	
  2011	
  

–  Revision	
  based	
  on	
  comments	
  delivered	
  May	
  2012	
  

–  “Companion	
  to	
  the	
  Menlo	
  Report”	
  nearing	
  comple�on	
  

–  Engaging	
  Industry,	
  other	
  USG,	
  IRB	
  community,	
  …	
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THE MENLO REPORT 

Di�rich	
  and	
  Kenneally	
  (editors).	
  The	
  Menlo	
  Report:	
  Ethical	
  Principles	
  Guiding	
  Informa�on	
  and	
  Communica�on	
  
Technology	
  Research,	
  December	
  2011.	
  
h�p://www.cyber.st.dhs.gov/wp-­‐content/uploads/2011/12/MenloPrinciplesCORE-­‐20110915-­‐r560.pdf	
  	
  

Belmont	
  Principle	
   Menlo	
  Applica�on	
  

Respect	
  for	
  Persons	
    Iden�fy	
  stakeholders	
  
 Informed	
  consent	
  

Beneficence	
    Iden�fy	
  poten�al	
  benefits	
  and	
  harms	
  
 Balance	
  risks	
  and	
  benefits	
  
 Mi�gate	
  realized	
  harms	
  

Jus�ce	
    Fairness	
  and	
  equity	
  

Addi�onal	
  Menlo	
  Principle:	
  Respect	
  
for	
  the	
  Law	
  and	
  Public	
  Interest	
  

 Compliance	
  
 Transparency	
  and	
  accountability	
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STAKEHOLDER	
  ANALYSIS	
  
  Primary	
  Stakeholders	
  

“Those	
  ul�mately	
  affected	
  [either	
  posi�vely	
  or	
  
nega�vely]”	
  

  Secondary	
  Stakeholders	
  
“Intermediaries	
  in	
  delivery	
  [of	
  the	
  benefits	
  or	
  harms]”	
  

  Key	
  Stakeholders	
  
“Those	
  who	
  can	
  significantly	
  influence,	
  or	
  are	
  important	
  
to	
  the	
  success	
  [or	
  failure]	
  of	
  the	
  project”	
  	
  

D.	
  Di�rich.	
  FAQ	
  on	
  Kelihos.B/Hlux.B	
  sinkholing,	
  March	
  2012.	
  	
  h�p://www.honeynet.org/node/836	
  

Di�rich,	
  Leder,	
  and	
  Werner.	
  A	
  Case	
  Study	
  in	
  Ethical	
  Decision	
  Making	
  Regarding	
  Remote	
  Mi�ga�on	
  of	
  Botnets.	
  In	
  Proceedings	
  of	
  the	
  14th	
  Interna�onal	
  
Conference	
  on	
  Financial	
  Cryptograpy	
  and	
  Data	
  Security,	
  FC’10,	
  pages	
  216–230,	
  Berlin,	
  Heidelberg,	
  2010.	
  Springer-­‐Verlag.	
  

Di�rich,	
  Bailey,	
  and	
  Dietrich.	
  Towards	
  Community	
  Standards	
  for	
  Ethical	
  Behavior	
  in	
  Computer	
  Security	
  Research.	
  Stevens	
  CS	
  Technical	
  Report	
  2009-­‐1,	
  
20	
  April	
  2009	
  

Di�rich,	
  Bailey,	
  and	
  Dietrich.	
  Have	
  we	
  Crossed	
  the	
  Line?	
  The	
  Growing	
  Ethical	
  Debate	
  in	
  Modern	
  Computer	
  Security	
  Research.	
  In	
  (Poster	
  at)	
  
Proceedings	
  of	
  the	
  16th	
  ACM	
  Conference	
  on	
  Computer	
  and	
  Communica�on	
  Security	
  (CCS	
  '09),	
  Chicago,	
  Illinois	
  USA,	
  November	
  2009	
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HOW	
  TO	
  DO	
  IT	
  “RIGHT”	
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WHAT’S	
  NECESSARY	
  

  We	
  need	
  to	
  name	
  things	
  be�er	
  

  We	
  need	
  to	
  count	
  things	
  be�er	
  
–  “Not	
  everything	
  that	
  counts	
  can	
  be	
  measured.	
  Not	
  
everything	
  that	
  can	
  be	
  measured	
  counts.”	
  Albert	
  
Einstein	
  	
  

  We	
  need	
  to	
  see	
  the	
  forest,	
  not	
  just	
  the	
  trees	
  
  We	
  need	
  to	
  work	
  &	
  play	
  well	
  together	
  (even	
  
be�er)	
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WHAT’S	
  NECESSARY	
  

  We	
  need	
  to	
  demonstrate	
  integrity	
  
1.  Able	
  to	
  discern	
  right	
  from	
  wrong	
  
2.  Ac�ng	
  on	
  what	
  you	
  have	
  discerned,	
  even	
  at	
  personal	
  

cost	
  

3.  Saying	
  openly	
  that	
  you	
  are	
  ac�ng	
  on	
  your	
  
understanding	
  of	
  right	
  from	
  wrong	
  	
  

Stephen	
  L.	
  Carter.	
  Integrity.	
  BasicBooks	
  –	
  A	
  division	
  of	
  Harper	
  Collins	
  
Publishers,	
  1996.	
  ISBN	
  0-­‐465-­‐03466-­‐7	
  
h�p://www.stephencarterbooks.com/books/nonfic�on/integrity	
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The	
  U.	
  S.	
  Military	
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A	
  BOT,	
  IS	
  A	
  BOT.	
  
UNLESS	
  IT’S	
  NOT.	
  
A	
  BOT.	
  

Bot	
  
Dropper	
  
Exploit	
  Kit	
  
Browser	
  Exploit	
  Pack	
  
Control	
  panel	
  
Keylogger	
  
Remote	
  Access	
  Trojan	
  
C&C	
  server	
  
Trojan	
  
RFI	
  server	
  
Worm	
  
P2P	
  bot	
  
Mothership	
  
Fast-­‐flux	
  
Dropzone	
  
Config	
  server	
  
Cache	
  
Injec�on	
  server	
  
Drive-­‐by-­‐download	
  server	
  
…	
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WHAT’S	
  IN	
  A	
  NAME?	
  

Mandiant	
   CrowdStrike	
   Dell	
   Trend	
   A.K.A.	
  

APT1	
   Comment	
  
Panda	
  

Comment	
  Crew	
  
(Shady	
  RAT?)	
  

Comment	
  Crew	
   Comment	
  
Group	
  

APT12	
   Numbered	
  
Panda	
  

?	
   IXESHE	
   DynCalc,	
  
JoyRAT	
  

Copyright	
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  rights	
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R.	
  Lemos.	
  Firms	
  Far	
  From	
  Taming	
  The	
  Tower	
  Of	
  APT	
  Babel,	
  July	
  2013.	
  
h�p://www.darkreading.com/threat-­‐intelligence/firms-­‐far-­‐from-­‐taming-­‐the-­‐tower-­‐of-­‐apt-­‐b/240158923	
  	
  



Bre�	
  Stone-­‐Gross,	
  et	
  al.	
  Your	
  Botnet	
  is	
  My	
  Botnet:	
  Analysis	
  of	
  a	
  Botnet	
  Takeover.	
  In	
  Proceedings	
  of	
  the	
  ACM	
  
CCS,	
  November	
  2009.	
  

MULTI-­‐PHASE	
  OPERATION	
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Deconstruc�ng	
  the	
  Black	
  Hole	
  Exploit	
  Kit,	
  December	
  2011.	
  
h�p://blog.imperva.com/2011/12/deconstruc�ng-­‐the-­‐black-­‐hole-­‐exploit-­‐kit.html	
  	
  

MULTI-­‐PHASE	
  INFECTION	
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GETTING	
  THE	
  FULL	
  PICTURE	
  IS	
  HARD.	
  
	
  “[It]	
  is	
  uncommon	
  to	
  have	
  a	
  complete	
  data	
  set	
  covering	
  all	
  aspects	
  of	
  the	
  
a�ackers'	
  opera�ons.	
  Some	
  may	
  have	
  access	
  to	
  data	
  regarding	
  the	
  a�ackers'	
  
ac�vi�es	
  once	
  inside	
  a	
  par�cular	
  network.	
  Others	
  may	
  have	
  extensive	
  collec�ons	
  
of	
  malware	
  samples	
  and	
  historical	
  data	
  on	
  command	
  and	
  control	
  infrastructure.	
  
Others	
  may	
  have	
  informa�on	
  on	
  how	
  the	
  a�ackers	
  use	
  various	
  exploits,	
  or	
  cra�	
  
targeted	
  spear	
  phishing	
  emails	
  and	
  other	
  methods	
  focused	
  on	
  compromising	
  
par�cular	
  targets.	
  Others	
  may	
  have	
  data	
  retrieved	
  from	
  the	
  a�ackers	
  that	
  indicate	
  
the	
  iden�ty	
  of	
  those	
  who	
  have	
  been	
  compromised.	
  And	
  finally	
  s�ll	
  others	
  may	
  
have	
  the	
  necessary	
  geopoli�cal	
  knowledge	
  to	
  interpret	
  the	
  a�acks	
  within	
  a	
  
broader	
  context.	
  	
  

O�en,	
  inves�ga�ons	
  do	
  not	
  have	
  the	
  luxury	
  of	
  such	
  a	
  full	
  data	
  set	
  and	
  must	
  rely	
  
on	
  incomplete	
  informa�on	
  and	
  par�al	
  observa�ons.	
  Further	
  complica�ng	
  
ma�ers	
  is	
  that	
  any	
  of	
  this	
  informa�on	
  is	
  o�en	
  dependent	
  on	
  mistakes	
  made	
  by	
  the	
  
a�ackers,	
  which	
  typically	
  lead	
  to	
  slices	
  of	
  an	
  overall	
  network	
  instead	
  of	
  a	
  
comprehensive	
  view.	
  “	
  

Informa�on	
  Warfare	
  Monitor	
  and	
  The	
  Shadowserver	
  Founda�on.	
  Shadows	
  in	
  the	
  Cloud:	
  An	
  inves�ga�on	
  into	
  cyber	
  espionage	
  
2.0,	
  April	
  2010.	
  h�p://www.scribd.com/doc/29435784/SHADOWS-­‐IN-­‐THE-­‐CLOUD-­‐Inves�ga�ng-­‐Cyber-­‐Espionage-­‐2-­‐0	
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ACTING	
  ON	
  THE	
  RANGE	
  OF	
  THE	
  MOMENT	
  

	
  “a	
  lot	
  of	
  people	
  …	
  are	
  frustrated	
  and	
  angry	
  and	
  they	
  want	
  to	
  
kick	
  some	
  bad-­‐guy	
  ass.	
  that	
  in	
  itself	
  is	
  great,	
  unless	
  it	
  leads	
  us	
  
to	
  range-­‐of-­‐the-­‐moment	
  thought	
  and	
  ac�on,	
  such	
  as	
  taking	
  
down	
  botnets.	
  can	
  we	
  uplevel	
  this	
  discussion	
  -­‐-­‐	
  talk	
  about	
  
strategic	
  teamwork	
  that	
  would	
  have	
  a	
  las�ng	
  impact	
  on	
  bad-­‐
guy	
  profits?”	
  

	
  Paul	
  Vixie	
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KELIHOS	
  (HLUX)	
  “B”	
  SINKHOLE	
  
  March	
  21,	
  2012	
  

  Dell	
  SecureWorks,	
  CrowdStrike,	
  Kaspersky,	
  and	
  the	
  
Honeynet	
  Project	
  	
  
–  Kelihos.B/Hlux.B	
  botnet	
  takedown	
  
h�p://honeynet.org/node/833	
  	
  

–  Statement	
  about	
  Ethics	
  in	
  Computer	
  Security	
  Research:	
  
Kelihos.B/Hlux.B	
  botnet	
  takedown	
  
h�ps://honeynet.org/node/834	
  	
  

–  FAQ	
  on	
  Kelihos	
  .B/Hlux	
  sinkholing	
  
h�p://www.honeynet.org/node/836	
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KELIHOS	
  SINKHOLE	
  FAQ	
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HTTP://WWW.DEEPENDRESEARCH.ORG/	
  

29	
  Copyright	
  (C)	
  2013,	
  David	
  Di�rich.	
  All	
  rights	
  reserved.	
  



MALWAREMUSTDIE	
  (PUHLEEZ!)	
  
 	
  April	
  20,	
  2013	
  
 	
  Kelihos	
  dropped	
  by	
  Redkit?!	
  
 	
  Waledac/Kelihos	
  operator	
  has	
  so	
  far	
  used	
  
	
  	
  Conficker,	
  Fifesock,	
  Virut,	
  Redkit,	
  ???…	
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MICROSOFT	
  W32/FIFESOCK.I	
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CLEANMX.DE	
  DDK2200.COM	
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DYNAMOO	
  LINKS	
  
FIFESOCK	
  TO	
  LIZAMOON	
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KREBSONSECURITY	
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ROLES	
  &	
  RELATIONSHIPS	
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CASE	
  STUDIES	
  AND	
  OBSERVATIONS	
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Torpig	
  
  A.k.a.,	
  Sinowal,	
  Anserin	
  
  First	
  reported	
  Feb.	
  2006	
  
  Central	
  C&C	
  for	
  rootkit	
  (Mebroot)	
  and	
  keylog	
  deposi�on	
  

  UCSB	
  takeover	
  in	
  Jan.	
  2009	
  
–  182,800	
  bot	
  IDs	
  (1,247,642	
  unique	
  IPs)	
  
–  8310	
  accounts,	
  140	
  ins�tu�ons	
  
–  8.7GB	
  of	
  Apache	
  log	
  files	
  and	
  69GB	
  of	
  pcap	
  data	
  collected	
  

  A�ackers	
  regained	
  control	
  a�er	
  10	
  days	
  and	
  patched	
  bugs	
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Ozdok	
  
  A.k.a.,	
  Mega-­‐D	
  

  First	
  reported	
  2008	
  
  Not	
  well	
  recognized	
  by	
  AV	
  industry	
  
  FTC	
  gets	
  court	
  ordered	
  shutdown	
  of	
  network	
  in	
  2008	
  (back	
  up	
  
<	
  1	
  year	
  later)	
  

  FireEye	
  (coopera�ve)	
  takedown	
  ini�ated	
  Nov.	
  2009	
  
–  No�fica�on	
  of	
  involved	
  ISPs	
  
– Working	
  w/registrars	
  to	
  coopera�vely	
  take	
  down	
  C&C	
  
domains	
  	
  

–  Registra�on	
  of	
  as-­‐yet	
  unused	
  domains	
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Mariposa	
  
  A.k.a.,	
  Rimecud,	
  Krap,	
  Pilleuz,	
  Zbot	
  

  First	
  reported	
  in	
  2009	
  by	
  Defense	
  Intelligence	
  (zero	
  to	
  “largest	
  
botnet	
  in	
  the	
  world”	
  in	
  months?!?)	
  

  Central	
  C&C	
  on	
  “bulletproof”	
  hos�ng	
  provider	
  
–  Access	
  concealed	
  by	
  VPN	
  
–  Commands	
  are	
  binary+encrypted	
  (not	
  readable)	
  

  Mariposa	
  Working	
  Group	
  established	
  
–  Takedown	
  ini�ated	
  Dec.	
  2009	
  
–  900+Mbps	
  DDoS	
  counter-­‐a�ack	
  against	
  WG	
  members	
  
–  A�acker	
  accidentally	
  logs	
  in	
  w/o	
  VPN,	
  exposing	
  IP	
  
–  Spanish	
  police	
  given	
  intel;	
  arrests	
  follow	
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Waledac 	
  	
  
  First	
  reported	
  April	
  2008	
  
  Hybrid	
  central/proxy/P2P	
  C&C	
  hierarchy	
  

–  1024-­‐bit	
  RSA	
  self-­‐signed	
  cer�ficates	
  
–  XML+bzip2+AES-­‐128+Base64	
  

  Microso�	
  Opera�on	
  b49	
  ini�ated	
  Feb.	
  2010	
  

–  First	
  of	
  its	
  kind	
  ex	
  parte	
  TRO	
  to	
  take	
  277	
  domains	
  
–  All	
  bots	
  sinkholed;	
  botnet	
  abandoned	
  
– Microso�	
  given	
  ownership	
  of	
  domains	
  under	
  default	
  
judgment	
  in	
  Oct.	
  2010	
  

40	
  Copyright	
  (C)	
  2013,	
  David	
  Di�rich.	
  All	
  rights	
  reserved.	
  



Bredolab	
  
  A.k.a.,	
  Harnig	
  (possibly)	
  
  First	
  reported	
  mid-­‐2009	
  
  Dropper	
  framework	
  for	
  installing	
  other	
  malware	
  

–  	
  Zbot	
  (a.k.a.,	
  Zeus),	
  SpyEye,	
  TDSS,	
  HareBot,	
  Blakken	
  (a.k.a.,	
  Black	
  
Energy	
  2)	
  

–  Uses	
  fast-­‐flux	
  DNS	
  to	
  spread	
  infected	
  machines	
  across	
  many	
  C&C	
  
servers	
  

  Dutch	
  federal	
  police	
  take	
  over	
  143	
  controllers	
  on	
  Oct.	
  25,	
  
2010	
  
–  Used	
  infrastructure	
  to	
  push	
  warning	
  program	
  

–  Over	
  100,000	
  followed	
  link;	
  55	
  complaints	
  filed	
  
–  Infrastructure	
  ac�ve	
  again	
  within	
  months	
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Pushdo/Cutwail	
  
  A.k.a.,	
  Pandex	
  
  First	
  reported	
  Jan.	
  2007	
  
  Advanced	
  dropper	
  (Pushdo)	
  with	
  modules	
  (e.g.,	
  Cutwail	
  spam	
  
module)	
  

  No	
  self-­‐propaga�on:	
  Loaded	
  by	
  frameworks	
  like	
  Bredolab	
  
along	
  with	
  other	
  malware	
  (e.g.,	
  Storm,	
  Srizbi,	
  Rustock,	
  
An�spywareXP2009)	
  

  LLoD	
  ini�ates	
  coopera�ve	
  takedown	
  Aug.	
  2010	
  
–  Acknowledged	
  they	
  were	
  unlikely	
  to	
  succeed	
  fully	
  
–  Botnet	
  back	
  to	
  full	
  strength	
  within	
  days	
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Rustock	
  
  A.k.a.,	
  Spam-­‐Mailbot.c	
  

  First	
  reported	
  early	
  2006	
  
  First	
  detailed	
  RE	
  reports	
  early	
  2007	
  
  Central	
  C&C	
  servers	
  hosted	
  on	
  non-­‐coopera�ve	
  “bullet-­‐
proof”	
  hos�ng	
  companies	
  

  Microso�	
  Opera�on	
  b107	
  on	
  March	
  6,	
  2011	
  
–  Involves	
  ex	
  parte	
  TRO,	
  search	
  warrants,	
  US	
  Marshall	
  assistance,	
  

taking	
  out	
  core	
  servers	
  

–  AV	
  companies	
  note	
  Harnig	
  goes	
  down,	
  too,	
  due	
  to	
  shared	
  
infrastructure	
  disrup�on	
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Coreflood	
  
  First	
  reported	
  2001	
  
  Low-­‐profile	
  and	
  low-­‐aggressiveness	
  kept	
  botnet	
  under	
  
industry	
  radar	
  
–  Researchers	
  got	
  coopera�ve	
  ISP	
  to	
  provide	
  copy	
  of	
  a	
  C&C	
  server	
  

  April	
  2011,	
  U.S.	
  Federal	
  court	
  grants	
  DoJ	
  ex	
  parte	
  TRO	
  for	
  ISC	
  
to	
  sinkhole	
  bots	
  
–  FBI	
  allowed	
  to	
  issue	
  “stop”	
  command	
  

–  Can	
  clean	
  up	
  with	
  “remove”	
  command	
  iff	
  permission	
  granted	
  by	
  
system	
  owners’	
  signing	
  Authoriza�on	
  to	
  Delete	
  Coreflood	
  from	
  
Infected	
  Computer(s)	
  form	
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Kelihos	
  
  A.k.a.,	
  Hlux,	
  Darlev,	
  Waledac,	
  Trojan	
  Nap	
  

  First	
  reported	
  Dec.	
  2010	
  
  Re-­‐write	
  of	
  Waledac	
  

  Kaspersky	
  Labs	
  developed	
  sinkhole	
  capability,	
  bypassing	
  
C&C	
  protec�ons	
  

  Sep.	
  26,	
  2011,	
  Microso�	
  Opera�on	
  b79	
  ini�ated	
  
–  Again,	
  ex	
  parte	
  TRO	
  takes	
  

out	
  domains	
  

–  Kaspersky	
  sinkholes	
  
all	
  infected	
  bots	
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Virut	
  
  A.k.a.,	
  Virtob	
  
  First	
  reported	
  2006	
  
  PE	
  infector,	
  IRC	
  for	
  C&C	
  (later	
  also	
  HTML	
  infec�on)	
  

  Symantec	
  (“300,000	
  in	
  24	
  hours”)	
  
  CERT	
  Polska	
  	
  

–  Quoted	
  in	
  news	
  as	
  “860,000	
  in	
  2012”	
  
–  Sinkhole	
  shows	
  ~330,000	
  (and	
  slightly	
  growing)	
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Virut	
  
  Symantec	
  reports	
  “Waledac”	
  dropped	
  

–  At	
  least	
  third	
  method:	
  Conficker	
  (2009),	
  Fifesock	
  (2012)	
  

  	
  Jan.	
  2013,	
  NASK	
  (Polish	
  registrar)/CERT	
  Polska,	
  removes	
  
43	
  domains	
  
–  They	
  sinkhole	
  all	
  .pl	
  	
  Virut	
  domains	
  

–  Registrars	
  in	
  .ru	
  and	
  .at	
  no�fied	
  (again),	
  but	
  Austria	
  registrar	
  
refuses	
  to	
  remove	
  domain	
  without	
  court	
  order	
  

–  Half	
  of	
  bots	
  had	
  DGA	
  for	
  .com	
  fallback	
  domains	
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SUMMARY	
  OF	
  RECENT	
  TAKEDOWNS	
  

David	
  Di�rich.	
  So	
  You	
  Want	
  to	
  Take	
  Over	
  a	
  Botnet...	
  Unpublished	
  manuscript,	
  February,	
  2013.	
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OBSERVATIONS	
  
 	
  Size	
  es�mates	
  vary	
  by	
  orders	
  of	
  magnitude	
  

 	
  Incen�ve	
  to	
  inflate	
  numbers	
  
 	
  Easy	
  to	
  exploit	
  IP	
  over-­‐coun�ng	
  and	
  conflate	
  with	
  
“infec�ons”	
  

Tillmann	
  Werner.	
  P2P	
  Botnet	
  Kelihos.B	
  with	
  100.000	
  Nodes	
  Sinkholed,	
  March	
  2012.	
  
h�p://blog.crowdstrike.com/2012/03/p2p-­‐botnet-­‐kelihosb-­‐with-­‐100000-­‐nodes.html	
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OBSERVATIONS	
  (CONTINUED)	
  
 	
  Naming	
  is	
  inconsistent	
  

 	
  Taxonomy	
  rarely	
  used	
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OBSERVATIONS	
  (CONTINUED)	
  
  All(?)	
  takedowns	
  combining	
  legal	
  process	
  and	
  technical	
  
methods	
  succeeded	
  on	
  first	
  try	
  

  (…or	
  did	
  they	
  really	
  all	
  fail?)	
  
–  Those	
  using	
  only	
  technical	
  means,	
  or	
  relying	
  on	
  coopera�on	
  of	
  all	
  

par�es	
  involved,	
  did	
  not	
  

–  It’s	
  not	
  always	
  about	
  taking	
  the	
  botnet	
  down	
  
–  Today’s	
  most	
  sophis�cated	
  botnets	
  require	
  this	
  combina�on	
  of	
  

legal	
  +	
  technical	
  measures	
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OBSERVATIONS	
  (CONTINUED)	
  
  Mariposa	
  takedown	
  caused	
  harm	
  to	
  innocent	
  third	
  par�es;	
  
succeeded	
  by	
  luck	
  (or	
  risky	
  gamble?)	
  

  Takedowns	
  using	
  legal	
  process	
  effec�vely	
  describe	
  ethics	
  as	
  
by-­‐product	
  
–  Defined	
  stakeholders	
  
–  Detailed	
  harms/benefits	
  

–  Likelihood	
  
–  Inten�on	
  for	
  requested	
  ac�ons	
  
–  External	
  review	
  (by	
  the	
  court)	
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CONCLUSIONS	
  
 	
  We	
  some�mes	
  have	
  conflic�ng	
  goals	
  and	
  we’re	
  star�ng	
  to	
  
eat	
  our	
  own	
  young	
  

Good	
  read:	
  “Hackers:	
  Crime	
  and	
  the	
  Digital	
  Sublime,”	
  by	
  Paul	
  A.	
  
Taylor,	
  Routledge	
  Press,	
  1999,	
  ISBN	
  0-­‐415-­‐18072-­‐4	
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CONCLUSIONS	
  

  We	
  some�mes	
  fail	
  Stephen	
  Carter’s	
  integrity	
  test	
  

  We	
  are	
  in	
  an	
  arms	
  race	
  
– Cost	
  of	
  a�acking	
  <<	
  cost	
  of	
  countering	
  a�acks	
  
– Cost	
  of	
  being	
  thorough	
  >>	
  cu�ng	
  corners	
  

"Instead	
  of	
  making	
  pie	
  charts,	
  we	
  should	
  treat	
  a	
  botnet	
  
as	
  a	
  crime	
  scene	
  and	
  not	
  just	
  a	
  research	
  project.”	
  
David	
  Dagon,	
  Georgia	
  Tech	
  
h�p://security.ulitzer.com/node/1305941	
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CONCLUSIONS	
  
  We	
  can	
  do	
  a	
  be�er	
  job,	
  and	
  we	
  
must	
  
–  Be�er	
  integrate	
  analyses	
  and	
  

observa�ons	
  

–  Use	
  the	
  scien�fic	
  method	
  (i.e.,	
  lab	
  
a.o.t.	
  field)	
  

–  Be�er	
  coordinate	
  ac�ons,	
  
inves�ga�ons	
  

–  Mature	
  our	
  understanding	
  of	
  legal/
ethical/technical/poli�cal	
  
considera�ons	
  and	
  op�ons	
  

Bo�om	
  line:	
  It	
  is	
  possible	
  to	
  
put	
  ego	
  aside,	
  act	
  in	
  ways	
  
that	
  serve	
  others,	
  and	
  do	
  
things	
  because	
  they	
  make	
  the	
  
world	
  a	
  be�er	
  place.	
  

55	
  Copyright	
  (C)	
  2013,	
  David	
  Di�rich.	
  All	
  rights	
  reserved.	
  



CONTACT	
  

  Dave	
  Di�rich	
  
University	
  of	
  Washington	
  
di�rich	
  at	
  uw	
  dot	
  edu	
  
h�p://staff.washington.edu/di�rich/	
  

Slides	
  available	
  at:	
  h�p://staff.washington.edu/di�rich/talks/nanog59/	
  

56	
  Copyright	
  (C)	
  2013,	
  David	
  Di�rich.	
  All	
  rights	
  reserved.	
  


