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What we’ll cover today: 
•  Background; what we know; what the 

problems are; and what we’re doing 

•  Codenames. From Stellar Wind to the 
President’s Surveillance Program, 
PRISM to Boundless Informant  

•  Spying Law. A healthy dose of 
acronyms and numbers. ECPA, FISA 
and FAA; 215 and 702. 
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the background 
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changes time technology laws 

…yet much has stayed the same 
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The (Way) Background 
•  Established in 1952 

•  Twin mission:  
–  “Information Assurance”   
–  “Signals Intelligence” 

•  Secrecy:  
–  “No Such Agency” & “Never Say Anything” 
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The (Mid) Background 

•  1960s and 70s 

•  Cold War and Vietnam 

•  COINTELPRO and 
Watergate 
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The Church Committee 

“[The NSA’s] capability at any time could be 
turned around on the American people and no 
American would have any privacy left, such is 
the capability to monitor everything. Telephone 
conversations, telegrams, it doesn't matter. 
There would be no place to hide.” 

   Senator Frank Church, 1975  
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Reform 

•  Permanent Congressional oversight 
committees (SSCI and HPSCI) 

•  Foreign Intelligence Surveillance Act (FISA) 
–  Established requirements for conducting 

domestic electronic surveillance of US persons 
–  Still given free reign for international 

communications conducted outside U.S. 
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Changing Technology 
•  1980s - 2000s: build-out of domestic 

surveillance infrastructure 

•  NSA shifted surveillance focus from 
satellites to fiber optic cables 

•  BUT: FISA gives greater protection for 
communications on the wire + 
surveillance conducted inside the U.S. 
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“America’s Home Field Advantage” 
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The (More Recent) Background 
•  After 9/11, President Bush authorized the NSA to spy 

inside the United States, including the collection of 
domestic content and metadata 

•  Called the Presidents Surveillance Program, the PSP 
was implemented without any court involvement 
(warrant or otherwise), which had been required for 
domestic surveillance since FISA 

•  Uniting and Strengthening America by Providing 
Appropriate Tools Required to Intercept and Obstruct 
Terrorism Act of 2001  
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Showdown at 
the Hospital 

•  March 2004; Acting 
Attorney General Comey 
refused to sign off on the 
PSP 

•  Gonzalez and Comey race 
to hospital 

•  Threats of resignation 
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(First) Public Disclosure 
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FISA Amendments Act (FAA) 
•  Gave the telcos immunity for 

participating in the NSA’s program (and 
killed EFF’s lawsuit, Hepting v. AT&T) 

•   Created a new “type” of surveillance 
under FISA for the “targeting” within the 
United States of those “reasonably 
believed to be located outside the U.S.” 
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FISA v. FISA Amendments Act 
FISA 

•  Specific targets 
•  Specific court orders 
•  Surveillance inside 

U.S. 
•  BUT no court orders 

required for 
overseas (even if 
U.S. person)  

FAA 
•  No specific targets 
•  Court sign off is on 

“programmatic” basis 
•  Surveillance conducted 

in U.S. “targeting” 
foreigners abroad 

•  Court order required to 
“target” U.S. person 
oversees 
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The Secret FISA Court 
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Foreign Intelligence 
Surveillance Court (FISC) 

•  Established and authorized under the 
Foreign Intelligence Surveillance Act  

•  Originally for surveillance against 
particular foreign agents 

•  Role massively expanded by FAA 
•  Approves procedures in secret rulings 
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To Review: 
•  Foreign Intelligence Surveillance Act (FISA) 

•  USA Patriot Act (Section 215) 

•  FISA Amendments Act (Section 702) 

•  Executive Order 12,333 
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what we know 
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FAA Section 702 
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FAA Section 702 
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How “Upstream” Collection Works 
•  “Splitter cabinet” installed to capture and divert 

AT&T’s off-net, peering traffic 

•  Mark Klein installed one in 
Room 641A of AT&T’s  
Folsom Street facility 

•  Evidentiary foundation for  
Jewel v. NSA (2008) 
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Section 215 of Patriot Act 
•  Section 215 amended FISA to allow 

orders to produce “tangible things” 
•  Must be “relevant to an authorized 

investigation (other than a threat 
assessment)” 

•  No broader than a Grand Jury 
Subpoena 

•  Only the FBI can apply for 215 Order 
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•  “all call detail records or ‘telephony metadata’ 
created by Verizon for communications (i) 
between the United States and abroad; or (ii) 
wholly within the United States, including 
local telephone calls.” 

•  Originating and terminating phone nos., IMSI 
#, IMEI #, trunk identifier, telephone calling 
card numbers, and time and duration of call 

•  Renewed every 90 days; same kind of order 
exists for three different companies 
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The Internet Metadata Program 
•  Still relatively little known 

about this part of the 
Program 

•  Shifted under FISA PR/
TT authority in 2004/5 

•  Ended for “operational 
and resource” reasons in 
2011  
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Meet the Databases 
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Boundless indeed 
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Silent Crypto Wars 
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Efforts to Undermine Anonymity on 
the Web 
•  Largely failed to undermine Tor 

application 

•  Able to exploit vulnerabilities in the Tor-
Firefox browser bundle 

•  Use “Quantum” servers (located at key 
locations on backbone) to execute MITM 

•  Easily the most detailed technical 
description of specific NSA exploits 
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Secret NSA Audit 
•  "2,776 incidents (/year) of unauthorized 

collection, storage, access to or distribution of 
legally protected communications” in DC/Ft. 
Meade alone 

•  E.g. NSA misread area code 202 as country 
code 20 & grabbed all the calls from 
Washington, D.C. instead of Egypt. 



NANOG 59 – October 7, 2013  

Repeated Problems with FISC Oversight 

•  NSA and DOJ failed to disclose 
information about how the programs 
worked to FISC 

•  Section 215: no intelligence official knew 
how program fully worked; never told the 
court 

•  Section 702: Collected tens of thousands 
of purely domestic emails, but never told 
court 
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LOVEINT and 
other intentional 

violations 
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the problem(s) 
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two questions: 

Is it legitimate? 

Is it legal? 
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Parts of the Program are Illegal and 
Unconstitutional 

•  From 2001 to 2004/5: 
–   the program was operating in violation of 

statutes, the Constitution, and without any 
type of judicial oversight 

•  Today: 
– Section 215: 1st and 4th Amendment; 

violates statute 
– Section 702: 4th Amendment problems 
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The Program is Absolutely Illegitimate 

•  Dishonesty under the guise of classification 

•  Neither the public, nor Congress, nor the Judiciary 
were meaningfully in debating propriety of the 
Program or the laws that “support” it 

“Do you think a program of this magnitude, 
gathering information involving a large number 
of people involved with the telephone 
companies and so on, could be indefinitely kept 
secret from the American people?” 

“Well, we tried.” 

 - Rep. Bob  Goodlatte (R-Va) to Bob Litt, 
   General Counsel ODNI (July 2013) 
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October 3, 2011 FISC Opinion 

“The Court now understands, however, that NSA has acquired, 
is acquiring, and, if the certifications and procedures now before 
the Court are approved, will continue to acquire, tens of 
thousands of wholly domestic communications.”  

“[T]he government’s revelations . . . mark 
the third instance in less than three years 
in which the government has disclosed a 
substantial misrepresentation regarding 
the scope of a major [intelligence] 
collection program.”  
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what we’re doing  
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What EFF is doing: 
•  Litigation 

– Jewel v. NSA (filed in 2008) 
– First Unitarian v. NSA (filed in July) 
– EFF v. DOJ (FOIA cases, 215 and FISC) 

•  Legislation 
– Push for new Church Committee 
– Amend Section 215 and FAA 

•  Technology (HTTPS Everywhere) 
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what are you doing? 



NANOG 59 – October 7, 2013  

West Coast Code East Coast Code 

& 
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United States v. Kincade 
A decision, like the majority’s in this case, “that draws no hard 
lines and revels in the boon that new technology will provide 
to law enforcement, is an engraved invitation to future 
expansion. And when that inevitable expansion comes, we will 
look to the regime we approved today as the new baseline and 
say, this too must be OK because it's just one small step 
beyond the last thing we approved. My colleagues in the plurality 
assure us that, when that day comes, they will stand vigilant and 
guard the line, but by then the line — never very clear to begin 
with — will have shifted. The fishbowl will look like home.” 
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questions? 

Mark Rumold 
Staff Attorney, EFF 

mark@eff.org 

More info at https://eff.org/nsa-spying 


