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  DNS:	
  6.97% 	
  IGMP:	
  0.00% 	
  RESET:	
  1.43%

	
  ICMP:	
  15.53% 	
  UDP	
  Fragment:	
  7.77% 	
  UDP:	
  16.32% 	
  	
  

	
  TCP	
  Fragment:	
  0.00% 	
  ACK:	
  1.74% 	
  SYN:	
  25.83%	
  

	
  	
  SYN	
  PUSH:	
  0.63% 	
  	
  	
  	
  	
  	
  	
  	
  RIP:	
  0.00% 	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  FIN	
  PUSH:	
  0.32%	
  

Infrastructure	
  (Layer	
  3	
  &	
  4)	
  :	
  76.54%	
  

	
  SSL	
  GET:	
  1.43% 	
  SSL	
  POST:	
  	
  0.32%	
  

	
  PUSH:	
  0.95% 	
  HTTP	
  GET:	
  19.33%	
  

	
  HTTP	
  POST:	
  1.43% 	
  NTP:	
  0.00%	
  

ApplicaPon	
  (Layer	
  7):	
  23.46%	
  

Global	
  StaPsPcs:	
  Total	
  ASack	
  Types	
  (Q1	
  2013)	
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China	
  
40.68%	
  

United	
  States	
  
21.88%	
  

Germany	
  
10.59%	
  

Iran	
  
5.51%	
  

India	
  
5.01%	
  

Brazil	
  
4.73%	
  France	
  

3.50%	
  
Egypt	
  
3.30%	
  

Vietnam	
  
2.61%	
  

Canada	
  
2.19%	
  

Top	
  Ten	
  Source	
  Countries	
  (Q1	
  2013)	
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DDoS	
  Volume	
  by	
  Actor	
  Type	
  

Time	
  	
  

Script	
  Kiddies	
  

Criminal	
  Enterprises	
  

Veteran	
  Criminals	
  

•  Script	
  Kiddies	
  –	
  Low	
  technical	
  barrier	
  to	
  entry	
  
and	
  may	
  generate	
  denial	
  of	
  service	
  aSacks	
  for	
  
fun,	
  fame	
  or	
  profit.	
  These	
  aSacks	
  are	
  simple	
  to	
  
miPgate	
  and	
  not	
  very	
  effecPve	
  against	
  
enterprise	
  organizaPons.	
  	
  

•  Criminal	
  Enterprises	
  –	
  DDoS-­‐as-­‐a-­‐Business.	
  
Lacking	
  the	
  passion	
  and	
  drive	
  to	
  be	
  “great	
  
aSackers”.	
  This	
  is	
  just	
  a	
  9-­‐5	
  job	
  working	
  for	
  
people	
  that	
  are	
  paying	
  for	
  aSacks	
  or	
  uPlizing	
  
extorPon	
  methodologies.	
  	
  

•  Veteran	
  Criminals	
  –	
  UPlize	
  mature	
  techniques	
  
to	
  create	
  flash	
  mob	
  botnets	
  that	
  do	
  not	
  stay	
  
acPve	
  for	
  extended	
  periods	
  of	
  Pme,	
  and	
  are	
  
capable	
  of	
  generaPng	
  aSacks	
  in	
  excess	
  of	
  50	
  
Gbps.	
  This	
  group	
  consists	
  of	
  experienced	
  
digital	
  mercenaries	
  for	
  hire.	
  

Malicious	
  Actor	
  Group	
  ClassificaPon	
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Dirt	
  Jumper	
  V3:	
  Criminal	
  101	
  

hSp://hack-­‐stars.ru/?p=4754	
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Dirt	
  Jumper	
  V3:	
  Admin	
  Panel	
  Demo	
  



CONFIDENTIAL	
  

BroDoS	
  Q1	
  2013:	
  Enterprise	
  OrganizaPon	
  

Malicious	
  Sourced	
  Traffic	
  
Distribu5on	
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ASack	
  Campaign	
  Metrics	
  
•  ASack	
  Types:	
  SYN	
  Flood,	
  UDP	
  Flood,	
  and	
  DNS	
  Flood	
  
•  Peak	
  Bits	
  Per	
  Second:	
  130.2	
  Gbps	
  
•  Peak	
  Packets	
  Per	
  Second:	
  94	
  Mpps	
  
•  DesPnaPon	
  Ports:	
  53,	
  80,	
  443	
  
Campaign	
  CharacterisPcs	
  
•  MulPple	
  BOTNETs	
  included,	
  1000+	
  compromised	
  web	
  

servers	
  
•  Majority	
  of	
  machines	
  =	
  Wordpress	
  and	
  Joomla	
  
•  Eval()	
  scripts	
  =	
  aSacks	
  executed	
  in	
  memory	
  
–  Avoiding	
  basic	
  logging	
  mechanisms	
  	
  

11	
  

BroDoS	
  Q1	
  2013:	
  Enterprise	
  Campaign	
  ASributes	
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BroDoS	
  Example	
  2:	
  Campaign	
  ASributes	
  

12	
  

Event	
  Time	
  Start:	
  Jan	
  2,	
  2013	
  15:10:00	
  UTC	
  
ASack	
  Types:	
  SYN	
  Flood,	
  GET	
  Flood,	
  UDP	
  Flood	
  
Campaign	
  Size:	
  80	
  Gbps	
  and	
  32	
  Mpps	
  
DesPnaPon	
  Ports:	
  80,443,53	
  
Number	
  of	
  Targeted	
  IP	
  addresses:	
  3	
  
Industry	
  VerPcal:	
  Financial	
  



CONFIDENTIAL	
  

•  PHP	
  scripts	
  dropped	
  onto	
  servers	
  via	
  web	
  vulnerabiliPes	
  
•  Specific	
  to	
  Denial	
  of	
  Service	
  
•  PHP	
  is	
  more	
  popular	
  but	
  ASP,	
  Perl,	
  and	
  other	
  scripPng	
  

languages	
  are	
  present	
  
•  Can	
  be	
  found	
  for	
  sale	
  or	
  free	
  (HackForums)	
  

•  Hybrid	
  C2	
  -­‐	
  some	
  instrucPons	
  are	
  pushed	
  others	
  pulled	
  
•  Can	
  receive	
  commands	
  via	
  IRC	
  or	
  via	
  HTTP	
  

•  BroDoS	
  =	
  sophisPcated	
  booter	
  script	
  suite	
  

13	
  

Booter	
  Scripts:	
  DDoS	
  and	
  DoS	
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Booter	
  Scripts:	
  NOGROD-­‐irc	
  

Also	
  wriSen	
  in	
  PHP	
  	
  
Controlled	
  via	
  IRC	
  
Can	
  perform	
  
TCP	
  Connect	
  Floods	
  
UDP	
  Floods	
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Booter	
  Scripts:	
  getDeLiRiUm	
  asp	
  

	
  -­‐	
  .Net	
  Booter	
  wriSen	
  in	
  ASP	
  
	
  -­‐	
  Executes	
  Commands	
  via	
  HTTP	
  Request	
  
	
  -­‐	
  Performs	
  an	
  HTTP	
  GET	
  Flood	
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•  DNS	
  reflecPon	
  campaigns	
  are	
  on	
  the	
  rise	
  =	
  <	
  200	
  %	
  over	
  
the	
  last	
  year	
  

•  UPlizes	
  spoofed	
  IP	
  requests	
  against	
  legiPmate	
  DNS	
  severs	
  

•  Designed	
  to	
  exploit	
  exisPng	
  RFC	
  standards	
  
•  Most	
  popular	
  aSack	
  vectors:	
  DNS	
  “ANY”	
  query,	
  “TXT”	
  

record	
  aSack,	
  and	
  “A”	
  record	
  aSack	
  	
  
•  Protocol	
  contains	
  larger	
  response	
  sizes	
  =	
  AmplificaPon	
  
•  ASack	
  campaigns	
  contain	
  an	
  a<acker,	
  vic5m,	
  and	
  

primary	
  target	
  

16	
  

DrDoS:	
  DNS/AmplificaPon	
  ReflecPon	
  Overview	
  



CONFIDENTIAL	
  

DNS	
  ReflecPon:	
  Sample	
  Topology	
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DNS	
  ReflecPon	
  Campaign:	
  Largest	
  in	
  2012	
  

18	
  

Event	
  Time	
  Start:	
  Aug	
  1,	
  2012	
  00:33:00	
  UTC	
  
ASack	
  Types:	
  DNS	
  Flood,	
  GET	
  Flood,	
  UDP	
  Fragment	
  Flood,	
  ICMP	
  Flood	
  
DesPnaPon	
  Ports:	
  80,443,53	
  
Industry	
  VerPcal:	
  Financial	
  
Peak	
  Bandwidth:	
  42.2	
  Gbps	
  
Peak	
  pps:	
  2.1	
  Mpps	
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DNS	
  ReflecPon	
  Campaign:	
  	
  Breakdown	
  

-­‐-­‐	
  UDP	
  Fragments	
  -­‐-­‐	
  

00:47:33.878615	
  IP	
  x.x.x.x	
  >	
  x.x.x.x:	
  udp	
  

-­‐-­‐	
  DNS	
  Flood	
  -­‐-­‐	
  
00:47:33.878626	
  IP	
  x.x.x.x.53	
  >	
  x.x.x.x:	
  952	
  5/13/1	
  Type46,	
  A	
  193.0.6.139,	
  Type46,	
  Type43,	
  Type43	
  (689)	
  

00:47:33.878744	
  IP	
  x.x.x.x.53	
  >	
  x.x.x.x.53:	
  952	
  23/0/20	
  A	
  193.0.6.139,	
  NS	
  Pnnie.arin.net.,	
  NS	
  pri.authdns.ripe.net.,	
  
NS	
  ns3.nic.fr.,	
  NS	
  sns-­‐pb.isc.org.,	
  NS	
  sec1.apnic.net.,	
  NS	
  sec3.apnic.net.,	
  SOA,	
  MX	
  postlady.ripe.net.	
  250,	
  MX	
  
postgirl.ripe.net.	
  200,	
  AAAA	
  2001:67c:2e8:22::c100:68b,	
  Type46,	
  Type46,	
  Type46,	
  Type46,	
  Type46,	
  Type46,	
  
Type46[|domain]	
  

*	
  DNS	
  record	
  types	
  =	
  DNSSEC-­‐secured	
  

-­‐-­‐	
  ICMP	
  FLOOD	
  -­‐-­‐	
  

00:36:13.371123	
  IP	
  x.x.x.x	
  >	
  x.x.x.x:	
  ICMP	
  x.x.x.x	
  udp	
  port	
  53	
  unreachable,	
  length	
  74	
  
00:36:13.371629	
  IP	
  x.x.x.x	
  >	
  x.x.x.x:	
  ICMP	
  x.x.x.x	
  udp	
  port	
  53	
  unreachable,	
  length	
  36	
  

-­‐-­‐	
  GET	
  FLOOD	
  -­‐-­‐	
  
E.....@.t...X..&.......P	
  

..4....P....1..GET	
  /cards/…..	
  HTTP/1.1	
  

Host:	
  target	
  domain	
  	
  
ConnecPon:	
  Keep-­‐Alive	
  	
  

19	
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DNS	
  ReflecPon	
  Campaign:	
  Largest	
  in	
  2013	
  

20	
  

Start	
   May	
  27,	
  2013	
  09:50:00	
  UTC	
  

Industry	
   Crypto	
  Currency	
  Exchange	
  

167	
  Gbps	
   For	
  about	
  5	
  minutes	
  

TXT	
  |	
  ANY	
   t4.deparel.com.	
  

784	
   Hosts	
  from	
  Ne{low	
  Data	
  

763	
   Had	
  Recursion	
  Enabled	
  

3953	
   Byte	
  Response	
  Size	
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DNS	
  ReflecPon	
  Campaign:	
  	
  Graphs	
  

21	
  

Malicious	
  Sourced	
  Traffic	
  Distribu\on	
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DNS	
  ReflecPon	
  Campaign:	
  Geo	
  Map	
  

22	
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DNS	
  Server	
  Versions	
  

Count	
   Version	
  

252	
   9.2.4	
  

67	
   Microso|	
  DNS	
  6.1.7601	
  (1DB14556)	
  

26	
   9.3.6-­‐P1-­‐RedHat-­‐9.3.6-­‐20.P1.el5_8.1	
  

21	
   9.3.6-­‐P1-­‐RedHat-­‐9.3.6-­‐20.P1.el5_8.6	
  

20	
   PowerDNS	
  Recursor	
  3.3	
  $Id	
  

17	
   9.2.2	
  

15	
   dnsmasq-­‐2.55	
  

14	
   9.3.6-­‐P1-­‐RedHat-­‐9.3.6-­‐4.P1.el5_4.2	
  

14	
   9.3.6-­‐P1-­‐RedHat-­‐9.3.6-­‐16.P1.el5	
  

13	
   PowerDNS	
  Recursor	
  3.5	
  $Id	
  

[^_^]	
  

My	
  face	
  is	
  new,	
  my	
  license	
  is	
  
expired,	
  and	
  I'm	
  under	
  a	
  doctor's	
  
care!!!	
  

Nope.	
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DNS	
  ReflecPon	
  Campaign:	
  Reflector	
  Graphs	
  

Incoming	
  Avg.	
  	
   5.83Mbps	
  

Outgoing	
  Avg.	
  	
   5.95Mbps	
  

Outgoing	
  Max	
  	
   11.87Mbps	
  

Incoming	
  Max	
  	
   12.14Mbps	
  

Incoming	
  Avg.	
  	
   11.21Mbps	
  

Outgoing	
  Avg.	
  	
   10.94Mbps	
  

Outgoing	
  Max	
  	
   104.13Mbps	
  

Incoming	
  Max	
  	
   100.34Mbps	
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Thank	
  You	
  

Contact:	
  plxsert@prolexic.com	
  


