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RTRIlib: In a Nutshell

General objective
Highly efficient implementation of RPKI-RTR client protocol

C library for RPKI prefix origin validation

Details

Fetch validated prefixes + origin ASes from RPKI cache

Keep the routers validation database in sync

Provide an interface between local database and
routing daemon to access validated objects

Allow also for validation of BGP updates
Fully compliant with all relevant IETF RFCs/drafts

It’s open-source!

http://rtrlib.realmvé6.org
https://github.com/rtrlib/rtrlib/




RTRIlib in the RPKI Architecture
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Applications Using RTRlib

Open Source BGP Daemons + RPKI Origin Validation

* Quagga
— Fork will be integrated in the master branch soon
N BIRD Open Source Routing
— External CLI, as well as
— Integration in main BIRD source code,
should be available w/ next release BI RD

Example Monitoring Tools

*  REST BGP RPKI Validator i , o
€ a faceboo k.com. w e $ A 400 =
[ ] i ASN: 32934 3
RPKI Web Browser Plugin cahaok B et E
*  Supportin CAIDA BGPStream

. . Facebook erméglicht es dir, mit den menscnen Gomny - o ---en -
* Advantage using RTRIib underneath: pusiisnlsben b Yty 20 e Facebook st und it e

Independent of specific cache server 2 el




RTRlib: Live Monitoring of Origin Validation

Objective: Emulate origin validation of your BGP peer

Setup — No Firmware Changes at Your Router:
e Tools: RTRIib + Python Script + BGPmon Demo

http://rpki-read.realmvé6.org

e Establish peering between your router
and BGPmon

( ----------------------------------------------------------
| Bep | . ‘s Real-time Anal
BGP Router —1>  BGPmon : : RTRlib+Python : eal-time Analyses
| Session| Do e e :'

\_ XML Stream W,




RPKI MIRO: In a Nutshell

General objective
* Monitoring and Inspection of RPKI Objects

Details

* Functions to collect RPKI data
from remote repositories

* Anintuitive browser to http://rpki-miro.realmvé6.org

visualize RPKI objects https://github.com/rpki-miro/
e Statistical analysis of the
collected objects.

It’s open-source!




RPKI MIRO in the RPKI Architecture
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RPKI MIRO: Browser

RPKI RepOSitOry Browser RPKI Browser Statistics Al

Filter ClearFilter ListView RIPE 03-15 20:34:44.000448 UTC}

< @ ripe-ncc-ta.cer ] Certificate Manifest CRL

» @ b1314c89c8803a127d62c83f3f01292a0474b¢

@ 102ed0852ea4b4700eae01a42e9f7e0fe5349 ‘g‘i‘da‘im PASSED
atus:
4 50f3c5 4235 5114 150.106.0.0/16
PSRRI TG PR ST Pl Validity 2015-02-20T12:46:54.000Z - 2020-02-20T12:46:54.000Z
» @ CnlL-b5z5_hDy2tw1BsZhkUG21hY.cer Period: 150.128.0.0/16
» @ [t86YVmiXIVIDISKNK_OWRWSkK cer Errors: None 150.132.0.0/16
@ AndpRricSnpJmqKYZgbTKEIdqO8.cer Warnings: el A50:130.0.0416 Tr i '
Subject: CN=a4250f3c598917bc 119f7ddd423595bb7251181 v t
@ XUUMPPDABE_q7YJLpzrzK4Veis. cer S aneotise ¢ 130:145.0.0:450:146 255 255 y
e o e i SKI: A4250F3C598917BC119F7DDD423595BB7251181C 150.158.0.0/16 .
> q uxpiuEvyIMyo4CReyl-4.cer
Issuer: CN=ripe-ncc-ta 150.175.0.0/16 p k 'b I | n 6 g
» @ [JSdv3GexMvclDgsabpNVv1_viw.cer r I rOWS e r . re a V . O r
AKI: E£8552B1FD6D1A4F7TE404C6DBES680D1EBC163FC3 150.178.0.0/16
» @ 1JEEXQH74HRY26tqz6rGi2p4R28 cer
SerialNr: 114 150.204.0.0/15
» @ NtmoRKU7irFWjOOV4aAdDNTs5IU cer ]
Filename: a4250f3c598917bc119f7ddd423595bb7251181c.cer 150.213.0.0-150.214.255.255
4 @ aa2304103c4e807dae511d33008c93692b973( . ) :
Location: rsync://rpki.ripe.net/repository/ 150.217.0.0/16
@ Ruc65KpbfQGAQydQ7x50l_IVgQ4.cer . false
: 150.227.0.0/16
» @ XVOMrcsyqyGZbKnWjzZJmY2g-Fvw.cer CA: true %
5 150.236.0.0/15
@ QeQiMzC4g6BT-HwyJUaRH00ef58 cer TA: false i
150.241.0.01
@ VaXbVKUQriSTAWB1uCg63QPXewU cer Public Key:  Sun RSA public key, 2048 bits
modulus: 26597544608642974602607697044937644203845358607017889082384081 150.244.0.0/116
@ waUAp3GOEmk_OAf2gP_UBGORteY.cer 2333166328324581714113271806374028960256666545440822340053165110993121659
1143008005316492900966249367586441542431824703175653701760197647147810224 150.251.0.0116
» ® knMd92pdnJe2cObsinSdWUrYp5o.cer 8593610312788111717929000490245392445222518408800453782558761248601486506 —
0298611290420039330388302765453520628000748943233605002957117146430838158 1 -0n
@ mKOLG21dav_HKJfom0zh117EjHI cer 5029656761253904235062544 118337804924235488959512524903372188964 718146330 153.1.0.016
6546206075819777270530337671703217272321323788833585401949433559592278004
» ® QQhCRMUXWmMS72ZEGLof_SLtuyl8.cer 1225121556846848978369981813880958154897166165935777384849941625660028077 153.5.0.0/16
09828451894970908850512480725282001183318691 i
» ® UMA4Xr2idvSDLEJPNYAMEIMKI18 cer public exponent: 65537 153.15.0.0116

@ ZGd0OksxSG3BzQpc70US3CWT1hQg.cer SCh ke 153.17.0.0/16

» @ PyDHy3BMKMFijstNglyV7gCeMfke cer

» @ PKkRGD20_FemnU27kMFKA4QO0T7ys.cer




RPKI MIRQO: Stats

RPKI Repository Browser — RPKiBrowser  Statistics  About

RP KI IVI I RO ;a I IOWS for LACNIC ARIN  ALT-LEGACY APNIC_IANA  APNIC_ARIN  APNIC_AFRINIC  APNIC_LACNIC  APNIC_RPE  AFRINIC RIPE  Global

Trust Anchor: All Last Updated: 2016-05-17T17:32:56.863+02:00

0%
99%

Total

distributed RPKI probes : e
Fetching RPKI objects

invalid.objects 35 0.0

— Currently, only rsync support

— Support for delta protocol on S :;32’ o
the way I
We can add your CA, let us

k I l O W ! Object distribution by host

repository.lacnic.net

total objects 2850 100.0%

valid objects 2850 100.0%
invalid.objects 0 0.0%




Contact

RTRIlib (and integrations in Quagga, BIRD, and CAIDA BGPStream)
e http://rtrlib.realmv6.org
o http://rpki-read.realmve6.org
e https://github.com/rtrlib

LI github

SOCIAL CODING

RPKI MIRO

e http://rpki-miro.realmvé6.org

* http://rpki-browser.realmvé6.org
* https://github.com/rpki-miro

Email: m.waehlisch@fu-berlin.de :: http://www.inf.fu-berlin.de/~waehl
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RTRIlib: Memory Consumption
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Entries in PFX_VALIDATE_TABLE [#]

More details: M. Wahlisch, F. Holler, T.C. Schmidt, J.H. Schiller, RTRlib: An Open-Source Library in C for RPKI-based Prefix Origin Validation,
In: Proc. of 7th USENIX Security Workshop on Cyber Security Experimentation and Test (CSET), Berkeley, CA, USA:USENIX Assoc., 2013.
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