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Possible Data Flow for Operations 

•  RPKI provisioning -> Repository 
•  Repository aggregator -> Validator 
•  Validated entries -> Route checking 
•  Route checking results -> Local routing 

decisions (based on local policy) 

•  We will focus on provisioning 
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How you can use ARIN’s  
RPKI System? 

•  Hosted 
•  Hosted using ARIN’s RESTful service 
•  Delegated using Up/Down Protocol 
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Hosted  RPKI 
•  Pros 

– Easier to use 
– ARIN managed 

•  Cons 
– No current support for downstream customers 

to manage their own space (yet) 
– Tedious through the IU if you have a large 

network 
– We hold your private key 
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Hosted  RPKI with  
RESTful Interace 

•  Pros 
– Easier to use 
– ARIN managed 
– Programmatic interface for large networks 

•  Cons 
– No current support for downstream customers 

to manage their own space (yet) 
– We hold your private key 
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Delegated RPKI with Up/Down 

•  Pros 
– You safeguard your own private key 
– Follows the IETF up/down protocol 

•  Cons 
– Hard to setup 
– Need to operate your own RPKI environment 
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Hosted RPKI in ARIN Online 
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Hosted RPKI in ARIN Online 
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SAMPLE'ORG+
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Hosted RPKI in ARIN Online 



Hosted RPKI in ARIN Online 
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Your ROA request is automatically 
processed and the ROA is placed in 
ARIN’s repository, accompanied by its 
certificate and a manifest.  Users of the 
repository can now validate the ROA 
using RPKI validators. 
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Delegated with Up/Down 
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Delegated with Up/Down 
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Delegated with Up/Down 
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•  You have to do all the ROA creation 
•  Need to setup a CA 
•  Have a highly available repository 
•  Create a CPS 

Delegated with Up/Down 
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Updates within RPKI  
outside of ARIN 

•  The four other RIRs are in production with 
Hosted CA services 

•  ARIN and APNIC have delegated working for the 
public 

•  Major routing vendor support  
•  Public domain routing code support through 

Quagga and BIRD 
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ARIN Status 

•  Hosted CA deployed 15 Sept 2012 
•  Web Delegated CA deployed 16 Feb 2013 

(deprecated from lack of use) 
•  Delegated using “Up/Down” protocol deployed 7 

Sept 2013 
•  RESTful interface deployed 1 Feb 2014 
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RPKI Usage 

Oct 
2012 

Apr 
2013  

Oct 
2013 

Apr 
2014 

Oct 
2014 

Apr 
2015 

 Oct 
2015 

Apr 
2016 

Certified 
Orgs 47 68 108 153 187 220 250 

ROAs 19 60 106 162 239 308 338 370 

Covered 
Resources 30 82 147 258 332 430 482 528 

Up/Down 
Delegated 0 0 0 1 2 1 
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