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RPKI Introduction
— Sandra Murphy/PARSONS, Doug Montgomery/NIST

ARIN RPKI Services
— Mark Kosters / ARIN — Users' guide to ARIN RPKI services.
RPKI Implementations - Doug Montgomery,
Router Vendor Implementations
— Greg Hankins/Nokia , John Scudder/Juniper, Keyur Patel & Arjun Sreekantiah/Cisco
RPKI Test, Training, Monitoring, Management, tools.
— Matthias Wahlisch/FU Berlin, Sandy Murphy, Doug Montgomery,

Deployment Experiences Panel & Q&A
— JR Mayberry/Microsoft, Tony Tauber/Comcast, Thomas King/ DE-CIX, Henk Steenman/AMS-IX



The Need for BGP Origin Validation

* Malicious BGP route hijacks and accidental misoriginations threaten
the security and robustness of the global Internet.

— Invisible Hijacking: A case study of hijacking millions of IP address invisibly.

* https://ripe72.ripe.net/presentations/45-Invisible Hijacking.pdf
— Large Hijack Affects Reachability of High Traffic Destinations

* http://www.bgpmon.net/large-hijack-affects-reachability-of-high-traffic-destinations/
— Breaking HTTPS with BGP Hijacking

* https://www.blackhat.com/docs/us-15/materials/us-15-Gavrichenkov-Breaking-HTTPS-With-BGP-
Hijacking-wp.pdf

— BGP Hijacking for Cryptocurrency Profit

* https://www.secureworks.com/research/bgp-hijacking-for-cryptocurrency-profit

 The incidents, methods and motives continue to evolve, the systemic
problem remains the same.
— See: https://securerouting.net/incident
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BGP Origin Validation Using RPKI

e Resource Public Key Infrastructure (RPKI)

— Over the last several years the IETF, RIRs, router vendors, and researchers have

developed and implemented an approach to BGP origin validation based upon a
global resource public key infrastructure (RPKI).

— Address owners digitally sign Route Origin Authorizations (ROAs) to specify the
ASN(s) authorized to announce their prefixes.

— The approach that permits operators anywhere in the Internet to detect
unauthorized route originations and implement local polices to mitigate (e.g.,
filter) these events.
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RPKI Valldatlng

This track will examine the current state
of RPKI Origin Validation (ROV)
technologies, services, products and
operational experience.
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Two Sides of RPKI Use

Certification
* (Securing routes to your

addresses)

 Get certificates for your
address space

* Sign ROAs

* Maintain a CA repository

* Create certificates for your

customers
* If you give them addresses

* Think of this as signing the back
of your credit card
e ...o0rregistering a route object
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Two Sides of RPKI Use

Origin Validation
* (Securing routes to

others addresses)

* Retrieve ROAs from other
CA repositories

* Validate received routes
against the RPKI data

* Think of this as checking
the back of a credit card
presented to you

e or prefix filtering

RPKI Validating




RPKI Resource
Certificates

RPKI Certificate Hierarchy

* Rooted trust anchors at each
RIR

e Sub allocations represented
by CA certificates.

* ROAs signed by certificate
holders.

* RPKI Objects published in
repository.

* Hosted Model

* All RPKI operations hosted by
RIR.
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RPKI Resource Certificates

e Delegated Model

 Up /Down protocol to
register resources.

* Users operate their own
RPKI Certificate Authorities.

 Publication protocol to
publish RPKI objects

* QOperates own RPKI
repository or uses public
aggregator.

h-_-_-_--
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RPKI Origin Validation

Validation in single AS

Local RPKI validating
caches synchronize with
global repositories.
Caches do all crypto / PKI
validation operations.
Routers only receive a

digested lists of ROA data.

No crypto on the router!

RPKI Validating
ache

h o T

M
\ RPKI Valldt‘::: ’ ‘

e Y

RPKI Operationsin Single AS
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Regional RPKI Services

* For certification, the one who allocated your addresses to you is the one
that certifies that allocation

* RPKI services in other regions:

— AFRINIC:
* http://afrinic.net/en/initiatives/rpki-certification

— APNIC:

e http://www.apnic.net/services/services-apnic-provides/resource-certification

— LACNIC:
* https://rpki.lacnic.net/rpki/
— RIPE NCC:
* http://www.ripe.net/certification/

* For the North American region, that is ARIN

13 Jun 2016 Practical BGP Origin Validation Using RPKI Track - NANOG 67

12



Track Agenda

RPKI Introduction
— Sandra Murphy/PARSONS, Doug Montgomery/NIST

ARIN RPKI Services
— Mark Kosters / ARIN — Users' guide to ARIN RPKI services.
RPKI Implementations - Doug Montgomery,
Router Vendor Implementations
— Greg Hankins/Nokia , John Scudder/Juniper, Keyur Patel & Arjun Sreekantiah/Cisco
RPKI Test, Training, Monitoring, Management, tools.
— Matthias Wahlisch/FU Berlin, Sandy Murphy, Doug Montgomery,

Deployment Experiences Panel & Q&A
— JR Mayberry/Microsoft, Tony Tauber/Comcast, Thomas King/ DE-CIX, Henk Steenman/AMS-IX



RPKI Validating Caches RPKIValidating

ache

) T

e To use RPKI data for BGP origin
5 = = =l A —

validation, you will want to deploy one
or more “validating caches”. ~ o
 These tools collect and cache global \3" ’\‘
RPKI data, perform X.509 validation ,’ R Rmv’""ﬂzg
on the objects,

e ...and then provides a highly
summarized version to eBGP
speaking routers.

 The RPKI-to-RTR protocol enables
eBGP routers to download this
processed data for route filtering.

 Multiple open source validating cache
implementations are available!

= ——p -
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RPKI Implementations

RIPE RPKI Validator

https://www.ripe.net/manage-ips-and-
asns/resource-management/certification/
tools-and-resources

Validating Cache

Repository Fetch

— RSYNC

— RRDP (RPKI Repository Delta Protocol)
Service Interface

— rpki-rtr protocol
Mgmt Interfaces

— Web GUI, REST API, CLI (outdated)
Distribution

— App/ Java source
Support

— RIPE NCC

Dragon Research Labs rpki.net

https://rpki.net/

Validating Cache
Certificate Authority
Repository Fetch

— RSYNC

— RRDP
Service Interface

— rpki-rtr protocol
Mgmt Interfaces

— Web GUI, CLI
Distribution

— Binary / Python source
Support

— Open source; rpki@rpki.net

BBN Technologies RPSTIR

https://github.com/bgpsecurity/
rpstir

Validating Cache

Repository Fetch

* RSYNC

Service Interface

e rpki-rtr protocol

Mgmt Interfaces
* CL

Distribution
e (Csource

Support
* Open Source
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RPKI Validating

RPKI Router Implementations

 RPKI Origin Validation requires a router that can:
* Interface with a RPKI validating cache to
download lists of authorized origins:
e <prefix, max_length, origin_AS>, .....
 Match incoming BGP updates against the list of
authorized origins.
* Enforce local policies based upon on the results
of these matches:
e Valid, Invalid, Unknown
* Major router vendors support these capabilities in
shipping products today!
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RPKI Test, Training, Experimentation,
Monitoring, Management, etc.

 What Resources Exists to help us:
— Learn about RPKI provisioning and origin validation?

— Monitor the state of RPKI deployment and my resources in
particular?

— Manage the deployment of origin validation services?
— Experiment with implementations / software routers?



EARS Tools

* See securerouting.net

* Tools:
— Workshop-in-a-box

* See videos securerouting.net/workshop

— Emulation and Operation Monitoring

— RPKI Visualization
— RPKI Monitor
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Workshop in a Box

Announcing

192.168.0.0/16 BIRD 1 RPKI Cache

192.168.1.0/24
etc

VM totally self-contained environment — no outside dependencies
Comes with local trust anchor so you can generate certs for your own prefixes
Use for experimentation, training, testing, whatever
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select identity

Handle List

2 web users
2 resource holders.
repository clients Please select a handle.
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& RPKI : workshop x i Ll
(€)@ @ hups://127.00.1:4523/ ki o c| @& (Qsearch "EOQ I A
Most Visited ~ @ Getting Suarted [ staticgoogleuser... @ Apple Retail Store.. & Apple @ iCloud ] Facebook

@ Twiter @ Wikipedia i Yahoo! (] News - (] Popular -

workshop Create ROAs
dashboard 157.185.0.0116 24 701 Protect children
alerts @)
=3 o
seectidele 0.0  waiwokshop  x \

e

@ | https://127.0.0.1:4523 /rpki/r0a/create_multi

@ Getting started [

c|# (Qsearcn

"B 93 A

(£ News - (3 Popular ~

@ Avple @ icloud [ Facebook @ Twitter @ Wikipedia [ Yahoot

Prefix Origin AS Validation Status
c 120600116 4185 [uricnown L)
120600721 4185 cmo
C 12068022 4185 [urknown [ 3
1296120123 185 [urnown L3
c 1296140726 4185 [uricnown L)
1296150126 s [unknown L3
129.6.16.0/20 4185 [unknown L)
1206320119 4185 [unnown L3
1296640119 4185 [uricnown L)
1296960119 4185 [unknown L)
12961120024 65100 [unknown L)
12961120724 10886 [uncnown L3
167.185.00/16 701 [unnown L3
: 157,185,402 s [unknown L3
157.185.20.022 o1 [unknown L)
157.185.32.021 ) [unnown L3
157.185.56.022 ) [unnown L3
: 167.185.60.0722 3 [unnown L3
C 157.185.76.0722 546 [unknown L)
157.185.80.0722 546 [unnown L3
c 157.185.84.022 ) [unnown L3
167.185.88.0721 3 [unnown L3
C 157.185.1200/22 ™ [unknown L)

O Create ROAS

(& Most Visited - @ Getting Started  [E] static.googleuser... @ Apple Retail Store... & Apple @ iCloud 3 Facebook @ Twitter @ Wikipedia R Yahoo! (3] News = (] Popular ~ .
Confirm ROA Requests
Matched Routes
workshop Resources Unallocated Resources
dashboard “The following resources have not been allocated to a child, nor appear in a ROA. Prefix Origin AS Validation Status
routes Pva select identity Prefix MexLength s 157.185.0.0/16 701 [ vaia]
derts @ Resource Vatd until parent 157.1850016 2 01 157,185,402 s =
& web users 157.186.20.0/22 701  vatia |
" 128.6.00/16 March 15, 2016, 8:43 p.m. 1ANA Prefix Action 2 resource holders.
select denty 12950018 o 167.185.32.021 s [inesc]
— 1571850016 Varoh 16, 2016, 843 pm. A o 1 | repostory lents Cancol AR = =
2resoud®00 g wo: worshor & 2 iEzee 0022 ) =
repository © 0 0 4 sandy — ssh — 121x48
(€) © @  hups://127.0.0.1:4523 /roki/ route, C | # (Q search wa Rt o=
2 = = " Sandras-MacBook-Pro:~ sandy$ ssh -p 4522 -1 r2 127.0.0.1
export idel (i8] Most Visited ~ @ Getting Started [E] static.googleuser... @ Apple Retail Store... @ Apple @ iCloud [ Facebook @ Twitter @ Wikipedia I Yahoo! [ News ~ (] Popular ~ 12@127.0.0.1's password:
Home Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-46-generic i686)
. Documentation: https://help.ubuntu.com/
workshop  Route View )

dashboard The programs included with the Ubuntu system are free software;

routes. the exact distribution terms for each program are described in the

aets @ This view shows currenty avertsed routes or the prefxe Iste i resource crt receved fom RPKI parents.

individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Last login: Mon Nov 16 ©5:27:24 2015 from 10.0.2.2
Trying 10.0.3.14...

Connected to r2.

Escape character is '~]'.

—

Hello, this is QuaggaSRx (version 0.4.1.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

User Access Verification

Password:

r2> show ip bgp

BGP table version is @, local router ID is 10.0.3.14

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, R Removed

Validation: v - valid, n - notfound, i - invalid, ? - undefined

SRx Status: I - route ignored, D - SRx evaluation deactivated

SRxVal Format: validation result (origin validation, path validation)

Origin codes: i - IGP, e - EGP, ? - incomplete

Ident SRxVal SRxLP Status Network

Next Hop Metric LocPrf Weight Path
* 94178AEC n(n,-) 192.168.0.0/16  10.0.3.11 @ 65533 i
*> 43F50AB4 n(n,-) 10.0.3.10 0 65534 i
* 2FCF28F4 n(n,-) 192.168.0.0 10.0.3. 0 65533 i
*> F82DABAC n(n,-) 10.0.3.10 0 65534 i
*  9634F31C v(v,-) 192.168.1.0 10.0.3.1 0 65533 i
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EOM (Emulation and Operation
Monitoring)

= -
UTrigger script: EOM Rpki-rtr:

pull in full routes pull in valid origins

Output route validation
states & why (certs)

Check local incoming routes against RPKI data

Intended use:

 What RPKI would say about your current feeds - without
deploying RPKI

 Monitor routing table RPKI state during deployment



EOM (Emulation and Operation
Monitoring) - GUI

@ @ Ot quegpavm imaidias
EOM latest reports
TS:2016-04-04 23:12:04
Device:quagga.vm Invalid:480
ROA Network NextHop M L W Origin Path Constraints
AS:6128
. ) . Prefix:24.38.0.0
EOM AC'tlve DeV|ce LISt 4 24380... 12.0.1.63 0 0 0 6128 7018 = 2828... Range:[17-25]
Router List
. AS:6128
Device Last Update RIB Count N
X 24381.. 120163 0 0 0 22.. 7018=3561...  Prefix24.38.0.0
quagga.vm 2016-04-04 22:27:12 68544 Range:[17-25]
RPKI Router Server List
AS:6128
Device Last Update ROA Count X 24384.. 120163 0 0 0 5116 7018=2828..  Prefix:24.38.0.0
Range:[17-25]
rpki-validator.realmv6.org:8282 2016-04-04 23:12:04 21889
AS:6128
X 24386.. 120163 0 0 0 26.. 7018=2828..  Prefix:24.38.0.0

Range:[17-25]
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EOM (Emulation and Operation
Monitoring) - CLI

Router: 172.16.0.6
Network Next Hop Metric LocPrf  Weight Path

V:*10.1.1.0/24 172.16.0.5 O O O 6500565004 i
65004:10.1.1.0/[24-24]

V:*> 10.1.1.0/24 172.16.0.4 O O O 65004 i
65004:10.1.1.0/[24-24]

|:*>10.1.1.0/25 172.16.0.5 O O O 6500565004 65004 65004 65004 i

65004:10.1.1.0/[24-24]
| :*>10.1.1.128/25 172.16.0.5 O O O 6500565004 65004 65004 65004 i

65004:10.1.1.0/[24-24]



Monitor: RPKI Visualization

F & 127.0.0.1:8000/cach x Michael
¢ ) @ D) 127.0.0.1:8000/cacheview/graph/147.28.0.0/16 QY C 2 © 4 5 =
.
RPKIviz
| Search |

Validated May 17, 2016, 10:46 p.m. UTC

ca0.rpki.net rpki.arin.net rpki.ripe.net localcert.ripe.net

[URI: rsync://ca.rg.net/rpki/RGnet/UKs04011SwhjomoLeeZfEVhj5Rk.roa
SKI: 50AB34E342354B0863A26A0B79E65F115863E519

AKI: B45BE20598786DFF4020A6B2947D5333A0A04A2B

Serial: 5

Not Before: May 17, 2016, 1:20 p.m.

INot After: July 1, 2017, midnight

AS: 3130
Prefix: 147.28.0.0/16

Status
Object accepted
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Monitor: RPKI Visualization

4 € | [ 127.0.0.1:8000/cacheview/browse/epoch/4/cert/28
i Apps W@ Jonathan Cleme @ TheSad Stateoi &5 IPv6and OSPFv

RPKlviz

| Search

Validated May 16, 2016, 7:10 p.m. UTC

wC 294l

¢ Factorylmages i &5 Whatis afunctic [T] UCLA Urgent Cz Action Online-\ | isi.deterlab.net- . Overview — Py

»

ca0.rpki.net

CEDS

roa-5277 roa-5278

roa-5272 roa-5275

gbr-2

roa-5271

(URTI: rsync://ca0.rpki.net/rpki/altCA/rgnet/s2Igf9Flev110LxIpCwcA7vge3k.roa
ISKI: B362207FD1487AFD75A0BC48A42C1C03BBEA7B79

IAKI: BA3FF40D9CB86FB5D027319B6FA1AACD76397AB6

Serial: 45925

INot Before: April 15, 2016, 3:54 p.m.

[Not After: April 12, 2017, 6:09 p.m.

IAS: 3927
[Prefix: 198.180.150.0/24

Status

RFC 3779 resource not subset of parent's resources
(Certificate failed validation

Object rejected

Errors
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Monitor: RPKI Visualization
192.169.0.0/23 History

2016-05-10 23:59:38 to 2016-05-11 19:21:06

When Status ROAs Certs

2016-05-10 23:59:38 covered AS3970 BA3FFE... 621A0... A6B69...

2016-05-11 01:15:54  covered  AS3970 BA3FF... 621A0... A6B69...

2016-05-11 04:43:39 covered AS3970 BA3FFE... 621A0... A6B69...

2016-05-11 13:54:45  covered  AS3970 BA3FFE... 621A0... A6B69...

2016-05-11 14:21:03 covered AS3970 BA3FFE... 621A0... A6B69...

2016-05-11 15:21:24  covered  AS3970 BA3FFE... 621A0... A6B69...

2016-05-11 16:21:21 covered AS3970 BA3FFE... 621A0... A6B69...

2016-05-1117:44:13  covered  AS3970 BA3FF... 13D4F... 621A0... A6B69...

2016-05-11 18:22:29 covered AS3970 BA3FFE... 13D4F... 621A0... A6B69...

2016-05-11 18:30:42  covered  AS3970 BA3FFE... 13D4F... 621A0... A6B69...

2016-05-11 19:21:06 covered AS3970 BA3FFE... 13D4F... 621A0... A6B69...

History
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Monitor: RPKI Visualization

Michael
€ 9 @ [ 127.0.0.1:8000/graph/147.28.0.0/1 -

Search |

Validated 2016-06-01 16:41:48 UTC

rpki.arin.net localcert.ripe.net rpki.ripe.net ca0.rpki.net

Warnings

o] [

[URI: rsync://localcert.ripe.net/repository/ARIN/z-P1LDkk4VCC5gayNA17GkCisdM.mft

lIssuer: /commonName=cfe3f52c3924e15082e606b2340d7b1a40a2b1d3
Subject: /commonName=adb4a3910cee6bc15d9e1c8df20e3b16aac8f6cd
IAKI: CFE3F52C3924E15082E606B2340D7B1A40A2B1D3

ISKI: ADB4A3910CEE6BC15D9E1C8DF20E3B16AAC8F6CD

Serial: 312462643

INot Before: 2016-06-01 10:35:53

INot After: 2016-06-08 10:40:53

thisUpdate: 2016-06-01 10:40:53
nextUpdate: 2016-06-02 10:40:53
imanifestNumber: 856

[File Hash Algorithm: 2.16.840.1.101.3.4.2.1

Status
Object accepted

Filename Hash
BmcfKPv7cTiXTQAfOFyTOr6vEnL.cer  4585b1a9a7898c3b5dasf1e0beb88c8cf972¢f877bf4d3500fc6c5830d97e68f
OMSsJ1MFs0bKupi9QEv1GVQZd_Cg.cer d21d7b553f1ad081be25a2b3a93e74a3b09214cb573cdab6c3e0ab341bf9as21
QOmhaoNsCIKSA4DrjpsRzjhTLvA.cer 578724{6369a9e5c70b2138314d18de6cd5080dd9826e7c711a9e69f2c44e73c
S5P_i37gvDVh9qBiB00POXKkFhp0.cer ~ 45d857ce09e8eb55b09da53435b705ae80973f8d517cfd8630cd063211a67c43
gLgYkgOP-Q_WVKHgel_DnB7cuSc.cer 4c3eb0142e9e92029f57f4649bd790547473a28c317c265bf17806eebf762ac0
ggRF6WIONMPjABu3TqJC2SNv2fA.cer 6dca646816d4ad3260996bca9e990291b71a8692c534df2a5330448232b1ef15
z-P1LDkk4VCC5gayNA17GkCisdM.crl - 88e9e18bf1a50646b5d1ced63161fcBedebecc6dB88d2a985f83a97d33de13565
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NIST Tools to Foster RPKI Deployment

* NIST RPKI Monitor
— http://rpki-monitor.antd.nist.gov/
— Monitoring /measurement service characterizing the state of the global RPKI and its implications
for global BGP routing.
— Snap shot and historical tracking. Global, per-RIR, per-AS analyses and comparisons.

 BGP Secure Routing Extension (BGP-SRx)

— https://www-x.antd.nist.gov/bgpsrx/

— Open source reference implementation for RPKI origin (and path) validation in a router.

— Platform for architectural experimentation — on board / off board processing of BGP security
extensions.

 BGP RPKI Interoperability Tester and Evaluation (BRITE)

— https://brite.antd.nist.gov/statics/about
— Web based interoperability test system with full ROV test scenarios, diagnostics, etc.




NIST RPKI Monitor

* Continuous Monitoring Service

— Status of global RPKI
* Size / shape of RPKI

— Comparison to global routing
* ROV vs BGP collector data

— Multiple views
* Snapshots & historical data
* Global / regional statistics and comparisons
* Tracking of top adopters
* Query AS specific data

* Coming soon ...
— ROV anomaly detection
— RPKI dynamics
— Cache interoperability testing

Information Technology Laboratory NIST

National Institute of

Advanced Network Technologies Division - Hartard ik

(c.." 8 ARIN RIPE APNIC LACNIC AfiNIC News/Notes

Global Prefix/Origin Validation using RPKI "—"I
Global Analysis
Validation Results of Unique IPvé Prefix/Origin Pairs using Global RPKI
Global: Validation Snapshot of Uniqua PIO pairs RPKI Repository Analysis

8[con‘oa'ei o

The graph above represents the daily snapshot of validation results for unique

Prefix/Origin pairs. ok
The Prefix/Ongin pairs are extracted from BGP table dumps from the o
RouteViews Oregon Collector. The table dumps are collected 3 times per day, Monilor Purpmes and Uss
every 8 hours. The union of all unique Prefix/Origin pairs coserved in a given S ponty.
day is validated against the global RPKI using the algorithm described in
[RFC 6811).
News
As described in RFC 6811, Prefix/Origin validation results in one of three
cutcomes: 'not found", 'valid', and “invalid”. The validation result ‘not found' is New Graphs for Top 25
also known as ‘unknown’ [RFC 6483, Address  Block  Holders
Covered by ROAs
The grapn below depicts the history of daly validation results for unique July 01, 2015

Prefix/Origin pairs.
Added new graphs to display
Global: Valdation History of Unigue PO pairs. the top 25 address block

ran G @ holders with the most address
space covered by RPKI ROAs.

New Interactive Query for
RPKUBGP statistics
Sept 02, 2014

|
|

Added the ability to interactively
query for validation results /
RPKI data analysis relevant to
,_; specified AS or set of ASes.
ol . . o This capability is available in
PebRpieaitilageacint the "Global Menu' under the

uuuuuuuuuuuuuuuuuuuu
section “Global  Analysis".

Vg Prot G P
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Analysis of Underlying Details

* Error analysis * Analysis of global structure and scale.

Global: Detailed Validation Results for 'Invalid'
3,734 Unique IPv4 Prefix/Qrigin Pairs

@invalid:AS B invalid:ML M invalid:AS-ML @ invalid:AS-SET

(1,829) (1,812) (91) )
invalid:AS-SET 0.05%
invalid:AS-ML 2.44%

invalid:AS 48.98%

invalid:ML 48.53%

NIST RPKI Monitar 2016-05-30
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Tracking Early Adopters

* Those off to a good start

ARIN: 25 Autonomous Systems
with the most Prefixes VALID by RPKI

0 Valid O Not-found B Invalid

OrgName

[ LVLT-3549 - Level 3 Communications

r IFX18747 - IFX Corporation

[ T-MOBILE-A521928 - T-Mobile USA

r CABLE-NET-1 - Cablevision Systems Co
 FACEBOOK - Facebook

F VALVE-CORPORATION - Valve Corporat
r PEARSON-NA - NCS Pearson Inc.

F TRANSTELCO-INC - Transtelco Inc

F MDNX - MDNX Internet Limited

rBF - BP America

F CVILLEHOSTING - Blue Ridge Websoft

[ PAYPAL - PayPal

I QUERY-FOUNDRY - Query Foundry
 NODESDIRECT - Nodes Direct

r DP-IS - Digital Passage

r CROCKERCOM - CROCKER COMMUNI
r SOFTLAYER - SoftLayer Technologies Inc.
F MERIT-A5-14 - Merit Network Inc.

F UNWIRED - Unwired

F VMWARE - Vhware

r QUANTCAST - Quantcast Corporation
rDC74-AS - DC74 LLC

[ GBLIT-ASNT - GLOBAL IT

r GOSSAMERTHREADS - Gossamer Threac
r UNUMGROUP-AS - Unum Group

345] 1,146
854|556
172164257
16841 J13
3saaz 10
20888419
0 200 400 600 300 1,000 1,200

Prefix Count

NIST RPKI Monitor: 2016-05-26
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1,400

e Those that are not .....

ARIN: 25 Autonomous Systems
with the most Prefixes INVALID by RPKI

B Invalid O Not-found @ Valid

OrgName
F'WZCOM-US - WZ Communications Inc.
B4 iag) 1,146 F LWLT-3549 ~ Level 3 Communications
FTZULO - taulo
354'886  SOFTLAYER - SoftLayer Technologies Inc.

F TAMIU-ASN - Texas A&M International Ui
r MONTICELLO - Monticello Metworks

F CABLEVISION-CORP - Cablevision Syst
[ ATLANTIC-NET-1 - Atlantic.net

F MERIT-45-14 - Merit Network Inc.

I CASCADEDIVIDE - Cascade Divide Colo
r HOSTHATCH-ASN - HostHatch

F 5SASN2 - SECURED SERVERS LLC
 STELLANET - Third Gear Networks
423]|428 F 45-CHOOPA - Choopa
107531 185] 190 I LVLT-10753 - Level 3 Communications
2693517 r COMPUSOURCE - CompuSOURCE Com
3356 1,427 1,433 I LEVEL3 - Level 3 Communications
17216 442])57 I DC74-A5 - DC74 LLC
36024 4 60JI64 [ COLO4-CO - Colod
32034 4 5863 I NEWCOM-INTL - NewCom International
15003 1 m&% r NOBIS-TECH - Nobis Technology Group
2182144 I Reserved AS-
62952 44 r EVACOMM - EVACOMM CORPORATION
394094 )10 [ INTELLECTICA-US - Intellectica Systems
19618419  GLOBEOP-2000 - GlobeOp Financial Sery
0 200 400 500 800 1,000 1,200 1,400 1,600

Prefix Count

NIST RPKI Monitor: 2016-05-26
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Regional Comparisons

ARIN: Validation Snapshot of Address Space (/24s) in Unique P/O Pairs

B Valid O Not-found B Invalid
(153,334) (5,947,790) @A443)
Invalid Valid
©0.07%) (2.51%)
Not-found - —

97.42%)

RIPE: Validation Snapshot of Address Space (/24s) in Unique P/O Pairs
B Valid O Not-found B Invalid
(742,167) (2,543,774) (6,853)

Invalid
0.21%)

Not-found
(77.25%)

Valid
(22.54%)

NIST RPKI Monitor: 201605-26 1 NIST RPKI Monitor: 201605-26 1
(R} (A1)
APNIC: Validation Snapshot of Address Space (/24s) in Unique P/O Pairs LACNIC: Validation Snapshot of Address Space (/24s) in Unique P/O Pairs
B Valid O Not-found B Invalid B Valid O Not-found B Invalid
(49,578) (4.263,820) (3,162) (119,403) (865,366) (5.458)
Invalid Valid Invalid
Valid
0.07%) (1.15%) 0.55%) (12.06%)
Not-found N:;';‘;“;‘d
(98.78%) (87.39%)
NIST RPKI Monitor: 201605-26 1 NIST RPKI Monitor: 201605-26 1
(R} (R4
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BGP-Secure Routing eXtension (BGP-SRx)

* Open Source Reference Implementation

— Software router with extensions for: RPKI/RTR protocol, maintenance ROA distilled data, ROV and RPKI-

aware BGP route policies.

— Designed to support experimentation with different architectural configurations of SRx and RPKI

components and different trade-offs performance and router impact.
— Also supports bgpsec (i.e, RPKI path validation).

[ RPKI Validating Cache ] [ RPKI Validating Cache ]
* BGP-SRx Status
— SRx Server BGP Router [ BGP Router ]
— SRx API

— Quagga SRx (integrates SRx APl into Quagga router)
— src & yum repository: https://www-x.antd.nist.gov/bgpsrx/

13 Jun 2016 Practical BGP Origin Validation Using RPKI Track - NANOG 67
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BGP-SRx System Architecture

T T
v v
RPKI RPKI
Validation Validation
One BGP-SR Cache Cache One
ne X BGP-SRx
supporting multiple
routers

AS 1

| per router
\ ~—
AN
‘ X/ \
I
<
BGP
SRx BGP BGP
SRx SRx

— I RPKI/RTR Prot.
\ SRx Router Prot.

I BGP Protocol
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Quagga SRx Integration

unmodified
N Validation Cache Key Cache for Path Signing
Modules
Slightly
modified
[<id>,<method>,<origin>, <prefix>+, <data1>*]
[<BGP>]
> —> POIle . : V = : : E_ e e
[<BGP>T(
<> ()4 R oy ‘e{g : Local RIB
' M& RiBout 4 s
[<id>,<signature>7*]
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Quagga SRx Policy Set

Activation of BGP-SRx Evaluation

— no srx evaluation
— srx evaluation (origin_only|bgpsec)

lgnore Policies
— [no] srx policy ignore-notfound
— [no] srx policy ignore-invalid
— [no] srx policy ignore-undefined
Local Preference Policies
— [no] srx policy local-preference valid <int> (add | subtract)
— [no] srx policy local-preference notfound <int> (add|subtract)
— [no] srx policy local-preference invalid <int> (add | subtract)
Prefer Policies
— [no] srx prefer-valid



BRITE Overview

« BGPSEC / RPKI Interoperability Test & Evaluation

— Distributed test and evaluation framework for:

* ROV implementation testing. https://brite.antd.nist.gov/
« Configuration and deployment testing.

— XML based test scripts
« Library of canned tests. P
» Exercise ROV scenarios Cache
* ... Or write you own. 1

— Test Scenarios @

» Live RPKI/RTR protocol
* Live BGP sessions

IuT WEB Interface

. . _ ROV-eabled .

« Diagnostics, log files, BGP Router -

traﬁlc traceS. _—szz::TR Protocol ﬁ /
mmm— BGP Protocol Reports / Logs / Traces
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e Test Selection

BRITE Usage

°-

eo«

e U pee gy Gokeeta D Tee e
\"\ B 4 LORLI AR PR T
Con gl ¥ Moer DB e e -2 ket L Yo - s - B
) WAITE e ¥
-
BRITE Area
Tewrane
—omc— LUisting tostcases
e / Tow ase Narwe © “:‘ From te e Cenrigan l
ey
Thin test shown 1o 1est 90 RPWI CAHE and  Run i
Logowt Simple BGP Tewr 1t bgpeenple  sapes  bgpeimple_testamd oK et i -
My S TEST et wpes oy testaml Ok [olestshes e oot o REXI CACE and =u|
Shmphe YR Test it oniust [T ol swat ol o {:ﬂw--ww‘:i:uc»(n :u-
Tom3 T dewa)  eapet demaretation teelumd O This lest i R denarstoon pupores ="
:"\ °""'"_, RO dewat Wapes  demareiation Sl amd OK  This lest is for dewassdetion puposes :“
DONICRMNN  jdenal v demesstiaton wathamd OK  Th lest i e demanrionion pones -
',’::r""“' ) ot Owmersbiotion e sl OK  Thei il 1 by Semorshiuon puones :"‘
Lt WGaT  dagt Gemeriaton Sear umd OK T 1ot 4 R Smashuon puroses e
Toms [ T PSP S S ST P———— .
Shmple BGF Tew Thas test sfown 1o bent S RIND CACHE and
\ 2 n ool woe  bopemple mcamt 0K o
La:ﬂ“w
ST GRTE - 2041
" wey § @

Tests available

to the user.
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Select a test to be started

* Test Execution

B 0 g e Beieets e Ten e

: /Test Progress

Test Timeline

Ov
) Y B AR I e e——— o ;
Cam e ¥ Moo i MG DT e | sien L) S U S - o e - N L
LU
BRITE Area
lesh
— Showing testrun of Simple BGP Test 2
T ey Saan STATE_RLNNMG (1)
Uses Date cremsed 2001005 1544 25 470
Logou Tewcare Shple BCF Tem 2
mtnace 0 PEADVINE
Commands  concel
0008131 50 00 00 Funvang teat Semgte BCF Fout 2 B Biec ot i O Bgmite 0T
Evalustion Tree 0008191 200000 Com eded mmvmmn—nmwﬂ‘”
000491 3 5000 am et Furtra o sl ga peks 250 D gnal gafT Cm <hop nwewiisn: (A boeddT sepan
§ nodes D004 50 0000 GOB DIENE Fartne (M GON pIRD =50l ) (LM (AT ©8 008 TUeTItIe- (IR 2oe-t i T wun
W00E11 309000 I westel Tendr -" 1318 3020 sbhinte seprne (
W Gootbet gt W01 309000 Ik rested Tenor 13183020 sbinte sepmee (
- mavnnnnnmmhﬂ-—-’—n—-m"wam“mt
Goas 0008991 309000 108 Sested Mepst_siegte e
- on_simple 20004491 509000 ok sesed SeRaimge ) om
° P 20004991 5090 00 Jot sesed 080 =g 2 oo
ool got 20004991 56 00 00 108 Tesed g 2 gae
ODL11 309000 Jh skt SN o
N Gasl got ¥ 20004401 5090 00 [T mwwmhun«uvmw €07 314 3
P83 mgol_% Goul gufl Celstin
3 \ Bl FUndsta st b it e s -Ante 13003030 e .
P T LT ——
3 nh PN FATmeGoE JIM A0 =30 1 §Od (AIT S rOEE CUNWTEITNN - 230 25 e-CP D, waae-g
" Aarge ide o Nasdere o gosl gebd g T 'dg-z CemeCige \Taseiide wa AT
L
3 s ool wea @ &

S Fvents:

M=Multiple
A =Activation
B =BGP
W=Whitelist

Experiment Log

/

Goal Tree

Wait to
be activated

Currently
processing
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Track Agenda

RPKI Introduction
— Sandra Murphy/PARSONS, Doug Montgomery/NIST

ARIN RPKI Services
— Mark Kosters / ARIN — Users' guide to ARIN RPKI services.
RPKI Implementations - Doug Montgomery,
Router Vendor Implementations
— Greg Hankins/Nokia , John Scudder/Juniper, Keyur Patel & Arjun Sreekantiah/Cisco
RPKI Test, Training, Monitoring, Management, tools.
— Matthias Wahlisch/FU Berlin, Sandy Murphy, Doug Montgomery,

Deployment Experiences Panel & Q&A
— JR Mayberry/Microsoft, Tony Tauber/Comcast, Thomas King/ DE-CIX, Henk Steenman/AMS-IX
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Backup Slides
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Tools Summary / Index

Partial Listing ....
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Monitoring: RPKI / Origin Validation

* LACNIC * NIST

—  http://www.labs.lacnic.net/rpkitools/looking glass/ —  http://rpki-monitor.antd.nist.gov/

Information Technology Laboratory NIST
Advanced Network Technologies Division St ond oshmlogy
clabs g oo IR

Global Prefix/Origin Validation using RPKI -

Search form:

Global Analysis
Validation Results of Unique IPv4 Prefix/Origin Pairs using Global RPKI
Query current 1 Datase Global: Validation Snapshot of Unique P/O pairs IRPKI Repository Analysie.
: S
e

Select your query type: (Freix CIOR arery o ard v67 7))
Retine your search scope: ([ ihomier———4)

Time trame: (it 244

Origin Validation Looking Glass

© (compare)

Tne Prerign s ar extractd from BGP tabe cumps for i RoutaViews Oregan Colectar, The tale cumas
e 3 tmes e cay, very & hours. Tha unicn of sl uniue PrekOrgn pars cosenved n 3 oven cay &
+the il REA using th aigrt

Route counts for the last 24 hours

Current INVALID route count for all repositories: 4087

Now Graphs for Top 25 Addross Block
Holders Coverod by ROAs

Addes new graphs 1o asplay e wp 26
acress ook natters win e most sceress
soace coveres by RPKI ROAS.

: Now Interactive Query for RPKI/BGP
Application Version: 3.1.4 -- Last Updated 20120530 statistics
Sept02. 2014

lacruckbs Laba

Aaded e abiy o imeracivey auery for
vasdason resus | R data anaysi rlevant
10 specties AS or set of ASes. Tns capablty s
avaiatie i the Giabal enu uncer e secton
“Global Croose “Query Spectic
ASes

Now "Top RPKI Adopter” Graphs.

. . var2e, 20
Y - T T
The oraph below shows tn vaidason resuts of unique IPva PreficOrign pars in terms of address space in 124 e (UG

valonts (nsiaas of e ormber ofpas 2 shown above)
b ) adrass space (24 ecuivalens) they amnounce

insce.

—  https://www.hactrn.net/opaque/rcynic/

rpki.apnic.net last week

B 40k 4.0k —
H ®
g k | -
v 3.0 | X 3
& L el umpﬁ i msm e o= oo B i _"Mﬁr'_‘ﬁrL\ po o e el 2 fl o 0o g
T 20k|d = L = LT Tr W 8] L b o 8] 2.0k
£ £
2 10k 10k ®
u iy
S 00 - b 0ok °
o Tue 00: 00 Tue 12:00 Wed 00: 00 Wed 12:00 Thu 00: 00 Thu 12:00 Fri 00:00 Fri 12:00 Sat 00:00 Sat 12:00 Sun 00: 00 Sun 12: 00 Mon 00: 00 Mon 12: 00

0O sync time (success) O sync time (partial failure) @ sync time (total failure) M Objects

Average sync time (seconds): 2439.93 Average connection count: 661.27 Average object count: 2378.10
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Monitoring: RPKI / Origin Validation

* RIPE

—  http://certification-stats.ripe.net

This graph shows the total number of valid Route Origin Authorisation (ROA) objects created by the holders of a certificate

4000

2011 2012 2012 2013 2013 2014 2014 2015 2015 2016
07-01 0101 0701 0101  07-01  01-01  07-01 0101 07-01 01-01

* SURFnet

* Realmv6.org

—  http://rpki-browser.realmveé.or

Validation PASSED
Status:

Validity Period: 2015-05-25T07:29:40.000Z - 2020-05-23T07:29:40.000Z

- http://rpki.surfn n .

Percent valid routes per RIR RPKI Dashboard

To determine an IPva-profix we Inspe
‘appropriate RIR and match each RIR to & group of countries.

Errors: None

Warnings: None

Subject: CN=AfriNIC-Root-Certificate

SKI: EB680F38F5D6C71BB4B106B8BD06585012DA31B6

Issuer: CN=AfriNIC-Root-Certificate

AKI: None

SerialNr: 15.523.921.862.008.508.840

Filename: AfriNIC.cer

Location: i.afrinic. itory/AfriNIC.cer

EE: false

CA: true

TA: true

Public Key: Sun RSA public key, 2048 bits

modulus: 19823878319426627 1504401868

92537170164097293108396 10930257 084721377
440851799 17311546374987367' 81432459970714234162
633814886372421503167. 694666 14698
670214381460385370156498141046934757 453 1 166
5848580469959157448162763477782909518195238110575756390555816459
3816549312 10888371775185391

4944241947919573805298140068447073456563736821453726575120593110
2765951165866855478974819060877618163707806710983406600940199578
2037372356249211838508514872786104379149461973571921

public exponent: 65537

f

ASCII download

Resources I

AS1228-AS1232
AS2018
AS2561
AS2905
AS3067-AS3068
AS3208
AS3741
AS4178
AS4571
AS5536
AS5713
AS5734
AS6083
AS6089
AS6127
AS6149
AS6180
AS6187
AS6351
AS6529
AS6560

i

BERBEAEABAE}S
7
H
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Monitoring: RPKI / Origin Validation

* RPKIViz

13 Jun 2016

https://securerouting.net/tools/RPKIViz

(3

3 127.00.1:8000/cach x

127001

RPKIlviz

Search

Validated May 17, 2016, 10:46 p.m. UTC

/RI: 1sync://ca.1g.nevpk/RGnev UKS040l 1SwhjomoLeeZ{EVhjSR.roa
[SKI: S0AB34E342354B0863A26A0B79E65F115863E519
|AKI: B4SBE20598786DFF4020A6B2947D5333A0A04A2B
Serial: 5

ot Before: May 17, 2016, 1:20 p.m.

INot After: July 1, 2017, midnight

S: 3130
[Prefix: 147.28.0.0/16

[Status
(Object accepted

EOM

— https://securerouting.net/tools/eom

192.169.0.0/23 History

2016-05-10 23:59:38 to 2016-05-11 19:21:06

When Status ROAs

2016-05-10 23:59:38  covered AS3970

2016-05-11 01:15:54  covered AS3970

2016-05-11 04:43:39  covered AS3970

2016-05-11 13:54:45  covered

2016-05-11 14:21:03  covered

2016-05-11 15:21:24  covered AS3970

2016-05-11 16:21:21  covered

2016-05-11 17:44:13  covered

2016-05-11 18:22:29  covered

2016-05-11 18:30:42  covered

2016-05-1119:21:06 ~ covered AS3970
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Experimentation: Software Routers

e RTR-Lib
— C-library for origin validation BIRD and Quagga.

— http://rpki.realmv6.org/ BIRD

* BGP-SrX

— Server based origin validation engine. Off loads state/processing for
origin / path validation. Quagga integration.

—  http://www-x.antd.nist.eov/bgpsrx/
 GOBGP

— Go BGP implementation with RPKI Origin Validation Cpen Source Rotting
— https://github.com/osrg/gobgp

—60

0
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Test & Training: Tools / Services

* Workshop-in-a-box

— https://securerouting.net/workshop

* BRITE
— https://brite.antd.nist.gov/

* EOM

— https://securerouting.net/tools/eom
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