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It’s	
  All	
  About	
  Opera?ons	
  

•  Precedent	
  is	
  well	
  established	
  	
  

	
  
•  Network	
  monitoring	
  has	
  work	
  to	
  do.	
  

“Today,	
  our	
  ?me	
  series	
  metric	
  inges?on	
  service	
  handles	
  
more	
  than	
  2.8	
  billion	
  write	
  requests	
  per	
  minute,	
  stores	
  
4.5	
  petabytes	
  of	
  ?me	
  series	
  data,	
  and	
  handles	
  25,000	
  
query	
  requests	
  per	
  minute.”	
  

hOps://blog.twiOer.com/2016/observability-­‐at-­‐twiOer-­‐technical-­‐overview-­‐part-­‐i	
  



Where	
  We	
  Started	
  (Late	
  2014)	
  
•  Maximize	
  performance	
  
– Enable	
  “push”	
  
– Leverage	
  system’s	
  natural	
  order	
  

•  Normalize	
  to	
  exis?ng	
  toolchains	
  
– Flexible	
  format	
  	
  
– Flexible	
  transport	
  	
  

•  Learn	
  Through	
  Experimenta?on	
  
– Fail	
  and	
  evolve	
   Where	
  We	
  Are	
  (2016)	
  

•  First	
  Produc?on	
  Deployment	
  
•  Telemetry	
  authorita?ve	
  over	
  SNMP	
  (30	
  sec)	
  
•  Extending	
  coverage/performance/models	
  

Free	
  the	
  Data	
  



Lesson	
  1:	
  Telemetry	
  Means	
  Different	
  
Things	
  to	
  Different	
  People	
  

System	
  /	
  
Control	
  plane	
  

Hardware	
  /	
  
Data	
  plane	
  

On-­‐Change	
   <=	
  1	
  sec	
   ~10s	
  sec	
   ~minutes-­‐hours	
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  =	
  Frequency	
  of	
  Data	
  Collec6on	
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Push	
  

Microburst	
  Detec?on	
   Traffic	
  Engineering	
  

Capacity	
  Planning	
  
Troubleshoo?ng	
  



Lesson	
  2:	
  It’s	
  Not	
  Hard	
  to	
  Beat	
  SNMP	
  

•  10	
  second	
  poll	
  /	
  push	
  
•  3	
  pollers	
  /	
  telemetry	
  receivers	
  
•  30	
  minute	
  measurement	
  intervals	
  

•  288	
  100Gig	
  E	
  Interfaces	
  (Line	
  Rate)	
  
•  SNMP:	
  IF-­‐MIB	
  (query	
  by	
  row)	
  



Head	
  to	
  Head	
  on	
  the	
  Wire	
  
SNMP	
  GetBulk	
  IF-­‐MIB	
  

~20	
  stats/interface	
   ~36	
  	
  stats/interface	
  

Telemetry	
  LatestCounters	
  (Compact	
  GPB)	
  



Lesson	
  2	
  (cont):	
  How	
  To	
  Beat	
  SNMP	
  

•  Push	
  Don’t	
  Pull	
  
– Avoid	
  Request/Response	
  Hits	
  to	
  CPU	
  
–  Scrape	
  the	
  Hardware	
  Once	
  
–  Internal	
  IPC	
  Once	
  
– Many	
  Receivers:	
  Just	
  Copy	
  The	
  Packet	
  

•  Loosen	
  Restric?ons	
  on	
  Index	
  &	
  Export	
  
– Get-­‐Next	
  Seman?cs	
  are	
  Expensive	
  
–  Retrieve	
  the	
  Data	
  In	
  A	
  Way	
  that	
  is	
  Natural	
  to	
  the	
  
System	
  

–  Even	
  Pull	
  Benefits	
  From	
  This	
  



Lesson	
  3:	
  You	
  Don’t	
  Know	
  What	
  You	
  
Love	
  Un?l	
  It’s	
  Gone	
  

•  Well-­‐Known	
  Name:	
  
OID:	
  1.3.6.1.2.1.2.2.1.10.4	
  
MIB:	
  	
  IF-­‐MIB	
  
Object:	
  ifInOctets	
  

•  Not-­‐So-­‐Well-­‐Known	
  Name:	
  
"RootOper.InfraSta?s?cs.Interface({'InterfaceName'
:	
  'GigabitEthernet0/0/0/0'}).GenericCounters",	
  

	
  {'BytesReceived':	
  443140326}	
  

In	
  reality,	
  not	
  
enough	
  of	
  these	
  



Lesson	
  4:	
  Data	
  Models	
  are	
  Good	
  for	
  
Telemetry	
  

•  Follow	
  the	
  industry	
  standard:	
  YANG	
  

module:	
  Cisco-­‐IOS-­‐XR-­‐infra-­‐statsd-­‐oper	
  
	
  	
  	
  +-­‐-­‐ro	
  infra-­‐sta?s?cs	
  
	
  	
  	
  	
  	
  	
  +-­‐-­‐ro	
  interfaces	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  +-­‐-­‐ro	
  interface*	
  [interface-­‐name]	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  +-­‐-­‐ro	
  latest	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  +-­‐-­‐ro	
  generic-­‐counters	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  	
  	
  	
  +-­‐-­‐ro	
  packets-­‐received? 	
  uint64	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  	
  	
  	
  +-­‐-­‐ro	
  bytes-­‐received? 	
  uint64	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  	
  	
  	
  +-­‐-­‐ro	
  packets-­‐sent? 	
  uint64	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  	
  	
  	
  +-­‐-­‐ro	
  bytes-­‐sent? 	
  uint64	
  
	
  	
  	
  	
  	
  	
  	
  	
  <snip>	
  

module:	
  openconfig-­‐interfaces	
  
	
  	
  	
  +-­‐-­‐rw	
  interfaces	
  
	
  	
  	
  	
  	
  	
  +-­‐-­‐rw	
  interface*	
  [name]	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  +-­‐-­‐ro	
  counters	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  	
  	
  	
  +-­‐-­‐ro	
  in-­‐octets? 	
  yang:counter64	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  	
  	
  	
  +-­‐-­‐ro	
  in-­‐unicast-­‐pkts? 	
  yang:counter64	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  	
  	
  	
  +-­‐-­‐ro	
  in-­‐broadcast-­‐pkts? 	
  yang:counter64	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  	
  	
  	
  +-­‐-­‐ro	
  in-­‐mul?cast-­‐pkts? 	
  yang:counter64	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  |	
  	
  	
  	
  	
  +-­‐-­‐ro	
  in-­‐discards? 	
  yang:counter64	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  <snip>	
  
	
  

Benefits	
  of	
  YANG:	
  Order	
  by	
  system,	
  pull	
  containers,	
  readable,	
  extensible,	
  hierarchical,	
  
reusable,	
  versioning,	
  modularity,	
  etc	
  

Vendor-­‐Specific	
   Vendor-­‐Neutral	
  



Lesson	
  5:	
  Some	
  Models	
  Are	
  Harder	
  
Than	
  Others	
  

•  Less	
  “Impedance	
  Mismatch”	
  Than	
  
Config	
  
– Diminished	
  Many	
  to	
  One	
  Problem	
  
–  Same	
  underlying	
  objects,	
  different	
  paths	
  
– Mapping	
  oper	
  data	
  is	
  mostly	
  stateless	
  

•  Implica?ons	
  for	
  Performance	
  
–  ScaOer-­‐gather	
  problem	
  
– Model	
  mapping	
  can	
  be	
  resource	
  
intensive	
  -­‐>	
  op?mize	
  sozware	
  
architecture	
  for	
  high	
  speed	
  export	
  

•  Model	
  Development	
  Cycle	
  May	
  Lag	
  



Lesson	
  6:	
  Filtering	
  Is	
  A	
  Balancing	
  Act	
  
2	
  tunnel	
  

parameters	
  out	
  
of	
  >	
  300	
  

•  Massive	
  Amounts	
  of	
  Data	
  
–  Bulk	
  Collec?on	
  is	
  Efficient	
  
–  Bulk	
  Processing/Export	
  Not	
  So	
  Much	
  
–  Compression	
  (Lossless)	
  is	
  Good	
  

•  On-­‐Box	
  Filtering	
  Loses	
  Data	
  
–  Can’t	
  Change	
  Your	
  Mind	
  About	
  

What’s	
  Important	
  Later	
  
–  Can’t	
  Scale	
  Out	
  Embedded	
  

Processing	
  
•  Op?ons	
  

–  Balance	
  Filtering	
  Between	
  Network	
  
and	
  Collector	
  

–  Don’t	
  Rely	
  on	
  Periodic	
  Push	
  for	
  
“On-­‐Change”	
  Data	
  (e.g.	
  RIB	
  events)	
  



Lesson	
  7:	
  Self-­‐Describing	
  Data	
  Has	
  
Pros	
  and	
  Cons	
  

	
  	
  	
  	
  1:	
  GigabitEthernet0/0/0/0	
  
	
  	
  	
  	
  50:	
  449825	
  
	
  	
  	
  	
  51:	
  41624083	
  
	
  	
  	
  	
  52:	
  360333	
  
	
  	
  	
  	
  53:	
  29699362	
  
	
  	
  	
  	
  54:	
  91299	
  
	
  	
  	
  	
  	
  	
  	
  	
  <snip>	
  

2X	
  faster	
  
Opera?onally	
  more	
  complex	
  
(but	
  not	
  rela?ve	
  to	
  SNMP!)	
  

{InterfaceName:	
  GigabitEthernet0/0/0/0	
  
	
   	
  GenericCounters	
  {	
  
	
   	
   	
  PacketsSent:	
  449825	
  
	
   	
   	
  BytesSent:	
  41624083	
  
	
   	
   	
  PacketsReceived:	
  360333	
  
	
   	
   	
  BytesReceived:	
  29699362	
  
	
   	
   	
  Mul?castPacketsReceived:	
  91299	
  
	
   	
   	
  <snip>	
  

3X	
  larger	
  
Na?ve	
  models:	
  s?ll	
  need	
  
heuris?cs	
  for	
  key	
  names	
  

GPB	
  –	
  “compact”	
   JSON/GPBKV	
  –	
  “self-­‐describing”	
  



Lesson	
  8:	
  Transports	
  Have	
  Trade-­‐offs	
  

•  UDP	
  –	
  can’t	
  fragment,	
  
packets	
  might	
  get	
  lost,	
  
insecure,	
  fast	
  

•  TCP	
  –	
  can	
  fragment,	
  
guaranteed	
  delivery,	
  
insecure,	
  vulnerable	
  to	
  
loss	
  

•  Two	
  mo?va?ons	
  for	
  
gRPC	
  
–  Unifica?on	
  of	
  
management	
  protocol	
  

–  Secure,	
  two-­‐way	
  
streaming	
  

Data	
  
Model	
   Encoding	
   Transport	
   Score	
  

Na?ve	
  

Binary	
  
UDP	
   100%	
  

TCP	
  
88%	
  

Self-­‐
describing	
  

42%	
  

gRPC	
   38%	
  

0%	
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0%	
   2%	
   4%	
   6%	
   8%	
   10%	
  

TCP	
  Throughput	
  vs	
  Loss	
  



Ka�a	
  

Lesson	
  9:	
  Time	
  to	
  Think	
  About	
  
Analy?cs	
  Pipeline	
  &	
  Pla�orm	
  

Logstash	
  

Elas?cSearch	
  

Kibana	
  

ST	
  Input	
  Codec	
  

Output	
  Codec	
  

Hadoop	
  

Impala	
  

BYO	
  Black	
  
Box	
  

SST	
  

Custom	
   Open	
  Source,	
  Customizable	
  

Proprietary	
  
or	
  OS-­‐
based	
  

SST	
  

Commercial	
  Stack	
  

Prometheus	
  

Graphana	
  
Pi
pe

lin
e	
  



Lesson	
  10:	
  Lots	
  of	
  Data	
  is	
  Good,	
  
Diverse	
  Data	
  is	
  Mul?plica?ve	
  

•  More	
  Data,	
  BeOer	
  Interpola?on	
  

VPN,	
  
Internet,	
  	
  
etc…	
  

No	
  Drops	
   No	
  Drops	
   Drops	
  

Yours	
   Yours	
  
Not	
  Yours	
  

Pkts	
  
Tx	
  

Pkts	
  
Rx	
  

•  SNMP	
  polling	
  (5	
  min)	
  
•  first	
  order	
  linear	
  interpola?on	
  
•  detects	
  ~10%	
  packet	
  loss	
  	
  

•  Telemetry	
  (10-­‐30	
  sec)	
  
•  Polynomial	
  interpola?on	
  
•  Smaller	
  losses,	
  faster	
  



Lesson	
  10:	
  Diversity	
  Is	
  In	
  the	
  Eye	
  of	
  
Beholder	
  

•  No	
  Single	
  Metric	
  Describes	
  the	
  Network	
  

	
  
•  	
  Applica?on	
  +	
  Networking	
  Data	
  ?	
  

BGP/BMP	
  
telemetry	
  
flow	
  
traffic	
  matrix	
  

ü  Topology	
  
ü  Interfaces	
  
ü  Stats	
  
ü  Demand	
  



More	
  Lessons	
  

•  Timing	
  is	
  everything	
  
– Accuracy	
  is	
  (usually)	
  more	
  important	
  than	
  latency	
  

•  Best	
  telemetry	
  is	
  baked	
  into	
  feature	
  
– E.g.	
  Interface	
  stats	
  heavily	
  op?mized	
  for	
  moving	
  
around	
  quickly,	
  QoS	
  not	
  so	
  much,	
  Even?ng	
  

•  Telemetry	
  policy	
  should	
  be	
  inline	
  &	
  
configurable	
  
– Evolu?on:	
  manage	
  policy	
  like	
  any	
  other	
  YANG	
  
config	
  object	
  

•  Open	
  Source	
  Isn’t	
  Free	
  



Conclusion	
  

•  Telemetry	
  Is	
  Real…But	
  Not	
  Done.	
  
•  Performance	
  Is	
  King…Un?l	
  You	
  Achieve	
  It	
  
•  Don’t	
  Re-­‐Invent	
  the	
  Wheel	
  	
  





THANK	
  YOU	
  


