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2 Why configuration is hard 

-BGP, OSPF, RIP
-Route redistribution
-Protocol preference
-Metric conversions

-Protocol parameters
-Interface metrics
-Route maps
-Access control lists

Complex

Low-level Complexity 

Distributed Failures 

-Device configurations
-100,000s of lines

-Link failures common
-Router failures possible

Failures

Distributed
Low-level

Bugs 
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3 Misconfigurations are common 
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4 Misconfigurations are expensive 

$ $ 
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5 

Minesweeper 

Propane 

Find bugs in legacy networks

High-level design of new networks
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6 Minesweeper 
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7 Current Approach: Heuristics 

Configurations

interface int2_10 10.0.0.1/24

ospf interface int2_1 metric 1

ospf redistribute connected    metric 10redistribute connected

prefix-list PL_C 10.0.0.0/24

String Matching

Potential Issues

Examples: RCC, SolarWinds, HPNA / TruControl, NetDoctor
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8 Heuristics: Limitations 

interface int2_10 10.0.0.1/24

ospf interface int2_1 metric 1

ospf redistribute connected    metric 10redistribute connected

prefix-list PL_C 10.0.0.0/24

String MatchingCan miss many bugs

Can report false positives

Hard to test forwarding behavior
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9 Current Approach: Simulation 

Traceroute

Inspect FIB

Control Plane Data Plane

Simulate

Data plane analysis

Examples: Batfish, C-BGP
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10 Simulation: Limitations 

???

???

???

???

???

Cannot test for all
routing messages

Cannot test for all
possible link failures
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11 Overview 
We present a new network analysis tool called Minesweeper:

Can check many properties for all external 
routing messages and for all link failures

in1

in2
out1

out2
Encodes the network as a collection of 
Logical constraints and leverages
off-the-shelf constraint solvers

https://batfish.github.io/minesweeper/
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12 Workflow 
Vendor-Independent Format1. 

192.0.0.0 ≤ out.prefix 
out.prefix ≤ 192.1.0.0
best.valid ⇒ out.lp = 120
best.valid ⇒ out.ad = 20

2. 
Cisco Arista

Juniper

Vendor-Specific Configs

3. Constraint Encoding

Parse

4. Output

Solve+  Query 

Interfaces: {
   Ethernet0/0: {
       InterfaceCost: 1,  
       importPolicy: “PEER_IN”,
       …
   }
}
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13 Constraint Encoding 

R1S1

S3

S2

N1 N2 N3

R2

R3

S1

S3

S2

N1 N2 N3

OSPFCON

BGP BGP

OSPF CON

OSPF

CON

R1 R2

R3

Protocol 
View 
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14 Constraint Encoding 

S1

S3

S2

N1 N2 N3

OSPFCON

BGP BGP

OSPF CON

OSPF

CON

R1 R2

R3

Constraint view  
for R1 BGP R1BGPR1CON

R1OSPF

N1BGP

R2BGP

protocol
messageRedistribution

Connected to BGP
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15 Constraint Encoding 

R1BGPR1CON

R1OSPF

N1BGP

med:
}

prefix:

Symbolic message

prefixLen:
adminDist:
localPref: [0,232)

 [0,28)
 [0,25)
[0,232)

metric: [0,232)
[0,232)

ospfType [0,22)

{
valid: 1 bit
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16 Constraint Encoding 

R1BGP   R1CON   

R1OSPF   

R2BGP   

N1BGP   

out1
in2

in3

out4

out5
in6

out7

out2  
out3  

out6  

in1  

in4  
in5  

in7  

ip prefix_list L deny 192.168.0.0/16 le 32

ip prefix_list L allow

route-map R1_Import_From_R2 10

  match ip address prefix-list L

  set local-preference 120

R1 BGP import filter from R2

if out4.valid ∧ failed_R1_R2 = 0 then ���
    if ¬ (FBM(out4.prefix, 192.168.0.0, 16) ∧
            16 ≤ out4.prefixLen ≤ 32) then 

            in4.valid = true���
                in4.lp = 120���
                in4.ad = out4.ad���
                in4.prefix = out4.prefix

            in4.metric = out4.metric
            in4.prefixLen = out4.prefixLen 

    else in4.valid = false 
else in4 .valid = false

Logical Constraints
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17 Demo: Topology 
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18 
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19 Example Properties 

Can router X always reach router Y‘‘ ’’ 
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20 Example Properties 

Can router X always reach router Y‘‘ ’’ 
Do all routers in a pod have equal 
length paths to a destination port?‘‘ ’’ 
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21 Example Properties 

Can router X always reach router Y‘‘ ’’ 

Can my network ever have loops?‘‘ ’’ 

Do all routers in a pod have equal 
length paths to a destination port?‘‘ ’’ 
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22 Example Properties 

Can router X always reach router Y‘‘ ’’ 

Can my network ever have loops?‘‘ ’’ 

Do all routers in a pod have equal 
length paths to a destination port?‘‘ ’’ 

Are multiple paths treated equally?‘‘ ’’ 
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23 Example Properties 

Can router X always reach router Y‘‘ ’’ 

Can my network ever have loops?‘‘ ’’ 

Do all routers in a pod have equal 
length paths to a destination port?‘‘ ’’ 

Are multiple paths treated equally?‘‘ ’’ 
Do two routers serve equal roles?‘‘ ’’ 
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24 Supported Features 

OSPF Intra-area

OSPF Inter-area

eBGP Local-pref

eBGP Communities

eBGP MEDs

ImplementedFeatures

eBGP Aggregation

eBGP Path Prepending

iBGP

Route Reflectors

Static Routes

Route Redistribution

Multipath Routing

IPV6

Access Control Lists

Continued…
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25 Evaluation: Bug Finding 

Mangement interface reachability

Local equivalence of routers

Each required a specific environment
Found 67 violations of the property

Many caused by simple copy-paste errors
Found 29 violations

Loopback0

R1 R2

Example: BGP peer sends /32 with length 2

Example: ACL has missing entry

Ran Minesweeper on 152 legacy data center networks
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26 Evaluation: Scalability 

 Management interface reachability

Local equivalence of routers
(For all n comparisons)
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27 Evaluation: Scalability 
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28 Conclusion 

Checks a wide variety of properties for all packets,  
all possible environments, and all combinations of k-failures

Encodes the network as a hardware circuit and leverages 
modern off-the-shelf theorem provers

Minesweeper is a general control plane verification tool

Can find bugs in many real networks

https://batfish.github.io/minesweeper/



www.companyname.com
© 2016 Jetfabrik Multipurpose Theme. All Rights Reserved. 

29 

Minesweeper 

Propane 

Find bugs in legacy networks

High-level design of new networks
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30 

Propane 
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31 

Control
Mechanism

Ideal

Distributed Centralized

Distributed

Centralized

OSPF
RIP
BGP

SDN
Scalability
Robustness
Complexity

Scalability
Robustness
Complexity

Configuration

Fundamental Tradeoff ? 
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32 

Topology

0,0

2,1

1,1 0,1

Propane Overview 

CompilerPropane Policy BGP Configurations
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33 

AS 1
AS 2

AS 3

Path constraints and preferences

Uniform abstractions for intra- and inter-domain routing

(1) Language for expressing network-wide policy objectives with:

Propane System 



www.companyname.com
© 2016 Jetfabrik Multipurpose Theme. All Rights Reserved. 

34 

34 

Policy

Propane System 
(2) Compiler for generating BGP configurations

BGP

BGP

BGP

BGP

Guarantees policy-compliance for all possible failures
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35 Example: A DC network 

Global
Prefixes

Local
Prefixes

GP1 GP2 LP1 LP2

CORE

YX

DC

A B E F

HG

IDAT

Y

C D

A B

G H

E F

Demo
! 

•  Local prefixes reachable only internally
•  Global prefixes reachable externally
•  Aggregate global prefixes as GP
•  Prefer leaving through Peer1 over Peer2

•  Prevent transit traffic between peers

Policy Objectives 
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36 
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37 

37 

How Compilation Works 
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38 Propane Compiler 

Generates Cisco and Quagga configs

Includes a number of other analyses

Possible reachability issues
Unused backup paths

Aggregation-induced black holes

Can enable / disable MEDs, prepending, …

Unused prefixes / aggregates 
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39 Evaluation 

Language expressiveness 

Compiler performance

Scaled the size of backbone and data center topologies
Used cloud provider’s routing policy

Policy described in English documents
Translated configurations from a large cloud provider

Both data center and backbone networks
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40 Language Expressiveness 

Data center policy: ~30 lines of Propane

Backbone policy: ~50 lines of Propane

Not counting prefix / peer definitions

Actual networks: ~1000s lines of Configuration
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41 

Data center (< 9 min) Backbone (< 3 min)

Compiler Performance 
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42 

http://www.propane-lang.org !

Conclusion 

Centralized network programmability
Constraints specify preferred paths and backup paths

High-level language

Core policy in 30-50 lines of Propane vs 1000s of config

Compiler
Distributed implementation via BGP
Static analysis guarantees policy compliance for all failures
Scales to many large network topologies
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43 

Minesweeper 

Propane 

Find bugs in legacy networks

High-level design of new networks

rbeckett@princeton.edu !


