
IXPs – Part of the Internet Ecosystem 

•  BGP control plane 

•  Route server 

•  Value-added services 



IXPs – Challenges 
•  Steady growth of traffic volumes 

– Disproportionately high CAPEX 

•  Arcane interconnection model 
– Static: long time frames, e.g. month, years 
– Myopic: limited topological visibility 
– Control-plane / reachability centric 

•  Limited number of value-added services 



ENDEAVOUR 
•  Towards a flexible software-

defined network ecosystem 

•  Goal: Bringing SDN to the Inter-
domain settings 

•  Results are open access (e.g., 
 GitHub [0]) 



Silver Bullet SDN? 



Concrete Benefits of an Software Defined 
Exchange (SDX) 

•  Port	
  Load	
  Balancing	
  
•  Advanced	
  Blackholing	
  
• Member	
  Driven	
  Monitoring	
  

Members	
  

•  Controlling	
  Broadcast	
  
•  Layer	
  2	
  Label	
  Switching	
  Operators	
  

•  Port-­‐Based	
  CongesBon	
  ReporBng	
  
•  IXP	
  as	
  Transport	
  Marketplace	
  
•  Service	
  Chaining	
  

Novel	
  
Services	
  



Inter-domain Networking Innovation on Steroids: 
Empowering IXPs with SDN 



SDX – Architecture 
•  Software based 

innovations 

•  Logically centralized 
control ease network 
management 

•  Controller designed for 
IXP environment 



SDX Use Case – Loadbalancing 
•  Imperfect load balancing? 
•  More dynamic way to swap traffic 
•  Enable fine-grained routing policies 



Port Load Balancing – Current Work 
•  Extended the SDX pipeline with a table designed for load 

balancing 

•  Basic load balancing scheme based on byte masking on IP 
SRC and DST 
– More sophisticated load balancing in future work 



Port Load Balancing – Example 



SDX Use Case – Advanced Blackholing 

Next	
  Hop:	
  
IP	
  BH	
  

»  Blackhole traffic for IP D from peer {A, all} 

Today’s routers can announce: 

In an SDX future they can: 

Next	
  Hop:	
  
IP	
  BH	
  

All	
  traffic	
  for	
  
port	
  X	
  

All	
  traffic	
  from	
  
source	
  IP	
  D	
  

Rate	
  limit	
  from	
  
source	
  IP	
  D	
  

-  Blackhole traffic for IP D from peer {A, all} 
-  Blackhole traffic for {port X, IP D, source IP D, ….} from peer {A, all} 
-  Rate limit traffic  for {port X, IP D, source IP D, ….} from peer {A, all}  



Advanced Blackholing – Current Work 
•  Allow the participants to install fine grained blackholing 

policies 
– L2: src MAC address 
– L3: src / dst IP address 
– L4: src / dst port number 

•  Dynamic updates of blackholing policies possible at run time 

•  Visualize forwarded and dropped traffic with Grafana 



Advanced Blackholing – Example 

Port A+B – In (Sum) 

Port C - Out 

Blackhole Traffic (Sum) 



SDX Use Case – Port-based Congestion Reporting 
•  High imbalance of 

number and bandwith of 
ports 

•  Overload of egress ports 

•  Provide better and faster 
reporting for overloaded 
ports 



SDX Use Case – Also CAPEX Reduction? 

Credits: http://noviflow.com/solutions/scale-out-routers/ 



Limitations of SDN capable hardware 
•  Number on available ports (port density) 
•  Single table capability 

– Hard to scale with just a single table 
•  Limit number of TCAM entries 

– Typically in the order of 1000 – 2000 
– Up to 1 Mio. entries available leveraging DRAM 

•  Don‘t trust a barrier reply 
–  Inconsistent states between management CPU and ASIC / 

Forwarding hardware 
– More complex to gather data plane forwarding state 



Future SDX Challenges 

1.  Build reliable software 

2.  SDN capable hardware at scale 

3.  A lot of testing 

Credits: Code by Bernar Novalyi from the Noun Project | Beaker by Giorgio Uboldi from the Noun Project 



Where 
networks 
meet
www.de-cix.net

http://www.h2020-endeavour.eu 
 
http://github.com/h2020-endeavour/endeavour 

E-Mail: rnd <AT> de-cix.net 


