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About 



• About	
  360.com	
  
•  The	
  biggest	
  internet	
  security	
  company	
  in	
  China	
  
•  More	
  than	
  500	
  million	
  monthly	
  acJve	
  Internet	
  users,	
  according	
  to	
  iResearch.	
  

• About	
  us	
  
•  network	
  security	
  research	
  lab,	
  360	
  

•  Passivedns	
  hNps://passivedns.cn	
  
•  Scanmon	
  hNp://scan.netlab.360.com/	
  
•  Opendata	
  hNp://data.netlab.360.com	
  MalConn,	
  Mirai	
  Sanner,	
  DGA,	
  EK,	
  etc	
  
•  DDosmon	
  hNps://ddosmon.net	
  
•  And	
  few	
  other	
  projects	
  



Mo+va+on


• DDoS	
  is	
  one	
  of	
  the	
  biggest	
  internet	
  security	
  threat	
  globally	
  
•  Akamai:	
  129%	
  increase	
  in	
  DDOS	
  aNacks	
  in	
  the	
  second	
  quarter	
  of	
  2016	
  (
h"ps://www.akamai.com/us/en/mul3media/documents/state-­‐of-­‐the-­‐internet/akamai-­‐q2-­‐2016-­‐
internet-­‐security-­‐execu3ve-­‐review.pdf)	
  

•  Versign:	
  DDOS	
  aNacks	
  are	
  becoming	
  more	
  sophisJcated	
  and	
  persistent	
  in	
  the	
  
second	
  quarter	
  of	
  2016	
  	
  

	
     (h"ps://www.verisign.com/assets/report-­‐ddos-­‐trends-­‐Q22016.pdf)	
  



Mo+va+on


•  There	
  is	
  a	
  lack	
  of	
  true	
  visibility	
  regarding	
  to	
  DDoS	
  incident	
  
•  Most	
  of	
  the	
  Jme,	
  only	
  the	
  vicJms	
  and	
  the	
  big	
  pipe	
  providers	
  know	
  what	
  
happen	
  

•  For	
  so	
  many	
  events,	
  even	
  the	
  vicJms	
  or	
  the	
  big	
  pipe	
  providers	
  don’t	
  know	
  
exactly	
  what	
  has	
  happened	
  



• On	
  average	
  we	
  see	
  more	
  than	
  20,000	
  DDoS	
  aNacks	
  every	
  day(one	
  of	
  the	
  
biggest?)	
  

• Chances	
  are:	
  
•  If	
  it	
  is	
  a	
  “decent”	
  aNack,	
  we	
  are	
  gonna	
  see	
  it,	
  so	
  you	
  can	
  look	
  it	
  up	
  as	
  well	
  

h/ps://ddosmon.net




• News:	
  krebsonsecurity.com	
  was	
  under	
  ddos	
  aNack	
  on	
  Sep	
  21	
  



From  ScanMon




Our  honeypot










What  else?


• Botnet	
  command	
  tracking	
  system	
  
• We	
  have	
  even	
  more	
  interesJng	
  finding	
  there	
  regarding	
  to	
  Miari	
  

• Mirai-­‐bot	
  IP	
  download	
  
•  hNp://data.netlab.360.com/mirai-­‐scanner	
  



How  does  DDoSMon  Work?


•  Mainly	
  based	
  on	
  three	
  major	
  components	
  	
  
•  RealJme	
  NetFlow	
  traffic	
  (layer3)	
  	
  

•  RealJme	
  DNS	
  traffic(DNS	
  amp,	
  DNS	
  reflecJon..etc)	
  

•  RealJme	
  DDoS	
  botnet	
  command	
  tracking	
  system	
  



1:  Real+me  NetFlow  Traffic


• Collect	
  huge	
  volume	
  NetFlow	
  from	
  various	
  networks	
  
•  Large	
  network	
  backbone	
  routers	
  
•  User	
  contribute	
  flows	
  

• Handle	
  more	
  than	
  30	
  billions	
  NetFlow	
  records	
  every	
  day	
  
• Data	
  is	
  processed	
  in	
  near	
  real-­‐Jme	
  



NetFlow  Based  A/acks  Detec+on


Spike	
  detec*ng	
  	
  
The	
  first	
  	
  important	
  step	
  for	
  the	
  heurisJc	
  DDoS	
  
aNacks	
  recogniJon	
  	
  
	
  
•  Establish	
  baseline	
  for	
  all	
  the	
  IPs	
  
•  DetecJng	
  anomaly	
  traffic	
  spike	
  in	
  

realJme	
  
•  UJlize	
  cumulaJve	
  moving	
  average	
  

algorithm	
  
	
  

Characteris*cs	
  recogni*on	
  
Different	
  DDoS	
  aNack	
  vectors	
  usually	
  presents	
  a	
  
certain	
  characterisJcs	
  on	
  NetFlow	
  traffic.	
  	
  

	
  •  UDP	
  ReflecJon	
  flood	
  
1.  More	
  than	
  90%	
  traffic	
  is	
  UDP	
  	
  
2.  Most	
  of	
  the	
  packets	
  from	
  some	
  fixed	
  

suspicious	
  source	
  port	
  e.g.	
  19,	
  53,	
  123,	
  1900,	
  0	
  
3.  Most	
  of	
  the	
  packet	
  has	
  large	
  bytes	
  	
  

•  SYN	
  flood	
  
1.  More	
  than	
  90%	
  traffic	
  is	
  TCP	
   	
  
2.  All	
  TCP	
  Flags	
  only	
  has	
  SYN	
  Flag	
  set	
  packets	
  	
  

3.  Source	
  IP	
  address	
  distribuJon	
  normally	
  not	
  
enough	
  random	
   	
  



•  We use the attack against www.bankofamerica.com (171.161.199.100) 
on Sep.14 as an example to illustrate 
 



Spike  Detec+ng


• An	
  obvious	
  spike	
  can	
  be	
  observed	
  from	
  NetFlow	
  perspecJve	
  during	
  
aNack	
  happen.	
  	
  

The	
  traffic	
  figure	
  for	
  171.161.199.100	
   from	
  2016-­‐10-­‐05	
  to	
  2016-­‐10-­‐11	
  
	
  

 The	
  traffic	
  figure	
  for	
  171.161.199.100	
  during	
  aNack	
  happen(2016-­‐09-­‐09	
  to	
  2016-­‐09-­‐15)	
  
	
  



Characteris+cs  recogni+on


• UDP	
  reflecJon	
  amplificaJon	
  characterisJcs	
  can	
  be	
  observed	
  
from	
  NetFlow	
  records	
  at	
  the	
  aNack	
  target	
  BOA	
  

The	
  raw	
  NetFlow	
  records	
  of	
  171.161.199.100	
   during	
  aNack	
  happend	
  
	
  



Characteris+cs  recogni+on  –  Source  Port


• Most	
  of	
  the	
  packets	
  from	
  
suspicious	
  source	
  port	
  

•  UDP	
  port	
  53	
  DNS	
  reflecJon	
  DDoS	
  
•  UDP	
  port	
  1900	
  SSDP-­‐based	
  DDoS	
  	
  
•  UDP	
  port	
  123	
  NTP-­‐based	
  DDoS	
  
•  UDP	
  port	
  19	
  Chargen-­‐based	
  DDoS	
  

• Mixed	
  muliJple	
  aNack	
  vectors	
  
 The	
  source	
  &	
  desJnaJon	
  port	
  staJsJc	
  page	
  screenshoot	
  



Characteris+cs  recogni+on  –  Protocol  &Packet  
Size

•  UDP	
  packet	
  percentage	
  is	
  unusually	
  highly	
  compare	
  to	
  normal	
  WEB	
  traffic	
  	
  
•  Packet	
  size	
  is	
  unusually	
  large,	
  plenty	
  of	
  the	
  packet	
  sizes	
  are	
  1500	
  bytes	
  
reaching	
  MTU	
  threshold	
  

 The	
  packet	
  size	
  staJsJc	
  screenshoot	
  

 The	
  protocol	
  staJsJc	
  screenshoot	
  



2:  Real+me  DNS  Traffic


• Process	
  240	
  billions	
  DNS	
  requests	
  every	
  day	
  which	
  covers	
  about	
  
10%	
  total	
  DNS	
  traffic	
  in	
  China	
  

• We	
  also	
  operate	
  a	
  Passive	
  DNS	
  plaoorm	
  hNps://passivedns.cn	
  



Real+me  DNS  Traffic


• What	
  can	
  we	
  get	
  from	
  DNS	
  traffic?	
  
•  The	
  ability	
  to	
  monitor	
  Domains	
  instead	
  of	
  just	
  IPs.	
  

•  DNS	
  reflecJon/amplificaJon	
  aNacks	
  

•  Random	
  subdomain	
  aNacks	
  



Real+me  DNS  Traffic  –  DNS  reflec+on/
amplifica+on  a/acks


•  Again	
  use	
  the	
  example	
  of	
  BOA	
  
•  How	
  it	
  works	
  

•  cpsc.gov	
  was	
  abused	
  
•  ANacker	
  uses	
  BOA	
  address	
  as	
  query	
  
source	
  to	
  ask	
  lots	
  of	
  open	
  dns	
  
resolvers	
  for	
  cpsc.gov	
  

•  The	
  dns	
  responses	
  from	
  the	
  open	
  
resolvers	
  flooded	
  BOA	
  address	
  



Real+me  DNS  Traffic  –  DNS  reflec+on/
amplifica+on  a/acks

• Why	
  is	
  cpsc.gov?	
  	
  
•  $	
  dig	
  cpsc.gov	
  any	
  +tcp	
  



Real+me  DNS  Traffic  –  DNS  reflec+on/
amplifica+on  a/acks


Live	
  data	
  Top	
  abused	
  domains	
  

cpsc.gov	
  
60%	
  

defcon.org	
  
8%	
  

doc.gov	
  
6%	
  

aids.gov	
  
6%	
  

1x1.cz	
  
6%	
  

kth.se	
  
6%	
  

067.cz	
  
3%	
  

wapa.gov	
  
2%	
  

hccforums.nl	
  
2%	
  
leth.cc	
  
1%	
  

Counts	
  

cpsc.gov	
   defcon.org	
   doc.gov	
   aids.gov	
  

1x1.cz	
   kth.se	
   067.cz	
   wapa.gov	
  

hccforums.nl	
   leth.cc	
  

•  72207	
  DNS	
  reflecJon/amplificaJon	
  aNacks	
  we	
  see	
  between	
  10.2	
  –	
  10.8	
  	
  



Real+me  DNS  Traffic  –  DNS  Random  
subdomain  a/ack

• Random	
  subdomain	
  aNacks	
  

•  High	
  volume	
  of	
  queries	
  for	
  nonexistent	
  subdomains	
  
•  Nonexistent	
  subdomains	
  so	
  no	
  local	
  cache	
  
•  So	
  the	
  query	
  will	
  always	
  reach	
  the	
  dns	
  authoritaJve	
  server	
  

•  Mostly	
  dns	
  open	
  resolvers	
  as	
  query	
  sources	
  
•  to	
  aNack	
  DNS	
  authoritaJve	
  server	
  



Real+me  DNS  Traffic  –  DNS  Random  
subdomain  a/acks

•  Example	
  

•  xinyu388.com	
  was	
  aNacked	
  on	
  2016-­‐10-­‐09	
  
•  14809	
  random	
  subdomain	
  be	
  detected	
  

	
  

	
  



Real+me  DNS  Traffic  –  DNS  Random  
subdomain  a/acks

•  3369	
  random	
  subdomain	
  aNacks	
  were	
  detected	
  in	
  7	
  days(Oct	
  	
  4-­‐10)	
  



3:  DDoS  Botnet  Command  Tracking  System


• A	
  live	
  DDoS	
  botnet	
  C2	
  tracking	
  system	
  
•  For	
  some	
  big	
  ddos	
  botnet	
  families,	
  	
  track	
  and	
  analysis	
  their	
  C2	
  
communicaJon	
  protocols	
  	
  

•  ~190k	
  C2	
  servers	
  (IP	
  +	
  Port)	
  
•  Logged	
  ~600M	
  DDoS	
  related	
  instrucJons	
  	
  
•  ~40	
  common	
  DDoS	
  families	
  are	
  being	
  tracked	
  

•  Elknot/BillGates,	
  XOR.DDoS,	
  Mr.Black,	
  Gafgyt,	
  Nitol,	
  etc	
  



DDoS  Botnet  Tracking  System


•  Example	
  	
  
•  www.microsov.com	
  (23.73.108.99)	
  was	
  SYN	
  flooded	
  on	
  2016-­‐09-­‐23	
  
•  18	
  related	
  C2(Command	
  &	
  Controller)	
  servers	
  captured	
  in	
  this	
  aNack	
  
•  Mulite	
  C2	
  instrucJons	
  been	
  logged	
  



DDoS  Botnet  Tracking  System


• Botnet	
  command	
  and	
  controller(C2)	
  and	
  aNacking	
  instrucJons	
  have	
  
been	
  logged	
  

•  Jme	
  	
  	
  	
  botname	
  	
  	
  	
  	
  	
  	
  	
  	
  cc_server	
  	
  	
  	
  	
  	
  	
  cc_ip	
  	
  	
  cc_port	
  type	
  	
  	
  	
  atk_type	
  	
  	
  	
  	
  	
  	
  	
  target_host	
  	
  	
  	
  	
  target_port	
  	
  	
  	
  	
  notes	
  
•  2016-­‐09-­‐23	
  01:57:43	
  ldx	
  aaa.gggatat456.com	
  164.132.170.78	
  6003	
  ddos	
  syn_flood	
  23.73.108.99	
  80	
  
syn_flood,	
  target=23.73.108.99,	
  port=80,	
  atk_Jme=30s,	
  payload_size=888,	
  tasks=11,	
  
use_fake_source_ip	
  

•  C2	
  family:	
  LDX	
  
•  C2	
  server:	
  aaa.gggatat456.com	
  (164.132.170.78)	
  
•  C2	
  Port:	
  6003	
  
•  ANack:	
  syn	
  flood	
  
•  Target	
  ip	
  and	
  port	
  23.73.108.99(Microsov)	
  port	
  80	
  	
  



DDoS  Botnet  Tracking  System


• A	
  video	
  clip	
  to	
  show	
  some	
  major	
  C2s	
  
and	
  their	
  IPs,	
  you	
  will	
  see	
  some	
  big	
  
C2	
  clusters	
  and	
  some	
  of	
  the	
  C2	
  form	
  
some	
  sort	
  of	
  relaJons	
  



Recap:  How  DDoSMon  Detec+ng  DDoS  ?


• RealJme	
  NetFlow	
  traffic	
  
•  Spike	
  DetecJng	
  
•  CharacterisJcs	
  recogniJon	
  

• RealJme	
  DNS	
  traffic	
  
•  Domain	
  diemension	
  monitoring	
  
•  DNS	
  reflecJon	
  aNack	
  
•  DNS	
  random	
  subdomain	
  aNack	
  

• DDoS	
  botnet	
  C2	
  tracking	
  



Use  DDoSMon


•  Just	
  apply	
  a	
  free	
  account	
  	
  
• Create	
  monitored	
  objects(IP,	
  Net	
  blocks,	
  FQDN	
  or	
  DNS	
  zones)	
  you	
  are	
  
interested	
  

•  Then	
  system	
  will	
  	
  take	
  care	
  of	
  the	
  rest	
  automaJcally	
  
	
  	
  
•  If	
  aNack	
  happen,	
  you	
  will	
  receive	
  an	
  email	
  noJficaJon	
  
•  Elaborate	
  report,	
  get	
  insights	
  about	
  the	
  aNack	
  



How  can  I  contribute


• More	
  neolow	
  data	
  means	
  more	
  coverage	
  	
  
•  Have	
  neolow	
  data	
  to	
  contribute?	
  

•  Submit	
  DDoS	
  related	
  malware	
  samples	
  



Thanks,  Q&A  
  

gongyiming@360.cn  
keqiang@360.cn  
netlab.360.com  





