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KrebsonSecurity

In-depth security news and investigation

08 Israeli Online Attack Service ‘vDOS’ Earned
$600,000 in Two Years

vDOS — a “booter” service that has earned in excess of $600,000 over the past two years
helping customers coordinate more than 150,000 so-called distributed denial-of-service
(DDoS) attacks designed to knock Web sites offline — has been massively hacked, spilling
secrets about tens of thousands of paying customers and their targets.

The vDOS database, obtained by KrebsOnSecurity.com at the end of July 2016, points to two
young men in Israel as the principal owners and masterminds of the attack service, with
support services coming from several young hackers in the United States.

How do | purchase a vDos plan?
Purchasing a booter plan i easy and only takes a few minutes. we accept the following payment methods
bazad on your biling country/region and the aurrency in which you want to pay to make & an easy, secure and
8 quick shopping experence for you » 4
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BackConnect Admits to BGP Hijack of vDOS

« BackConnect CEO confirms BGP hijack was done, but it

was for ‘defensive purposes’

» Perhaps first time perpetrator of a BGP hijack confirms act

intended for interception.

ﬂ briankrebs X

Alleged co-owners of attack-for-hire site vDOS
arrested in Israel. CEO of a victim company
admits to BGP hijacking
krebsonsecurity.com/2016/09/allege...

230 215 HeREeiBR O~

l')\ BackConnect, Inc.

o

2+ Follow

@briankrebs We intercepted vDOS with the BGP
hijack two days before they went offline. Where

are you getting your timeline?




BackConnect Hijack of Verdina (vDOS)

« BackConnect (AS203959) began announcing 82.118.233.0/24
(Verdina Ltd.) at 07:13:26 UTC on 7 Sep 2016
« > Half of our peers accepted hijacked BGP route for ~50 minutes

Origin(s) of 82.118.233.0/24 (Verdina Ltd, BG)
07 Sep 2016  (Times in UTC)

— BackConnect hijack

Percentage of Peers Observing Routes

[ Verdina (AS201133)
@ BackConnect Security (AS203959)




BackConnect Hijack of Verdina (vDOS)

« Example traceroute to Verdina (Sofia, BG) before hijack

trace from AWS Ashburn, VA to 82.118.233.12 at 08:19 Sep 06,
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BackConnect Hijack of Verdina (vDOS)

« Example traceroute to Verdina (Sofia, BG) during hijack

trace from AWS Ashburn, VA to 82.118.233.12 at 07:41 Sep 07, 2016
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KrebsonSecurity

In-depth security news and investigation

20 DDoS Mitigation Firm Has History of Hijacks

Last week, KrebsOnSecurity detailed how BackConnect Ine. — a company that defends
victims against large-scale distributed denial-of-service (DDoS) attacks — admitted to hijacking
hundreds of Internet addresses from a European Internet service provider in order to glean
information about attackers who were targeting BackConnect. According to an exhaustive
analysis of historic Internet records, BackConnect appears to have a history of such “hacking
back” activity.

On Sept. 8, 2016, KrebsOnSecurity exposed the inner workings of vDOS, a DDoS-for-hire or
“booter” service whose tens of thousands of paying customers used the service to launch
attacks against hundreds of thousands of targets over the service’s four-year history in
business.

S 4 € ¢ 8 Mips/vdos-s.companelindex. php ?page=dashboard ¢ Q Search

e Wwvwawwea Is Now Registered
7

o ~

/ Recently online members:
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BackConnect Hijack of Staminus

Origins of 72.20.0.0/24 (Staminus)

20 Feb 2016 (Times in UTC)
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BackConnect Hijack of Staminus

Origins of 72.20.0.0/24 (Staminus)
20 Feb 2016 (Times in UTC)

3223=Voxility
203959=BackConnect
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* At 08:36:59 UTC on 20 February 2016, BackConnect began hijacking using the following AS path:

. 3223 203959 53587 53587 53587 53587 134830 134830 134830 203959 203959

53587=CloudDDoS
134830=InAbate
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BackConnect Hijack of Staminus

Origins of 72.20.0.0/24 (Staminus) Ses e S

20 Feb 2016 (Times in UTC)

lHHl

« Then the AS path changed to following with InAbate (AS134830) ostensibly as the origin:

. 3223 203959 32768 53587 53587 53587 53587 134830 134830 134830

53587=CloudDDoS
134830=InAbate
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BackConnect Hijack of Staminus

Origins of 72.20.0.0/24 (Staminus)
20 Feb 2016 (Times in UTC)

3223=Voxility
203959=BackConnect

lHHl

» Finally, BackConnect added AS25761 (Staminus) as the origin, taking the form:

. 3223 203959 1229 3257 25761

+ 3257 (GTT) and 1299
(Telia) are providers
of Staminus
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BackConnect Hijack of GhostNet route

Origins of 161.123.185.0/24 (Delta Centric LLC)

21 Feb 2016 (Times in UTC)
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BackConnect Hijack of GhostNet route
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BackConnect Hijack of GhostNet route

Origins of 161.123.185.0/24 (Delta Centric LLC)

B A21 Feb 2016 (Times in UTC) 3223=Voxility

‘ ‘ 203959=BackConnect

« Then at the very end, the AS path changed briefly to the following.

tes

. 3223 203959 1229 3257 25761

O
% . 3257 (GTT) and 1299
a g, (Telia) are providers
— — .
S of Staminus
g
@
8 ~— AS25761
a
[l Staminus Communications (AS25761)
I BackConnect Security (AS203959)
01 e
09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00

Source: BGP Data



More forged AS paths by BackConnect

A) ... 3223 203959 4134 A) ... 3223 203959 27176
B) ... 3223 203959 4134 42708 36236 6939 B) ... 3223 203959 29073
Origin(s) of 146.84.2.0/24 (Tivoli Systems) Origins of 161.123.172.0/24 (Tesonet,DE)
21 Feb 2016 (Times in UTC) 16 Apr 2016 - 17 Apr 2016  (Times in UTC)
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BackConnect’s Routing Leak?

On 28 May, BackConnect announced >13,000 routes via Voxility.
Traffic briefly re-directed through Voxility (and BackConnect?) during leak.

Percentage of Peers Observing Routes

Upstreams of AS23274 for 64.6.21.0/24 (Priceline.com)
28 May 2016 (Times in UTC)
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Summary

BackConnect is first security company to confirm its use of

BGP hijack to intercept traffic
Previous hijacks suggest that this wasn’t the first time
BackConnect did this (CEO blames previous hijacks on

former employee)

As additional BGP-based DDoS mitigation companies
enter the market, more entities announcing others’ space
Question for NANOG community ...



8 ever be a scenario in
‘BGP to hijack another’s
.‘ bace be justifiable?

Could the
which ﬁ?l
IP !




Epilog

==& briankrebs

@briankrebs

Holy moly. Prolexic reports my site was just hit with the largest
DDOS the internet has ever seen. 665 Gbps. Site's still up. #FAIL

e A o ne O
3:02 AM - 21 Sep 2016
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R RNET PERFORMANCE. DELIVERED.

Doug Madory
dmadory@dyn.com

@dynresearch

@@@@@



