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BackConnect Admits to BGP Hijack of vDOS 

•  BackConnect CEO confirms BGP hijack was done, but it 
was for ‘defensive purposes’ 

•  Perhaps first time perpetrator of a BGP hijack confirms act 
intended for interception. 
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BackConnect Hijack of Verdina (vDOS) 

•  BackConnect (AS203959) began announcing 82.118.233.0/24 
(Verdina Ltd.) at 07:13:26 UTC on 7 Sep 2016 

•  > Half of our peers accepted hijacked BGP route for ~50 minutes 

BackConnect hijack 
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BackConnect Hijack of Verdina (vDOS) 

•  Example traceroute to Verdina (Sofia, BG) before hijack 
trace from AWS Ashburn, VA to 82.118.233.12 at 08:19 Sep 06, 2016  
1  *  
2  *  
3  100.65.11.65    RFC 6598 (carrier-grade NAT)                             0.589  
4  205.251.245.227 Amazon.com, Inc.                       Ashburn     US    1.421  
5  54.239.110.24   Amazon Technologies Inc.               Ashburn     US    1.468  
6  54.239.110.7    Amazon Technologies Inc.               Ashburn     US    1.491  
7  67.133.224.193  dca2-edge-02.inet.qwest.net            Washington  US    2.009  
8  67.14.28.18     dcp-brdr-04.inet.qwest.net             Washington  US    2.554  
9  154.54.11.129   be3045.ccr41.iad02.atlas.cogentco.com  Washington  US    1.878  
10 154.54.31.109   be2657.ccr42.dca01.atlas.cogentco.com  Washington  US    3.104  
11 154.54.40.109   be2807.ccr42.jfk02.atlas.cogentco.com  New York    US    9.058  
12 154.54.42.86    be2490.ccr42.lon13.atlas.cogentco.com  London      GB   77.922  
13 130.117.51.42   be12488.ccr42.ams03.atlas.cogentco.com Amsterdam   NL   83.648  
14 130.117.0.142   be2814.ccr42.fra03.atlas.cogentco.com  Frankfurt   DE   93.298  
15 154.54.36.254   be2960.ccr22.muc03.atlas.cogentco.com  Munich      DE  100.592  
16 154.54.58.14    be2975.ccr21.vie01.atlas.cogentco.com  Vienna      AT  104.828  
17 130.117.1.21    be2046.ccr21.sof02.atlas.cogentco.com  Sofia       BG  125.216  
18 *
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BackConnect Hijack of Verdina (vDOS) 

•  Example traceroute to Verdina (Sofia, BG) during hijack 
trace from AWS Ashburn, VA to 82.118.233.12 at 07:41 Sep 07, 2016  
1  *  
2  *  
3  100.65.11.65    RFC 6598 (carrier-grade NAT)                         0.478  
4  205.251.245.184 Amazon.com, Inc.                   Ashburn      US   0.668  
5  54.239.111.10   Amazon Technologies Inc.           Ashburn      US   1.054  
6  54.239.108.209  Amazon Technologies Inc.           Ashburn      US    0.75  
7  50.242.148.69   Comcast Cable Communications, LL   Ashburn      US   1.436  
8  173.167.58.130  Comcast Business Communications,   Ashburn      US    1.12  
9  37.221.173.74   ash-eqx-01c.voxility.net           Ashburn      US   1.283  
10 5.254.109.90    lax-eqx-01c.voxility.net           Los Angeles  US  62.358  
11 82.118.233.12   Verdina Ltd.                                        62.633
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BackConnect Hijack of Staminus 
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•  At 08:36:59 UTC on 20 February 2016, BackConnect began hijacking using the following AS path: 

... 3223 203959 53587 53587 53587 53587 134830 134830 134830 203959 203959
 

BackConnect Hijack of Staminus 
3223=Voxility
203959=BackConnect

53587=CloudDDoS
134830=InAbate



@DynResearch 

•  Then the AS path changed to following with InAbate (AS134830) ostensibly as the origin: 

... 3223 203959 32768 53587 53587 53587 53587 134830 134830 134830

BackConnect Hijack of Staminus 
3223=Voxility
203959=BackConnect

53587=CloudDDoS
134830=InAbate
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•  Finally, BackConnect added AS25761 (Staminus) as the origin, taking the form: 

... 3223 203959 1229 3257 25761

BackConnect Hijack of Staminus 

•  3257 (GTT) and 1299 
(Telia) are providers 
of Staminus

3223=Voxility
203959=BackConnect
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BackConnect Hijack of GhostNet route 
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BackConnect Hijack of GhostNet route 

•  During the orange block in the graph, the AS path initially had BackConnect as the origin: 

… 3223 203959
 

3223=Voxility
203959=BackConnect
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BackConnect Hijack of GhostNet route 

•  Then at the very end, the AS path changed briefly to the following. 

… 3223 203959 1229 3257 25761

•  3257 (GTT) and 1299 
(Telia) are providers 
of Staminus

3223=Voxility
203959=BackConnect
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More forged AS paths by BackConnect 
A) ... 3223 203959 27176

B) ... 3223 203959 29073

A) ... 3223 203959 4134

B) ... 3223 203959 4134 42708 36236 6939

A

A

B

B
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•  On 28 May, BackConnect announced >13,000 routes via Voxility. 
•  Traffic briefly re-directed through Voxility (and BackConnect?) during leak. 

BackConnect’s Routing Leak? 
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•  BackConnect is first security company to confirm its use of 
BGP hijack to intercept traffic 

•  Previous hijacks suggest that this wasn’t the first time 
BackConnect did this (CEO blames previous hijacks on 
former employee) 

•  As additional BGP-based DDoS mitigation companies 
enter the market, more entities announcing others’ space 

•  Question for NANOG community… 

Summary 
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Could there ever be a scenario in 
which using BGP to hijack another’s 

IP space be justifiable? 
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Epilog 
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  THANK YOU! 
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