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Agenda

• What	  this	  is…	  
• A	  study	  of	  the	  Mirai	  structure,	  components,	  and	  a7ack	  vectors	  
• A	  focus	  on	  the	  network	  aspects	  of	  the	  botnet	  

	  
• What	  this	  isn’t…	  
• A	  code	  review	  
• A	  how-‐to	  guide	  
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Mirai  Overview
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Mirai  source  code  released  on  HackForums.net
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•  By	  Anna-‐senpai	  on	  Sep	  30,	  2016	  

•  From	  posts	  and	  replies	  in	  the	  
thread	  Anna-‐senpai	  used	  it	  for	  
the	  a7ack	  on	  Krebs	  and	  OVH.	  

•  Some	  users	  doubNng	  the	  
authenNcity	  of	  Anna-‐senpai,	  but	  
high	  reputaNon	  users	  
acknowledged	  his	  capabiliNes	  



Efficient  bot  harves>ng

Bot	  
(infected	  device)	   new	  vic	  

ScanListen	  

Load	  Svc	  

Telnet	  port	  scan	  

Brute	  force	  login	  

Telnet	  port	  scans	  
Telnet	  port	  scans	  

Report	  IP	  
+	  credenNals	  

New	  vic!	  

Exists	  ?	  

Load	  bot	  

Bot	  
(infected	  device)	  

48101	  

CnC	  
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CnC	  Connect	  

-‐  Loader	  and	  Bot	  wri7en	  in	  C	  
-‐  ScanListen	  and	  CnC	  service	  in	  Go	  
-‐  Scalable,	  distributed	  services	  
-‐  TargeNng	  BusyBox	  based	  devices	  
-‐  60+	  factory	  default	  passwords	  

$$$	  

C2	  API	  

Create	  account	  
+	  Assign	  bots	  
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Mirai  
predefined  
creden>als  
for  
bru>ng
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ABack  Vectors
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Mirai  Easter  Eggs
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Mirai  Easter  Eggs

I	  love	  chicken	  nuggets	  
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Lab  Setup
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Lab  Network  Topology
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util1 ns1 cnc scanrec bot2 Target

ESXI

192.168.2.1/24
192.168.1.1/24

Ens33:
192.168.2.10

Ens32:
192.168.1.4

Eth1:
192.168.2.53

Eth0:
192.168.1.53

Eth0:
192.168.2.11

Eth0:
192.168.2.12

Eth0:
192.168.2.16

ubuntu ubuntu debian debian raspbian ubuntu

management

192.168.3.1/24
192.168.3.2X

Enp3s6:
192.168.1.8

Enp2s0:
192.168.3.10

Eth0:
192.168.3.140

Sricam	  AP003

Linksys	  WRT54GL/
Tomato



My  test  network  is  excluded  by  default  in  code

Why	  are	  some	  of	  these	  others	  (GE,	  USPS,	  DoD,	  HP)	  excluded?	  
	  -‐	  Most	  are	  not	  routed,	  likely	  saving	  scanning	  resources	  
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So  I  changed  it
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Processes
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Scanner  star>ng
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Scanning  process  from  CNC-‐based  bot

16	  



Bot  finds  hosts  and  aBempts  to  brute:
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•  This	  process	  actually	  
takes	  some	  Nme	  



The  scanListen  process

•  Listens	  for	  bots	  to	  report	  vicNms	  
•  TCP/48101	  
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The  loader  process
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•  Keeps	  track	  of	  bot	  loading	  
•  Coupled	  with	  architecture	  binaries	  
•  Allows	  for	  dedicated	  loading	  by	  piping	  in	  a	  known	  bot	  list	  



Linksys  WRT54G  (Tomato  1.28)  as  a  poten>al  bot
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FAILE
D	  



Sricam  AP003
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Forced  infec>on  of  camera
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root@mirai-‐scan:/home/muser#	  cat	  ips.txt	  |	  ./loader	  
	  
Used	  TFTP	  because	  	  
	  	  busybox	  on	  this	  
	  	  camera	  didn’t	  include	  
	  	  wget	  



Newly  infected  bot  starts  scanning
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  80000	  bits/sec,	  147	  packets/sec	  
	  	  30	  second	  output	  rate	  0	  bits/sec,	  0	  packets/sec	  
sw2#	  



Telnet  is  disabled  a\er  infec>on
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ABacks
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Stock  aBack  vectors
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mirai-‐user@botnet#	  ?	  
Available	  a7ack	  list	  
udp:	  UDP	  flood	  
syn:	  SYN	  flood	  
ack:	  ACK	  flood	  
stomp:	  TCP	  stomp	  flood	  
udpplain:	  UDP	  flood	  with	  less	  opNons.	  opNmized	  for	  higher	  PPS	  
vse:	  Valve	  source	  engine	  specific	  flood	  
dns:	  DNS	  resolver	  flood	  using	  the	  targets	  domain,	  input	  IP	  is	  ignored	  
greip:	  GRE	  IP	  flood	  
greeth:	  GRE	  Ethernet	  flood	  
hGp:	  HTTP	  flood	  



udp:  UDP  flood
• A	  flood	  of	  UDP	  traffic	  
• Default	  random	  src	  port	  
• Default	  random	  dst	  port	  
•  This	  differs	  from	  
tradiNonal	  UDP	  flood	  
tools	  
• Makes	  fingerprinNng	  
more	  difficult,	  
especially	  on	  routers	  
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  1935000	  bits/sec,	  557	  packets/sec	  
	  	  30	  second	  output	  rate	  5000	  bits/sec,	  2	  packets/sec	  



udp:  UDP  flood
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udp:  And…  then  it  crashed
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Only	  seems	  to	  
happen	  with	  this	  
a7ack	  vector	  
	  
When	  the	  bot	  
reboots,	  the	  mirai	  
code	  is	  flushed	  from	  
memory	  



syn:  SYN  flood

•  SYN	  flood	  
• Random	  src	  port	  
• Random	  dst	  port	  
•  1:1	  packet	  correlaNon	  
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  787000	  bits/sec,	  1277	  packets/sec	  
	  	  30	  second	  output	  rate	  583000	  bits/sec,	  1135	  packets/sec	  



syn:  SYN  flood
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ack:  ACK  flood

• Bots	  send	  a	  flood	  of	  ACKs	  
•  Random	  src	  port	  
•  Random	  dst	  port	  

• Host	  replies	  with	  RST	  
•  1:1	  correlaNon	  
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  5082000	  bits/sec,	  1244	  packets/sec	  
	  	  30	  second	  output	  rate	  565000	  bits/sec,	  1102	  packets/sec	  



ack:  ACK  flood
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stomp:  TCP  stomp  flood

•  The	  classic	  ACK	  flood	  with	  a	  
twist	  
• ACK	  flood	  doesn’t	  being	  unNl	  
receiving	  a	  sequence	  number	  
• By	  receiving	  a	  sequence	  
number,	  bot	  raises	  the	  odds	  
of	  circumvenNng	  security	  
protecNons	  
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sw2#sho	  int	  fa0/5	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  89555000	  bits/sec,	  13556	  packets/sec	  
	  	  30	  second	  output	  rate	  674000	  bits/sec,	  1315	  packets/sec	  

RPi,	  not	  camera	  
Camera	  couldn’t	  launch	  this	  a7ack	  



stomp:  TCP  stomp  flood
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stomp:  TCP  stomp  flood
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IP	  192.168.2.16.42924	  >	  192.168.3.10.80:	  Flags	  [S],	  seq	  1737383172,	  win	  29200,	  opNons	  [mss	  146	  
IP	  192.168.3.10.80	  >	  192.168.2.16.42924:	  Flags	  [S.],	  seq	  2860278320,	  ack	  1737383173,	  win	  28960	  
IP	  192.168.2.16.42924	  >	  192.168.3.10.80:	  Flags	  [.],	  ack	  1,	  win	  229,	  opNons	  [nop,nop,TS	  val	  180002	  
IP	  192.168.2.16.40933	  >	  192.168.3.10.80:	  Flags	  [P.],	  seq	  2481258496:2481259252,	  ack	  467992576	  
	  

IP	  192.168.3.10.80	  >	  192.168.2.16.40933:	  Flags	  [R],	  seq	  467992576,	  win	  0,	  length	  0	  
IP	  192.168.2.16.40933	  >	  192.168.3.10.80:	  Flags	  [P.],	  seq	  65536:66292,	  ack	  1,	  win	  33293,	  op	  
IP	  192.168.3.10.80	  >	  192.168.2.16.40933:	  Flags	  [R],	  seq	  467992576,	  win	  0,	  length	  0	  
IP	  192.168.2.16.40933	  >	  192.168.3.10.80:	  Flags	  [P.],	  seq	  131072:131828,	  ack	  1,	  win	  33293,	  
IP	  192.168.3.10.80	  >	  192.168.2.16.40933:	  Flags	  [R],	  seq	  467992576,	  win	  0,	  length	  0	  
IP	  192.168.2.16.40933	  >	  192.168.3.10.80:	  Flags	  [P.],	  seq	  196608:197364,	  ack	  1,	  win	  33293,	  
IP	  192.168.3.10.80	  >	  192.168.2.16.40933:	  Flags	  [R],	  seq	  467992576,	  win	  0,	  length	  0	  
IP	  192.168.2.16.40933	  >	  192.168.3.10.80:	  Flags	  [P.],	  seq	  262144:262900,	  ack	  1,	  win	  33293,	  



udpplain:  UDP  flood  with  less  op>ons

• Higher	  rate	  UDP	  flood	  
•  Says	  it	  randomized	  dport	  
by	  default	  
•  I	  only	  observed	  d:54005	  
with	  defaults	  
• Wireshark	  decodes	  as	  
GigE	  Vision	  Stream	  
Protocol	  (GVSP)	  
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  20738000	  bits/sec,	  4775	  packets/sec	  
	  	  30	  second	  output	  rate	  5000	  bits/sec,	  2	  packets/sec	  



udpplain:  UDP  flood  with  less  op>ons
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udpplain:  UDP  flood  with  less  op>ons
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11:52:43.838964	  IP	  192.168.3.140.64446	  >	  192.168.3.10.54005:	  UDP,	  length	  512	  
11:52:43.839078	  IP	  192.168.3.140.64446	  >	  192.168.3.10.54005:	  UDP,	  length	  512	  
11:52:43.839182	  IP	  192.168.3.140.64446	  >	  192.168.3.10.54005:	  UDP,	  length	  512	  
11:52:43.839339	  IP	  192.168.3.140.64446	  >	  192.168.3.10.54005:	  UDP,	  length	  512	  
11:52:43.839452	  IP	  192.168.3.140.64446	  >	  192.168.3.10.54005:	  UDP,	  length	  512	  
11:52:43.839559	  IP	  192.168.3.140.64446	  >	  192.168.3.10.54005:	  UDP,	  length	  512	  
11:52:43.839674	  IP	  192.168.3.140.64446	  >	  192.168.3.10.54005:	  UDP,	  length	  512	  
	  



vse:  Valve  source  engine  specific  flood

• UDP	  flood	  
• Random	  source	  port	  
• DesNnaNon	  port	  27015	  

•  Streaming/gaming	  
•  Half-‐Life	  
•  Counter	  Strike	  

• Payload	  includes	  a	  source	  engine	  
query	  
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  162000	  bits/sec,	  289	  packets/sec	  
	  	  30	  second	  output	  rate	  1000	  bits/sec,	  2	  packets/sec	  



vse:  Valve  source  engine  specific  flood
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vse:  Valve  source  engine  specific  flood
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12:11:19.036512	  IP	  192.168.3.140.50232	  >	  192.168.3.10.27015:	  UDP,	  length	  25	  
12:11:19.039593	  IP	  192.168.3.140.65310	  >	  192.168.3.10.27015:	  UDP,	  length	  25	  
12:11:19.042632	  IP	  192.168.3.140.36703	  >	  192.168.3.10.27015:	  UDP,	  length	  25	  
12:11:19.045568	  IP	  192.168.3.140.15327	  >	  192.168.3.10.27015:	  UDP,	  length	  25	  
12:11:19.048640	  IP	  192.168.3.140.43448	  >	  192.168.3.10.27015:	  UDP,	  length	  25	  
12:11:19.051764	  IP	  192.168.3.140.26070	  >	  192.168.3.10.27015:	  UDP,	  length	  25	  
12:11:19.056864	  IP	  192.168.3.140.55212	  >	  192.168.3.10.27015:	  UDP,	  length	  25	  



dns:  DNS  resolver  flood  using  the  targets  domain

•  Target	  IP	  in	  launch	  syntax	  
is	  ignored	  
•  The	  bot	  does	  an	  A	  lookup	  
for	  $STRING.domain.com	  
•  Floods	  the	  target	  DNS	  
server,	  not	  the	  IP	  
specified	  in	  the	  a7ack	  
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  187000	  bits/sec,	  289	  packets/sec	  
	  	  30	  second	  output	  rate	  106000	  bits/sec,	  89	  packets/sec	  



dns:  DNS  resolver  flood  using  the  targets  domain
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•  My	  camera	  received	  192.168.3.2	  as	  its	  DNS	  server	  in	  DHCP,	  which	  is	  why	  the	  
queries	  are	  coming	  from	  that	  IP	  

•  This	  a7ack	  will	  likely	  come	  from	  legiNmate	  DNS	  resolvers	  
•  This	  is	  a	  small	  length,	  high	  PPS	  a7ack	  in	  producNon,	  PPS	  will	  exhaust	  before	  BPS	  



dns:  DNS  resolver  flood  using  the  targets  domain
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$STRING	  will	  be	  appended	  to	  whatever	  is	  specified	  in	  the	  a7ack	  iniNaNon:	  
	  

mirai-‐user@botnet#	  dns	  192.168.3.10	  30	  domain=target.starboardlab.com	  
	  
14:38:30.474512	  IP	  192.168.3.2.51615	  >	  192.168.2.53.53:	  40281+	  A?	  brurc8sn0svl.target.starboardlab.com.	  (54)	  
14:38:30.475121	  IP	  192.168.2.53.53	  >	  192.168.3.2.51615:	  40281	  NXDomain*	  0/1/0	  (117)	  
14:38:30.485440	  IP	  192.168.3.2.19619	  >	  192.168.2.53.53:	  2795+	  A?	  4kjrt8r8ebx.target.starboardlab.com.	  (54)	  
14:38:30.486050	  IP	  192.168.2.53.53	  >	  192.168.3.2.19619:	  2795	  NXDomain*	  0/1/0	  (117)	  
	  

mirai-‐user@botnet#	  dns	  192.168.3.10	  30	  domain=starboardlab.com	  
	  
14:39:42.162511	  IP	  192.168.3.2.11501	  >	  192.168.2.53.53:	  49873+	  A?	  mhwh8sujh624.starboardlab.com.	  (47)	  
14:39:42.163137	  IP	  192.168.2.53.53	  >	  192.168.3.2.11501:	  49873	  NXDomain*	  0/1/0	  (110)	  
14:39:42.173195	  IP	  192.168.3.2.49111	  >	  192.168.2.53.53:	  16872+	  A?	  iiwmns3mqr6e.starboardlab.com.	  (47)	  
14:39:42.173795	  IP	  192.168.2.53.53	  >	  192.168.3.2.49111:	  16872	  NXDomain*	  0/1/0	  (110)	  
	  
	  



greip:  GRE  IP  flood

•  Sends	  IP	  traffic	  encapsulated	  as	  
GRE	  to	  target	  
•  Tunneled	  source	  IP	  is	  
251.190.215.64	  
• High	  BPS,	  high	  PPS	  out	  of	  
camera	  
• Possibly	  why	  it’s	  used	  so	  
frequently	  
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  24223000	  bits/sec,	  5332	  packets/sec	  
	  	  30	  second	  output	  rate	  5000	  bits/sec,	  2	  packets/sec	  

Some	  of	  these	  parameters	  don’t	  work	  correctly	  
(similar	  on	  other	  a7acks)	  



greip:  GRE  IP  flood
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greip:  GRE  IP  flood

15:33:37.323277	  IP	  192.168.3.140	  >	  192.168.3.10:	  GREv0,	  length	  544:	  	  
	  IP	  251.190.215.64.37751	  >	  31.178.25.48.3063:	  UDP,	  length	  512	  

	  
15:33:37.323446	  IP	  192.168.3.140	  >	  192.168.3.10:	  GREv0,	  length	  544:	  	  

	  IP	  251.190.215.64.27604	  >	  174.37.204.189.38069:	  UDP,	  length	  512	  
	  
15:33:37.323619	  IP	  192.168.3.140	  >	  192.168.3.10:	  GREv0,	  length	  544:	  	  

	  IP	  251.190.215.64.15131	  >	  61.105.222.130.50846:	  UDP,	  length	  512	  
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greeth:  GRE  Ethernet  flood

• Payload	  is	  transparent	  
ethernet	  bridging	  over	  GRE	  
• Random	  src/dest	  MACs	  
•  Tunneled	  source	  IP	  is	  
251.190.215.64	  
• Not	  as	  high	  throughput	  as	  
greip	  
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  9847000	  bits/sec,	  2198	  packets/sec	  
	  	  30	  second	  output	  rate	  5000	  bits/sec,	  2	  packets/sec	  



greeth:  GRE  Ethernet  flood
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greeth:  GRE  Ethernet  flood
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16:11:21.942899	  IP	  192.168.3.140	  >	  192.168.3.10:	  GREv0,	  length	  558:	  	  
	  IP	  251.190.215.64.57015	  >	  78.179.1.121.9547:	  UDP,	  length	  512	  

	  
16:11:21.943134	  IP	  192.168.3.140	  >	  192.168.3.10:	  GREv0,	  length	  558:	  	  

	  IP	  251.190.215.64.57287	  >	  88.62.89.39.65180:	  UDP,	  length	  512	  
	  
16:11:21.943351	  IP	  192.168.3.140	  >	  192.168.3.10:	  GREv0,	  length	  558:	  	  

	  IP	  251.190.215.64.9042	  >	  81.152.33.159.38579:	  UDP,	  length	  512	  



hBp:  HTTP  flood

• GET	  /	  a7ack	  
• Bot	  generated	  ~	  500	  kbps	  of	  GETs	  
• However,	  web	  server	  served	  12.5	  
Mbps	  of	  traffic	  to	  this	  one	  bot!	  
• Content	  is	  the	  basic	  Apache2	  
welcome	  page	  
•  IncremenNng	  source	  ports	  
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sw2#sho	  int	  fa0/10	  |	  i	  30	  second	  
	  	  30	  second	  input	  rate	  516000	  bits/sec,	  350	  packets/sec	  
	  	  30	  second	  output	  rate	  12589000	  bits/sec,	  1165	  packets/sec	  



hBp:  HTTP  flood
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HTTP  user  agents  included  in  the  bot
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Side  note:  Burst  aBacks

• Make	  detecNon	  more	  difficult	  
•  Easily	  controlled	  in	  Mirai	  with	  the	  Nme	  parameter	  
• h7ps://twi7er.com/MiraiA7acks	  
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Varia>ons  to  the  code
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New  Mirai  Strands  –  Dec  9,  2016

• At	  least	  53	  unique	  Mirai	  samples	  caught	  by	  Dec	  9,	  2016	  Network	  
Security	  Research	  Lab	  at	  360	  
• Originally	  targeted	  port	  TCP/23	  and	  TCP/2323	  (Telnet)	  
• VariaNon	  in	  the	  DT	  a7ack	  targets	  TCP/7547	  and	  TCP/5555	  (TR-‐069)	  
• VariaNon	  using	  Domain	  GeneraNon	  Algorithm	  (DGA)	  

•  Periodically	  generate	  new	  domain	  names	  as	  rendezvous	  point	  with	  C2	  
•  Evasion	  technique	  against	  domain	  blacklisNng	  
•  Mirai	  generated	  domain	  determined	  by	  month,	  day	  and	  hardcoded	  seed	  
•  Maximum	  unique	  domains	  is	  365,	  one	  per	  day	  
•  Room	  for	  improvement:	  Conficker.a	  and	  .b	  generated	  250	  domains	  per	  day,	  .c	  did	  50k	  
domain	  changes	  every	  day	  

h7p://www.securityweek.com/new-‐mirai-‐variants-‐have-‐built-‐domain-‐generaNon-‐algorithm	   58	  



The  Mirai  Domain  Genera>on  Algorithm
SimulaNon	  of	  Mirai	  generated	  domains	  +	  registraNon	  info	  

(Source:	  h7p://blog.netlab.360.com/new-‐mirai-‐variant-‐with-‐dga/)	  

(Source:	  h7ps://en.wikipedia.org/wiki/Domain_generaNon_algorithm)	  

Domain	  determined	  by	  month,	  day	  and	  hardcoded	  seed	  string	  
One	  domain	  per	  day,	  365	  unique	  domains	  
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Addi>onal  aBack  customiza>on…

•  Slide	  is	  hidden	  in	  PPT	  
•  I	  may	  come	  back	  to	  this	  –	  need	  input	  from	  R&D	  
•  THC-‐SSL-‐DOS	  
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How  can  I  catch  this  in  my  network?

• CNC	  control	  is	  TCP/23	  

• ReplicaNon	  scanning	  is	  default	  TCP/23	  and	  TCP/2323	  
•  Look	  for	  increases	  in	  these	  in	  nexlow	  

•  ScanListen	  is	  default	  on	  port	  48101	  
	  

• Honeypots	  

•  Scanners	  
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Cymmetria  Honeypot:  MTPot

h7p://blog.cymmetria.com/mirai-‐open-‐source-‐iot-‐honeypot-‐new-‐
cymmetria-‐research-‐release	  
	  
Ubuntu	  16.04.1	  LTS	  
$	  sudo	  apt-‐get	  update	  
$	  git	  clone	  h7ps://github.com/CymmetriaResearch/MTPot.git	  
$	  sudo	  apt-‐get	  install	  gcc	  python-‐dev	  python-‐pip	  
$	  cd	  MTPot	  
$	  sudo	  pip	  install	  -‐r	  requirements.txt	  
$	  sudo	  python	  MTPot.py	  -‐v	  /home/mhuser/MTPot/mirai_conf.json	  
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Cymmetria  Honeypot:  MTPot
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Other  IoT  Bots
Mirai	  
h7p://blog.malwaremustdie.org/2016/08/mmd-‐0056-‐2016-‐linuxmirai-‐just.html	  
h7ps://www.cyber.nj.gov/threat-‐profiles/botnet-‐variants/mirai-‐botnet	  
	  	  

Hajime	  	  
h7p://news.so}pedia.com/news/hajime-‐iot-‐worm-‐considerably-‐more-‐sophisNcated-‐than-‐mirai-‐509423.shtml	  
h7ps://www.cyber.nj.gov/threat-‐profiles/botnet-‐variants/hajime-‐botnet	  
h7ps://security.rapiditynetworks.com/publicaNons/2016-‐10-‐16/hajime.pdf	  	  
	  	  

Linux/IRCtelnet	  (New	  Aidra)	  
h7p://www.theregister.co.uk/2016/10/31/iot_botnet_wannabe/	  
h7p://blog.malwaremustdie.org/2016/10/mmd-‐0059-‐2016-‐linuxirctelnet-‐new-‐ddos.html	  
h7ps://www.cyber.nj.gov/threat-‐profiles/botnet-‐variants/aidra-‐botnet	  
	  	  

Bashlite	  
h7p://blog.malwaremustdie.org/2016/02/mmd-‐0052-‐2016-‐skidddos-‐elf-‐distribuNon.html#gayfgt	  
h7ps://www.cyber.nj.gov/threat-‐profiles/botnet-‐variants/bashlite	   64	  



Closing

• People	  are	  arguing	  about	  Mirai’s	  longevity	  
•  Because	  of	  its	  predatory	  nature,	  it	  protects	  itself	  up	  from	  future	  takeovers	  
•  The	  bulk	  of	  hosts	  are	  already	  infected	  and	  under	  CNC	  
•  However,	  code	  is	  flushed	  when	  device	  is	  rebooted	  

• Mirai	  is	  a	  game	  changer	  
• As	  operators,	  we	  need	  to	  be	  mindful	  of	  the	  equipment	  in	  our	  network	  
• We	  also	  need	  to	  give	  considerable	  thought	  about	  how	  to	  combat	  
against	  these	  a7acks	  in	  our	  networks	  
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