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What is an RIR?

A Regional Infternet Registry (RIR)
manages the allocation and
reqgistration of Internef number
resources* in a particular region of the

world.

*Internet number resources include IP addresses
and autonomous system (AS) numbers.
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ARIN’s Service Region
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The ARIN Region includes many Cariblbean and North Atlantic
islands, Canadaq, the United States and outlying areas.



Major Services from ARIN

ARIN Online
Email (including templates)

Directory Services

— Whois

— Whois-RWS

— Registration Data Access Protocol (RDAP)

Domain Name System (DNS)

— Reverse DNS
— DNS Security (DNSSEC)

Internet Routing Registry (IRR)
Resource Public Key Infrastructure (RPKI)
Operational Test & Evaluation environment (OT&E)



Terms

 Resources
— IP Addresses (Networks)
— Autonomous System Numbers (ASNs)
« Organization
— The legal entity holding resources
— Shows up in Whois/RDAP
« Points of Contact
— Associated with Organizations
— Show up in Whois/RDAP
— Tech, Admin, NOC, Abuse
« SWIP
— “Shared Whois Project”

— Registration of reassigned or reallocated networks in the
ARIN registry



A Bit of History on SWIP

« DDN NIC —circa 1992

— RIPE spun out

— Wanted to place IP reassignments back
INntfo the DDN NIC

— Worked off a attribute/value templates

— Called it SWIP - Shared Who Is Project



A Bit More History

e InterNIC - circa 1993

— Only 7 people to take care of domains, IP
addresses, and ASNs (2 engineers/5
registration people)

— Needed to deal with IP reassignments in

an automated way beyond templates
« Created RWhois — a directory service for ISPs
for reassignments
« SWIP - for those who did not want to setup
RWhois



And Then There Was ARIN

« ARIN —circa 1997

* Inherited template system from
nterNIC and RWhois

« Not much movement until 2007 on
Nnew services

« Since 2007, push to modernize and
autfomate systems




What's new: ARIN Online

(www.arin.net)

ARIN ONLINE

Usemame and password are
case sensitive.

new user?

login =
About ARIN Online




What Can | Do in ARIN Online?

» Resource management for IPs/ASNs
— Requests and Transfers
— Technical services (Reverse DNS/RPKI)
— SWIP-EZ

 Downloadable reports
— Associations/reassignments/bulk Whois/WhoWas

* Billing & Payments
» Voting (Board, AC, NRO NC])




ARIN Online Usage

¢« 120,726 accounts activated since
inception through Q4 of 2016
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Active Usage of ARIN Online

* Logins from inception through Q4 of 20146
 One user loggedin 1,319,292 times!
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Linking?

« Way of managing resources put into
place before ARIN Online was
unveiled

* A good set of videos af

— https://www.youtube.com/user/teamarin
— Teaches you how fo:
« Create an ARIN Online account

« Create and manage POCs and Org IDs
« Request transfers




Ask ARIN and Message Center

* Ask ARIN
A way to ask ARIN staff a question on
the web

 Message Center
— Tracks ticketed requests

— Ticketed requests are things like resource
requests and correspondence, RPKI
nofifications, reports



Reports

« Associations Report

— POCs linked to your ARIN Online account,
INncluding roles served by these POCs for any
associated Organization (Admin, Tech,
Abuse, etc.)

— Organization associated with your ARIN
Online account

— Network records (NETs) and Autonomous
System Number records (ASNs) associated
with your linked POC:s, directly or via an
associated Organization




Reports (Cont)

« User Reassignment Report

— Reassignments/reallocations associated with your
ARIN Online account via associated Organization

— "Holes" in all Network records (NETs) associated with
your ARIN Online account, where no reassignment or
reallocation has been made

« Whowas
— History of a resource
* Bulk Whois
— Directory services information placed in files

« Reports are ticketed and delivered intfo your
Message Center



Billing

« Pay bills
« Calculate fees
* View current and past-due invoices



REST Services

oy 4

 Reg-RWS  Whois
— SWIP — RDAP (the new Whois)
— Reports — Whois-RWS

— Manage DNS / RPKI



What is REST?

» Representational State Transter

* As applied to web services

— defines a pattern of usage with HTTP to create,
read, update, and delete data

— “Resources” are addressable in URLS

* Very popular protocol model
— Amazon S3, Yahoo & Google services, ...



The BIG Advantage of REST

« Easily understood
— Any modern programmer can incorporate it
— Can look like web pages
» Re-uses HTTP in a simple manner
— Many, many clients
— Other HTTP advantages

« This is why it IS very, very popular with
Google, Amazon, Yahoo, Twitter,
Facebook, YouTube, Flickr, ...



What does it look like?
Who can use it?

Where the data is.
What type of data it is.
The ID of the data.

http://whois.arin.net/rest/poc/KOSTE-ARIN

It is a standard URL. Anyone can use it.
Go ahead, put it into your browser.



Where can more information on
REST be found?

o« RESTful Web Services
— O’ Reilly Media
— Leonard Richardson

R
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RESTful

Web Services

O'REILLY"

— Sam Ruby




Email/Templates

« Before ARIN Online,
only way of
communicating with
ARIN

 Now only

— Reassignment
Information

— Email Questions
« Lots of Spam
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Directory Services

 Whois
— Resource Information as per RFC812

« RDAP (the new Whois)

— Resource Information as per RFCs
/480-7484

* Whois-RWS
— RESTiul Implementation of ARIN Whois
— XML-based, proprietary




Registration Data Access
Protocol (RDAP)

* Long, fancy, official-sounding name
for a simple ideaq:

— All the RIRs will now have a common
query interface

— Also will be used by many domain
reqgistries



DNS

* Provide Reverse DNS delegation
management for IPv4 and IPvé

» This includes DNSSEC



IRR

* Provides coarse routing information for
routing filters

» Processed through templates sent vio
emall

 Has a Whois interface using RPSL (RFC
2622)

« Documented at
— https:.//www.arin.net/resources/routing/



RPKI

« A cryptographic way for 3@ parfies to
see who has what resources

» Tied into Origin AS’s for a bootstrap 1o
route authentication



Tools

» Lots of APIs
* You can build your own tools

« SOome have shared their tools with
others

» Repository for these tools

— https://github.com/arineng
— http://projects.arin.net



OT&E
(Operational Test & Evaluation)

» Lots of people test in production
— Is not the best place to test
— Things do get stuck - may impact others
— Operational Test & Evaluation

« Goodness of OT&E

— Place to test code

— Place to test process

— All services now under ote.arin.net except email
— Need to register to participate

— hittps://www.arin.net/resources/ote.himl




Feedback

» Users can notify us of Internet Numlber
Resource Fraud and Whois Inaccuracy

« Can provide feedback on the
application via the feedback button

« Suggestions through “ARIN
Consultation and Suggestion
Process” (ACSP)



Q&A




