
Measuring and Monitoring IPv6 
 
 “You cannot manage what you cannot measure” 

Ciprian Popoviciu, Nephos6 
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It is time to focus on the quality of IPv6 

enablement, not just on the size of its 

footprint! 

 

A good deployment could mean better user experience 

and a more scalable, easier to manage infrastructure 

A bad deployment could mean poorer user experience, 

negative impact to the business, harder to 

troubleshoot issues  



 

Many IPv6 projects fail  because  

lack of good reporting to leadership 

 

Running two protocols is not easy 

without  visibility in both protocols 

 

IPv6 affects every aspect of IT 

Avoid adding uncertainty 

A Good IPv6 Enablement is Driven by Data 
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IPv6 value goes beyond  address 

While not easy, it should be shown Metrics 

Measure 
Impact 

Prove 
Value 

Effectively 
Operate 

Report to 
Leadership 

We will provide guidelines on: 

•Metrics choices 

•Metrics data collection 

•Enablement process 

For a good IPv6 enablement 



IPv6 is The Plan of Record yet … 
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Monitoring tools are missing! 

 

    Emile Aben, RIPE 

 

… and we all know we cannot manage what we cannot 

measure 
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Metrics for IPv6 Enablement and Operation 

 IPv6 Measurement and Monitoring Considerations 

 Data Collection 

 IPv6 Performance Observations 

 Conclusions 

Agenda 

What 

Why 

How 



Metrics for IPv6 Enablement and Operation 
 

Doing IPv6 Right, Not on a Prayer 



Where do Metrics Help When Enabling IPv6? 
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IPv4 

IPv6 

Preparing for 

enablement 

Understand your 

existing environment 

to track impact and 

avoid IPv6 being 

blamed for any 

issue 

Enablement process 

Monitor quality of 

enablement, impact 

on existing 

infrastructure, collect 

metrics relevant to 

the business 

Dual-Stack operation 

Understand how the 

two infrastructures 

perform, troubleshoot 

two parallel 

infrastructures, 

optimize 

IPv4 sunset  

Track transition, 

monitor impact 

Structural factors impacting UX such as deployment design 

IPv6 specific factors impacting UX that related to management of IPv4-IPv6 co-existence 



IPv6 Metrics Considerations 
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 User is not aware of IPv6. That means we need to understand how 

well the entire service is delivered over IPv6 

Multiple organizations and admin domains are involved in the end to 

end service delivery so it is not all up to us 

 There are IP protocol selection mechanisms that were built in to 

make the transition smoother (Happy Eyeballs, DNS timing based 

selection) 

 Networks are still in transitions, content access changes over time, 

support consistency not quite there yet 



So What to Measure When it Comes to IPv6? 
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 Project related 

 - Percentage enabled (e.g. 100% of Facebook data centers are IPv6 enabled) 

 - Usage (e.g. 70% of Verizon mobile traffic is over IPv6) 

 Network related 

 - DNS response time (some OSs make protocol selections based on this) 

 - Round trip delay (impact on user experience) 

 - TCP connect success rate and TCP connect times (Happy Eyeballs) 

 Applications related 

 - Application uptime over IPv6  

    - User Experience 

 - APDEX for IPv6 vs IPv4 

 - IPv6 Effectiveness 

IPv6 Marketing 

Project Management 

Variables 

Explanatory 

Variables for a Good 

Deployment 

(data collected) 

Dependent 

Variables for a Good 

Deployment 

(relevant KPIs) 



How to Measure? 
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Active Measurements 

(Causal, Proactive) 

Passive Measurements 

(Correlation, Mainly Forensic) 
 Sampling randomly from user 

machines (instrumented ad 

approach) 

 Deterministic, periodic and 

controlled from agents acting 

as users 

 Netflow 9 

 Inline traffic monitoring 

 Logs 

 Metrics at application level (if 

available) 
 

The focus of this presentation 



When to Measure? 
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Periodic, Ongoing Sampling, On Specific 

Observation Windows 
 Events and changes impact 

the performance of the 

services over time 

 Changes are not necessarily 

the same for IPv4 and IPv6 

 Good for specific studies of 

performance 

 Not helpful when issues occur and 

need more data or specific tests 
 

The focus of this presentation 



Two Perspectives – Outside vs Inside 

1. Outside – Using Global Agents (Cloud Provider or Eyeball Networks) 

2. Inside – Using agents Inside the Enterprise 

Internal 
Facing  

Services 

SaaS and Cloud 
Based Services 

External  
Facing  

Services 

Outside Inside 



A Note on IPv6 vs IPv4 
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 The metrics and methods used should be protocol independent, yet 

they should cover both 

 It is important to be able to see the data side by side when running a 

dual-stack environment 

 

 

 

 

Unique opportunity to improve UX from day one!  

 

The good thing is that you do not 

need to define target values for 

IPv6 metrics, you already have 

them from IPv4 

The key goal is for your IPv6 

metrics to be at least as good 

as the IPv4 ones as measured 

before you started IPv6 

enablement 



Data Collection 

Using v6Sonar platform 



Global Infrastructure – Outside View  

 Agents deployed in dual-

stacked CSPs 

Measuring (IPv6/IPv4): 

 - DNS response 

 - Ping 

 - Traceroute (TCP) 

 - TCP connect time 

 - Full page load 

 Polling every 10 minutes 



IPv6 Performance Observations 

The Good, The Bad and The Ugly 



General Observations – Outside View  

 Service performance over IPv6 is different than over IPv4 

 Performance changes over time and events in IPv6 infrastructure are 

not always congruent with those in IPv4 infrastructure 

 Notable differences based on location 

 Tunnels still make a difference 

 CDN for IPv6 is different than for IPv4 

Many organizations have no idea how performance over IPv6 

compares to performance over IPv4 until an event occurs 

 Service or resources go off of IPv6 for long periods of time. 



User Experience with Facebook is Better Over IPv6 

 

 

 

 

 

 

 

Facebook is faster over IPv6 by 14% on average 

Data collected with www.v6sonar.com  
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And Not Just Facebook 
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23% 14% 23% 24% -34% 8% 3% 

Data collected with www.v6sonar.com  

Amazon? 

http://www.v6sonar.com/


It Does Not Depend Just on You to Do IPv6 Well 
Gov Site 1 

Gov Site 2 

NIH 

 

 

 

 

 

 

 

                                                              Is your CDN doing it right? 

Data collected with www.v6sonar.com  

http://www.v6sonar.com/


NIH – Gov Site 2 
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Same Site, Different DCs 

Data collected with www.v6sonar.com  
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User Satisfaction 
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IPv6 Effectiveness – Relative to Facebook 
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IPv6 Effectiveness = P1(DNS) * P2(TCP Connect) * P3(Full load time) 



However … You Must Focus on Doing IPv6 Right 

 

 

 

 

 

 

Google blacklist: https://www.google.com/intl/en_ALL/ipv6/statistics/data/no_aaaa.txt 

UCSC (AS5739), CITI (AS3081), ATT (AS7018), HE (AS6939) 

 

Geoff Huston, Feb 2016 

Data collected with www.v6sonar.com  

https://www.google.com/intl/en_ALL/ipv6/statistics/data/no_aaaa.txt
http://www.v6sonar.com/


General Observations – Inside View  

 Service performance over IPv6 is different than over IPv4 

 Performance changes over time and events in IPv6 infrastructure are 

not always congruent with those in IPv4 infrastructure 

 Notable differences based on location 

 Tunnels still make a difference 

 CDN for IPv6 is different than for IPv4 

Many organizations have no idea how performance over IPv6 

compares to performance over IPv4 until an event occurs 

 Service or resources go off of IPv6 for long periods of time. 



Conclusions 

You cannot claim to have deployed IPv6 unless you monitor it 



Takeaways 
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 Some need to keep working on getting IPv6 and IPv4 on par 

 It is important to monitor from all the same angles and perspectives 

we do it for IPv4 and more 

Must keep the service not just the protocol in mind, users don’t know 

 Baseline IPv4 -> Monitor IPv4 impact -> Baseline IPv6 -> Monitor 

IPv6 

 

Operationalize IPv6!  

 



chip@nephos6.com  

Thank You! 

mailto:contact@nephos6.com
mailto:contact@nephos6.com

