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The Problem 
•  Neustar launched an HTTP DDoS mitigation 
service, called SiteProtect, built on our experience 
of mitigation DNS attacks 

•  Dnstop used to analyze DNS traffic, but needed a 
similar tool for HTTP traffic, aggregating: 
»  GET/POST content 
»  Source/Destination IP address 
»  Various HTTP headers 

(Host, User-Agent, Accept-Language, Referer) 

•  Needed an easier solution than tcpdump fed to 
awk/grep/sed/etc… 

•  Webtop fulfills this need 
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Webtop – Host 
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Webtop – GET/POST 
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Webtop – Source IP 
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Webtop – Destination IP 
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Webtop – User-Agent 
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Webtop - Referer 
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Webtop – Accept-Language 
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Webtop – AS Path 
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Webtop - GeoIP 
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Webtop – GET/POST by Source IP 
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Webtop – Referer by Destination IP 
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Webtop - BPS 
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Webtop - PPS 
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Webtop – Berkeley Packet Filter 
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Webtop – HTTP Filter 
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Webtop – Multiple files 
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Webtop – Top Talkers 
10/26/12 

© Neustar Inc. / Proprietary and Confidential 19 



Webtop – Apple User-Agents 
10/26/12 

© Neustar Inc. / Proprietary and Confidential 20 



Webtop - Internals 
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100% Perl code 
Extendible - just add 

 
HTTP header regex 
keyboard command 

output format command 

 

Location: 
https://sourceforge.net/projects/neustarwebtop/ 



Thank you 

22 © Neustar Inc. / Proprietary and Confidential 


