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The Problem

* Neustar launched an HTTP DDoS mitigation
service, called SiteProtect, built on our experience
of mitigation DNS attacks

* Dnstop used to analyze DNS traffic, but needed a
similar tool for HT TP traffic, aggregating:
» GET/POST content
» Source/Destination |IP address

» Various HTTP headers
(Host, User-Agent, Accept-Language, Referer)

* Needed an easier solution than tcpdump fed to
awk/grep/sed/etc...

« Webtop fulfills this need
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Webtop — Host
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Webtop — GET/POST
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thd”+ BPF: "7+ HTTP Filter: "7 Time: Thu Apr 19 17:55:52 2012
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Webtop — Source |IP

Tranzactions: 0 new, 6 total: Packets: 132 new, 1009 total:
Source: “eth4”: BPF: “7: HTTP Filter: "¢ Time: Thu Apr 19 17:51:56 2012
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Webtop — Destination IP
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Webtop — User-Agent
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Webtop - Referer
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Webtop — Accept-Language
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Webtop — AS Path

Ty tions: 0 new, 436 total: Packets: 116 new, 56,2k total:
Source: “ethd4d”: BPF: "7+ HTTP Filter: "7 : 20 14:06:18 2012

AS Path (1> Count

A538403 Gunpolliwang Office of Education

10 © Neustar Inc. / Proprietary and Confidential



Webtop - GeolP
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Webtop — GET/POST by Source IP
-0l |
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Webtop — Referer by Destination IP
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Webtop - BPS

Tr tions: 0 new, 841 total: Packets: 40 new, 103k total:
Source: “ethd4”: BPF: "¢ HTTP Filter: "¢ Time: Fri Apr 20 14:13:14 2012

Source

14 © Neustar Inc. / Proprietary and Confidential



Webtop - PPS

¥{ Ipeters@paankai~

Tranaactiona: 1 new .,

Sour "ethd”+ BPF: 77
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888 total: Packets: 163 new, 109k total:
¢+ HTTP Filter: “7: Time: Fri Apr 20 14:13:54 2012
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Webtop — Berkeley Packet Filter

¥¢ Ipeters@psnSiaigh -
Tranzactions: 0 new, 1 total: Packets: 25 new, 1079 total:
"ethd”: BPF: “src net 173,245,0,0/167: Time: Fri Apr 20 15:07:45 2012
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Webtop — HT TP Filter

Tranzactions: 0 new, 6 total: Packets: 2 new, 8288 total:
Source; “eth4”: HTTP Filter: "Mozilla/%": Time: Fri Apr 20 15315311 2012
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Webtop — Multiple files
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oystem? ;

Count

Wit , SRS ERERENAN . o
W

stk con

Wi . co ., uk

18 © Neustar Inc. / Proprietary and Confidential




Webtop — Top Talkers

Y¢ Ipeters@ A~

[lpetersCumyitd® ~1% /usr/local/bin/webtop -m -0 -of=s -0l=20 ,
lebtop report: Thu May 3 15:36:17 2012
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Webtop — Apple User-Agents

[lpetersComaplidnp “1$ /usr/local/bin/webtop -m -0 -of=a -F="i{Phone|Pad}"
/%, pcap
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Webtop - Internals

21

100% Perl code
Extendible - just add

HTTP header regex
keyboard command
output format command

L ocation:
https://sourceforge.net/projects/neustarwebtop/
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