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Outline	  

•  The	  experiment	  
•  Results	  and	  analysis	  
– Popula0on	  mix	  

– Teredo	  
– 6to4	  
– MAC	  and	  EUI-‐64	  

•  Conclusions	  



Unique	  IPv6	  Addresses	  per	  day	  
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IPv6	  Popula0on	  Mix	  



Regional	  Distribu0on	  of	  Na0ve	  IPv6	  
Addresses	  



Decoding	  Teredo	  

•  Encoded	  Informa0on:	  
–  Prefix	  2001:0000::/32	  
–  Teredo	  server	  
–  NAT	  flag	  
–  UDP	  Port	  
–  Client	  IPv4	  

Source:	  Wikipedia	  



Teredo	  Servers	  

•  11M	  unique	  IPv6	  
addresses	  

•  Overall	  258	  Teredo	  
servers	  in	  171	  unique	  
ASNs	  in	  39	  countries	  

•  150	  in	  RIPE	  region,	  86	  
in	  ARIN,	  19	  in	  APNIC,
3	  in	  AFRINIC,	  none	  in	  
LACNIC	  

•  	  Top	  5	  servers	  
account	  for	  almost	  all	  
of	  the	  addresses	  
observed	  



Teredo	  and	  Cone	  NAT	  

•  15K	  unique	  IPv6	  addresses	  had	  “cone	  NAT”	  flag	  set	  
•  Almost	  half	  in	  APNIC	  region	  –	  7.5K,	  5K	  in	  RIPE	  

•  Indonesia	  and	  New	  Zealand	  Telecom	  largest	  
contributors	  



6to4	  Usage	  by	  Country	  

 0

 100000

 200000

 300000

 400000

 500000

 600000

S
A

G
E

R
S

G
R L
V

N
L

T
R IL P
T

E
S

C
Z

S
G L
T F
I

F
R

P
K

K
Z

C
A

P
H

B
G

V
E

Z
A

D
E

H
K

S
E

M
Y

M
A

B
Y

B
D

C
O JP C
L

G
B

H
U P
L

A
R IN

M
D

U
A

U
S IT

R
O

R
U

T
W C
N

A
U

B
R

K
R

N
Z ID

N
u
m

b
e
r 

o
f 
U

n
iq

u
e
 6

to
4
 A

d
d
re

ss
e
s

Country

6to4 Usage by Country

•  Prefix:	  2002::/16	  
•  Next	  32	  bits	  are	  IPv4	  address	  

•  2.78M	  unique	  6to4	  addresses	  
•  RIPE-‐	  92K,	  1.4M	  –	  APNIC,	  

112K	  –	  ARIN,	  292K	  –	  LACNIC,	  
65K	  –	  AFRINIC	  

•  205	  unique	  country	  codes	  
•  Indonesia	  largest	  –	  500K	  –	  

18%	  
•  New	  Zealand,	  Korea,	  Brazil,	  

Australia,	  China	  ~100K	  -‐	  4%	  
each	  



Decoding	  MAC	  addresses	  

Source:	  Wikipedia	  

•  The	  boeom	  64bits	  of	  an	  
IPv6	  address	  are	  the	  host	  
iden0fier	  which	  can	  be	  
generated	  based	  on	  the	  48-‐
bit	  MAC	  address	  	  

•  Iden0fied	  by	  the	  tag	  
“FF:FE”	  in	  12,13	  bytes	  

•  Possible	  for	  both	  na0ve	  
IPv6	  as	  well	  as	  6to4	  
addresses	  

•  Host	  iden0fiers	  can	  also	  be	  
generated	  via	  DHCPv6	  or	  
randomly	  



Observed	  MAC	  Addresses	  
•  Of	  174K	  na0ve	  IPv6	  
addresses	  only	  10%	  
had	  FF:FE	  tag	  –	  13K	  

•  Of	  2.78M	  6to4	  
addresses	  only	  9K	  had	  
FF:FE	  tag	  

•  Apple	  vendor	  ID	  
accounts	  for	  largest	  
number	  of	  hosts	  
iden0fied	  close	  to	  7K	  
for	  each	  na0ve	  and	  
6to4	  addresses	  



Conclusions	  

•  14M	  IPv6	  hosts	  
•  Mostly	  transi0on	  technologies	  –	  Teredo	  ~80%	  
•  Low	  usage	  of	  na0ve	  IPv6	  ~1.3%	  
•  Higher	  Teredo	  usage	  in	  RIPE	  region	  
•  Significantly	  higher	  usage	  of	  6to4	  in	  APNIC	  region	  
•  Not	  seeing	  very	  many	  host	  iden0fiers	  with	  MAC	  
addresses	  

•  Many	  more	  hosts	  IPv6	  literal	  capable	  ~30%	  (of	  all	  
IPv6	  addresses	  observed)	  


