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The	  Problems	  

•  How	  do	  you	  create	  incen0ves	  for	  the	  need	  to	  run	  a	  clean	  
network	  

•  How	  do	  you	  measure	  the	  rela0ve	  security	  posture	  of	  a	  
given	  network	  

•  How	  do	  you	  balance	  the	  need	  to	  communicate	  with	  
another	  network	  with	  the	  risks	  

•  How	  can	  you	  es0mate	  the	  likely	  hood	  of	  malicious	  ac0vity	  
from	  another	  network	  	  

•  Can	  you	  assign	  a	  risk	  metric	  with	  a	  BGP	  path	  

  You	  need	  to	  know	  about	  the	  historical	  and	  current	  
reputa4on	  of	  networks	  



Desired	  Proper0es	  of	  a	  Network	  
Reputa0on	  System	  

•  Must	  take	  into	  account	  a	  wide	  variety	  of	  network	  data	  
sources	  (BGP,	  DNS,	  Email	  etc)	  

•  Must	  be	  both	  passive	  as	  well	  as	  allow	  for	  community	  
par0cipa0on	  (must	  NOT	  allow	  a	  person	  or	  small	  groups	  
to	  collude)	  	  
– Must	  include	  both	  global	  and	  local	  data	  sources	  
– Must	  create	  incen0ves	  for	  people	  to	  par0cipate	  and	  
provide	  local	  perspec0ves	  on	  network	  reputa0on	  

•  Reputa0on	  genera0on	  must	  NOT	  be	  responsibility	  of	  a	  
single	  en0ty	  or	  single	  data	  source	  

•  Must	  allow	  operators	  to	  merge	  global	  reputa0on	  with	  
their	  own	  local	  biases	  before	  use	  in	  a	  security	  policy	  



Architecture	  



Key	  Components	  

1:	  External	  Reputa0on	  Reports	  
2:	  Par0cipa0on	  Reports	  

3:	  Global	  Network	  Reputa0on	  System	  
Incen0ve	  SeVng	  
Data	  synthesis	  and	  weigh0ng	  
Reputa0on	  Distribu0on	  

4:	  Security	  policies	  based	  on	  network	  reputa0on	  



1:	  External	  Par0cipa0on	  Reports	  

•  Derived	  from	  “third-‐party”	  data	  sources	  such	  as	  
spam	  reputa0on,	  dns	  reputa0on,	  botnet	  
reputa0on	  sources,	  darknet	  scanners	  

•  Generally	  published	  globally	  by	  neutral	  third	  
par0es	  not	  generally	  related	  with	  either	  the	  host	  
being	  reported	  on	  or	  the	  party	  that	  is	  a	  poten0al	  
user	  of	  this	  informa0on	  

•  We	  have	  lots	  of	  host	  reputa0on	  informa0on	  of	  
this	  type.	  	  We	  can	  use	  that	  to	  derive	  and	  seed	  
network	  reputa0on	  fairly	  easily	  



2:	  Par0cipa0on	  Reputa0on	  Reports	  

•  Many	  forms	  of	  poten0al	  reputa0on	  data	  is	  not	  
visible	  at	  the	  global	  level	  –	  e.g	  ssh	  brute	  force	  
a\acks	  at	  an	  enterprise,	  www	  brute	  force	  
a\acks	  visible	  in	  local	  logs	  	  

•  Self	  repor0ng	  of	  suspicious	  ac0vity	  origina0ng	  
from	  various	  customer	  blocks	  

•  Repor0ng	  on	  local	  reputa0on	  views	  of	  specific	  
networks	  if	  requested	  by	  overall	  system	  



3:	  Global	  Reputa0on	  Example	  

•  Aggregate	  and	  weight	  different	  sources	  of	  input	  
based	  on	  rela0ve	  confidence	  in	  both	  data	  type	  
and	  the	  repor0ng	  party	  

•  Publish	  consolidated	  reputa0on	  index	  in	  a	  variety	  
of	  ways,	  BGP,	  xml,	  rss,	  etc.	  



4:	  Reputa0on	  based	  security	  policies	  

•  Some	  Interes0ng	  possibili0es:	  
–  BGP	  –	  For	  each	  path	  compute	  the	  rela0ve	  reputa0on	  over	  en0re	  

path	  or	  the	  lowest	  hop	  AS	  in	  any	  path	  and	  influence	  policy	  to	  
avoid	  that	  path	  

–  SPAM	  Scoring	  –	  use	  reputa0on	  of	  source	  in	  scoring,	  but	  more	  
interes0ngly	  –	  bypass	  other	  checks	  if	  reputa0on	  is	  >	  95	  

–  Inbound	  Firewall	  –	  Allow	  all	  traffic	  to	  regular	  servers	  from	  
sources	  with	  reputa0on	  >	  10	  but	  for	  reputa0on	  <	  10	  send	  traffic	  
to	  alternate	  servers	  or	  services,	  require	  addi0onal	  
authen0ca0on	  etc	  

–  Outbound	  traffic	  –	  disallow	  traffic	  to	  networks	  with	  poor	  
reputa0on	  	  

–  Making	  DPI	  viable/scalable	  for	  more	  people	  –	  normally	  route	  
traffic	  for	  reputa0on	  >	  30	  but	  for	  poor	  reputa0on	  sources	  pass	  
traffic	  through	  DPI	  for	  further	  inspec0on	  



RBL	  Characteriza0on	  

RBL	   Data	  Type	   Size	  (#	  of	  IPs)	  

BRBL	   SPAM	   100M	  

XBL	   SPAM	   7.5M	  

SpamCop	   SPAM	   290K	  

Cymru	   CC	   243	  

Shadow	   CC	   1600	  

DrkScan	   Scanner	   170K	  

BruteForce	  SSH	   Applica0on	   65K	  

DroneBL	   Misc	   40K	  



RBLs	  by	  Prefix	  



What	  is	  in	  RBLs	  -‐	  XBL	  



What	  is	  in	  RBLs	  -‐	  SpamCop	  



What	  is	  in	  RBLs	  -‐	  BRBL	  



What	  is	  in	  RBLs	  -‐	  cymru	  



What	  is	  in	  RBLs	  -‐	  ShadowServer	  



What	  is	  in	  RBLs	  -‐	  DarknetScanners	  



RBL	  Overlaps	  
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RBL	  BRICs	  
Country	   IP	  Count	  on	  RBL	   %	  of	  List	   RBL	  Name	  



Building	  Network	  Reputa0on-‐	  Example	  



Building	  Network	  Reputa0on-‐	  Example	  



Building	  AS	  Reputa0on	  



Conclusions	  

•  The	  goal	  of	  the	  network	  reputa0on	  index	  is	  to	  create	  a	  
predic0ve	  indicator	  of	  malicious	  ac0vity	  and	  to	  allows	  
networks	  to	  adjust	  their	  own	  security	  posture	  for	  different	  
networks	  

•  The	  underlying	  premise	  is	  that	  network	  reputa0on	  is	  an	  
indicator	  of	  your	  rela0ve	  security	  posture	  and	  hence	  a	  
predictor	  of	  future	  malicious	  ac0vity	  

•  Ini0al	  results	  and	  proof-‐of-‐concept	  are	  promising	  but	  a	  lot	  
of	  work	  remains	  in	  developing	  a	  more	  convincing	  method	  
for	  handling	  local	  reputa0on	  reports	  

•  Work	  also	  underway	  for	  developing	  prototypes	  that	  
demonstrate	  the	  u0lity	  of	  network	  reputa0on	  in	  security	  
polices	  


