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2010 Infrastructure Security Survey

6" Annual Survey

Survey conducted in
September — October 2010

111 total respondents

contributed

— Service providers
— Content/ASPs

— Enterprises

— Broadband

— Mobile

— DNS

— Educational
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Survey Demographics

57% are service providers
Even geographic distribution
— 33% EMEA
— 28% US and Canada
— 24% APAC
— 15% Latin America
Tier 1 participation jumped to 15%
of the respondents from 5% in 2009

69% of respondents network,
security or operations engineers

22% of respondents were
management or executives
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Key Findings of the Survey

Attack surface continuing to shift

— Attack size increases dramatically attacking underlying network
infrastructure

— Application layer attacks continue with some new applications being
targeted more frequently

DDoS attack capabilities of miscreants are outpacing the defensive
measures taken by network service providers

Firewall and IPS equipment represents critical points of failure during
DDoS attacks

DNSSEC security concerns on the rise as deployments begin and IPv6
security has become an arms war

Mobile network growth is a game changer — availability of limitless bots
with greater bandwidth and few network control points



2010 security events and outlook for 2011

2010 Security Events

Zero-day exploits

Under-capacity for bandwidth
Botted/compromised hosts on network
New vulnerabilities

DDoS attacks towards services

DDoS attacks towards customers

DDoS attacks towards infrastructure
Outages due to DDoS

Outages for failures or mis-configurations |

Security Event Outlook for 2011

Zero-day exploits

Under-capacity for bandwidth
Botted/compromised hosts on network
New vulnerabilities

DDoS attacks towards services

DDoS attacks towards customers

DDoS attacks towards infrastructure
Outages due to DDoS

Outages for failures or mis-configurations

25%
18%

Botted hosts and DDoS
attacks against customers
have been the top security
targets for 2010

Participants predict more
attacks towards services
and infrastructure in 2011

Projected increase in
number of outages due to
DDoS in 2011 shows
concern over the
mechanisms in place to
deal with attacks



DDoS Attack Sizes Over Time

DDoS attack size over time
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Over 100% increase YOY in attack size shows renewed push towards volumetric
attacks

Internet providers have focused on application threats so miscreants turned
back towards attacking network capacity



Application Layer Attacks

Application Attack Destinations

84%
76%

350 40% 38%
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HTTP HTTPS DNS SMTP SIP/VOIP Other

77% of respondents detected application layer attacks so this continues to be a
major attack vector

HTTP and DNS remain the top targets but HTTPS, SMTP and SIP/VOIP attacks are
becoming more common



Attack Frequency and Targets
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Average DDoS Attacks per month
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— 76% of respondents see at least 1 DDoS attack per month
— 35% of respondents see 10 or more DDoS attacks per month compared

to 18% in 2009

The majority of the attacks are specifically targeted at customers or

services

— Size of attacks will still cause much collateral damage




z 40%

Impact of attacks against IDCs

Frequency of DDoS Attacks Against IDCs
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Failure of Firewall and IPS in the IDC

Stateful Firewall/IPS failure due to DDoS
attack in the last 12 months

13%

®No
" Yes

Not deployedin thelDC
49%

= Nearly half of all respondents have experienced a failure of
their firewalls or IPS due to DDoS attack



DNSSEC Threats

Have experienced or anticipate DNSSEC
related problems

DNSSEC deployed

Partial deployment of DNSSEC

Planning to deploy within 12 months

No plan for DNSSEC

DNSSEC Deployment State

-.

-

35%

—41%

* 25% of respondents have deployed DNSSEC

Experienced or anticipate greater
impact from DNS reflection attacks
due to DNSSEC

* Already 25% have experienced or expect problems and 31% expect increase

in amplification




IPv4 Address Exhaustion

IPv4 address exhaustion with 1 year

ENo

HYes

44% of participants predict that
they will be exhausting their IPv4
allocations within the next 12
months

With the overall industry
exhaustion of IPv4 space, this may
lead to business continuity
concerns

= Network architectures will
need to be examined

= More NAT/PAT use
= Faster migration to IPv6



Deployed IPv6 is growing

Have IPv6 deployed today

* 64% of respondents
already have IPv6

deployed to a limited - \
extent and 80% of

res pondents expect to

Will have IPv6 within12 months

have IPv6 deployed within
12 months

 500Mbps is the peak today '

but major growth is

expected with IPv4 address
exhaustion

e Can securitv teams keen



The IPv6 Security Arms War

IPv6 visibility is a critical requirement

Network infrastructure vendor support for IPv6 flow telemetry

No - will not support 1%

No - supportisona long-termroadmap (greaterthan 1 year) H 1%

Support IPv6 flow telemetry within 12 months _ 12%
IPv6 telemetry supported on new hardware only - 10%
Partial support - some vendors support IPv6 flow telemetry today _ 34%

IPv6 Threat Concerns

Subscribers using IPv6 to bypass rate limiting
Misconfiguration

Inadequate IPv4/IPv6 feature parity

Stack implementation flaws

Host scanning

Botnets

Traffic floods/DDo$

Visibility -1 cannot see the data today

58%

53%

56%

* Vendors and network
operators are rushing to
introduce IPv6 visibility and
security as networks scale up
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Security Best Current Practices (BCPs) Utilized
General Network BCPs Do you implement Layer 2 BCPs in
your IDC Network?
IRR registration of customer prefixes 41%
Separate DCN for Management 44%
TTL security for eBGP 29%
mNo
Authentication for BGP, IGPs 62% mYes
iACLs at network edge 60%
BCP38/BCP84 anti-spoofing 54%
Frequency of DDoS simulation testing Explicit filtering of routes announced
by customers
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= More than 2/3 of respondents are implementing some BCPs
= Preparation of operators to deal with threats is lacking



Tools Used for Threat Detection and Mitigation

Tools used to detect network threats
59% 59%

48% 48% 47%
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Tools Used to Mitigate Attacks

Access Control Lists (ACLs) 52%

Intelligent DDoS mitigation systems
{IDMS) such as Arbor TMS and Cisco...

Destination-based remote triggered
blackhole (D/RTBH)

Source-hased remote triggered blackhole
(S/RTBH)

FlowSpec

Other

*  96% of the respondents had some means of detecting DDoS threats but only 72% had used any form

of mitigation

* Use of intelligent DDoS mitigation systems (IDMS) increased from 18% in 2009 to 37% in 2010




Global OPSEC Community Participation
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Participationin global Effectiveness of Maintenance of
OPSEC community  OPSEC community updated OPSEC
contactinformation

It is generally agreed that the global OPSEC community is useful in helping to
mitigate security incidents and most participants have the means to contact them

Low participation in the OPSEC community is mainly due to too few resources
available to deal with threats



Confidence in Law Enforcement Remains Low
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Atacks referred to law enforcement
in last 12 months

~ 61%

None 1-5 6-10 More than 10

Challenges preventing law enforcement referrals

Lack of resources — 40%

Confidencein results - | -5
Law enforcement notresponsive _ 25%

Corporate policy 21%

Its not my problem 16%

Confidencein Law Enforcement

®No
" Yes

= Sometimes

Change in law enforcement confidence

m No change
“ More useful

" Less Useful
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