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Overview	  



•  Why	  does	  it	  maMer?	  
–  Flows	  geOng	  larger	  (e.g.	  Science	  datasets	  in	  the	  R&E	  world)	  
–  Special	  requirements	  (e.g.	  Streaming	  media	  is	  sensi=ve	  to	  jiMer)	  
–  Number	  of	  users/devices	  is	  increasing	  
–  Everything	  is	  cross	  domain	  

•  Where	  are	  the	  problems?	  
–  Network	  Core?	  	  Everything	  is	  well	  connected,	  well	  provisioned,	  

and	  flawlessly	  configured,	  RIGHT?	  
–  End	  Systems?	  	  Properly	  tuned	  for	  op=mal	  TCP	  performance	  (no	  

maMer	  the	  opera=ng	  system),	  proper	  drivers	  installed	  and	  
func=oning	  op=mally,	  RIGHT?	  

•  Performance	  Debugging	  =	  Difficult	  Problem	  
–  Which	  Tools	  to	  Use?	  
–  Availability	  and	  Loca=on	  of	  Tools	  
–  Facilitate	  the	  Sharing	  of	  Results	  –	  could	  be	  useful	  to	  others…	  
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Why	  Worry	  About	  Network	  Performance?	  



•  Most	  network	  design	  lends	  itself	  to	  the	  introduc=on	  of	  flaws:	  
–  Heterogeneous	  equipment	  
–  Cost	  factors	  heavily	  into	  design	  –	  e.g.	  Get	  what	  you	  pay	  for	  
–  Design	  heavily	  favors	  protec3on	  and	  availability	  over	  

performance	  

•  Communica=on	  protocols	  are	  not	  advancing	  as	  fast	  as	  networks	  
–  TCP/IP	  is	  s=ll	  the	  king	  of	  the	  protocol	  stack	  

•  Guarantees	  reliable	  transfers	  
•  Adjusts	  to	  failures	  in	  the	  network	  
•  Adjusts	  speed	  to	  be	  fair	  for	  all	  

•  End	  Systems	  
•  Good	  enough	  for	  web	  and	  email?	  

•  User	  Expecta=ons	  
•  “The	  Network	  is	  Slow/Broken”	  
•  Empower	  users	  to	  be	  more	  informed/more	  helpful	  

Why	  Worry	  About	  Network	  Performance?	  
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•  When	  problems	  exist,	  it’s	  the	  networks	  fault!	  
–  Easy	  to	  blame	  a	  resource,	  but	  where	  is	  the	  real	  problem?	  

•  Host	  (Disk,	  CPU,	  Kernel,	  NIC	  Drivers)	  
•  Network	  Interface	  Cards	  (Host	  and	  Network	  Device)	  
•  Routers/Switches	  Fabric,	  Rou=ng	  Algorithms,	  Configura=ons	  

•  Physical	  Infrastructure	  (Fibers,	  Connectors)	  
•  Protocols	  

•  The	  network	  is	  viewed	  as	  a	  single	  resource	  in	  many	  cases	  
–  Reality	  –	  complex	  series	  of	  components	  

–  Mul=ple	  vendors/technologies	  

–  Mul=ple	  configura=on	  op=ons	  

–  Crossing	  administra=ve	  domains	  

Underlying	  Assump=on	  
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Network	  View	  (Layman’s	  Terms)	  
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•  Encourage	  use	  of	  exis=ng	  tools	  
–  Don’t	  need	  new	  tools,	  lots	  of	  fine	  measurement	  sopware	  already	  

–  Work	  with	  what	  “others	  are	  using”,	  because	  it	  probably	  works…	  

–  Facilitate	  use	  of	  remote	  tools	  and	  sharing	  of	  resources	  

•  Single	  Step	  Deployment	  
–  Set	  it	  and	  forget	  it!	  
–  Ease	  of	  installa=on	  =	  wider	  deployment	  

•  Debugging	  problems	  –	  end	  to	  end	  
–  Instrumenta=on	  and	  monitoring	  on	  all	  parts	  of	  the	  path	  

–  Data	  views	  that	  correlate	  results	  automa=cally,	  suggest	  solu=ons	  
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A	  New	  Way	  Forward	  



•  Finding	  a	  solu=on	  to	  network	  performance	  problems	  can	  be	  
broken	  into	  two	  dis=nct	  steps:	  
–  Use	  of	  Diagnos?c	  Tools	  to	  locate	  problems	  

•  Tools	  that	  ac=vely	  measure	  performance	  (e.g.	  Latency,	  Available	  
Bandwidth)	  

•  Tools	  that	  passively	  observe	  performance	  (e.g.	  error	  counters)	  

–  Regular	  Monitoring	  to	  establish	  performance	  baselines	  and	  alert	  
when	  expecta=on	  drops.	  

•  Using	  diagnos=c	  tools	  in	  a	  structured	  manner	  

•  Visualiza=ons	  and	  alarms	  to	  analyze	  the	  collected	  data	  

•  Incorpora=on	  of	  either	  of	  these	  techniques	  must	  be:	  
–  ubiquitous,	  e.g.	  the	  solu=on	  works	  best	  when	  it	  is	  available	  

everywhere	  

–  seamless	  (e.g.	  federated)	  in	  presen=ng	  informa=on	  from	  different	  
resources	  and	  domains	  

Possible	  Solu=ons	  
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X 



•  Desirable	  design	  features	  for	  any	  solu=on	  
–  Component	  Based	  

•  Func=onality	  should	  be	  split	  into	  logical	  units	  
•  Each	  func=on	  (e.g.	  visualiza=on)	  should	  func=on	  through	  well	  
defined	  communica=on	  with	  other	  components	  (e.g.	  data	  storage)	  

–  Modular	  
•  Monolithic	  designs	  rarely	  work	  

•  Components	  allow	  choice	  of	  how	  to	  operate	  a	  customized	  end	  
solu=on.	  	  	  

–  Accessible	  
•  Well	  defined	  interfaces	  (e.g.	  APIs)	  	  

•  Easily	  installed	  and	  configured	  

•  Ini=al	  design	  should	  facilitate	  future	  expansion	  

Possible	  Solu=ons	  
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•  A	  collabora=on	  
–  Produc=on	  network	  operators	  focused	  on	  designing	  and	  building	  

tools	  that	  they	  will	  deploy	  and	  use	  on	  their	  networks	  to	  provide	  
monitoring	  and	  diagnos=c	  capabili=es	  to	  themselves	  and	  their	  user	  
communi=es.	  

•  An	  architecture	  &	  set	  of	  communica=on	  protocols	  
–  Web	  Services	  (WS)	  Architecture	  
–  Protocols	  established	  in	  the	  Open	  Grid	  Forum	  

•  Network	  Measurement	  Working	  Group	  (NM-‐WG)	  
•  Network	  Measurement	  Control	  Working	  Group	  (NMC-‐WG)	  
•  Network	  Markup	  Language	  Working	  Group	  (NML-‐WG)	  

•  Several	  interoperable	  sopware	  implementa=ons	  
–  perfSONAR-‐MDM	  
–  perfSONAR-‐PS	  

•  A	  Deployed	  Measurement	  infrastructure	  

What	  is	  perfSONAR?	  
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•  perfSONAR	  originated	  from	  discussions	  between	  Internet2’s	  
End-‐to-‐End	  Performance	  Ini=a=ve	  (E2Epi),	  and	  the	  Géant2	  
project	  in	  September	  2004.	  	  	  

•  Members	  of	  the	  OGF’s	  (then	  GGF)	  NM-‐WG	  provided	  guidance	  
on	  the	  encoding	  of	  network	  measurement	  data.	  

•  Addi=onal	  network	  partners,	  including	  ESnet	  and	  RNP	  provided	  
development	  resources	  and	  served	  as	  early	  adopters.	  	  	  

•  The	  first	  release	  of	  perfSONAR	  branded	  sopware	  was	  available	  
in	  July	  2006	  (Java	  based	  sopware).	  

•  All	  perfSONAR	  branded	  sopware	  is	  open	  source	  

•  All	  products	  looking	  to	  be	  labeled	  as	  perfSONAR	  compliant	  must	  
establish	  protocol	  compliance	  based	  on	  the	  public	  standards	  of	  
the	  OGF	  	  

perfSONAR	  Incep=on	  
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•  Interoperable	  network	  measurement	  middleware	  designed	  as	  a	  
Service	  Oriented	  Architecture	  (SOA):	  
–  Each	  component	  is	  modular	  
–  All	  are	  Web	  Services	  (WS)	  based	  
–  The	  global	  perfSONAR	  framework	  as	  well	  as	  individual	  deployments	  

are	  decentralized	  
–  All	  perfSONAR	  tools	  are	  Locally	  controlled	  
–  All	  perfSONAR	  tools	  are	  capable	  of	  federa=ng	  locally	  and	  globally	  

•  perfSONAR	  Integrates:	  
–  Network	  measurement	  tools	  and	  archives	  (e.g.	  stored	  measurement	  

results)	  
–  Data	  manipula=on	  
–  Informa=on	  Services	  

•  Discovery	  
•  Topology	  

–  Authen=ca=on	  and	  authoriza=on	  

perfSONAR	  Architecture	  Overview	  
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•  The	  key	  concept	  of	  perfSONAR	  is	  that	  each	  en=ty	  (e.g.	  
“services”)	  performs	  a	  func=on	  
–  Each	  service	  provides	  a	  limited	  set	  of	  func=onality	  

–  Collec=ng	  measurements	  between	  arbitrary	  points	  
–  Managing	  the	  registra=on	  and	  loca=on	  of	  distributed	  services	  

•  Services	  interact	  through	  exchanges	  
–  Standardized	  message	  formats	  and	  protocols	  

•  A	  collec=on	  of	  perfSONAR	  services	  within	  a	  domain	  is	  a	  
deployment	  
–  Deploying	  perfSONAR	  can	  be	  done	  À	  la	  carte,	  or	  through	  a	  

complete	  solu=on	  

•  Services	  federate	  with	  each	  other,	  locally	  and	  globally	  
–  Services	  are	  designed	  to	  automa=cally	  discover	  the	  presence	  of	  

other	  perfSONAR	  components	  
–  Clients	  are	  designed	  with	  this	  distributed	  paradigm	  in	  mind	  

perfSONAR	  Architecture	  Overview	  
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•  perfSONAR	  should	  be	  used	  to	  
diagnose	  an	  end-‐to-‐end	  performance	  
problem	  
–  User	  is	  aMemp=ng	  to	  download	  a	  

remote	  resource	  

–  Resource	  and	  user	  are	  separated	  by	  
distance	  

–  Both	  are	  assumed	  to	  be	  connected	  to	  
high	  speed	  networks	  

•  Opera=on	  does	  not	  go	  as	  planned,	  
where	  to	  start?	  

Example	  perfSONAR	  Use	  Case	  
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•  Simple	  tools	  like	  traceroute	  can	  be	  
used	  to	  determine	  the	  path	  traveled	  

•  There	  could	  be	  a	  performance	  
problem	  anywhere	  in	  here	  

•  The	  problem	  may	  be	  something	  we	  
could	  fix,	  but	  the	  chances	  are	  greater	  
that	  it	  is	  not	  

Example	  perfSONAR	  Use	  Case	  
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•  Each	  segment	  of	  the	  path	  is	  controlled	  
by	  a	  different	  domain.	  

•  Each	  domain	  will	  have	  network	  staff	  
that	  could	  help	  fix	  the	  problem,	  but	  
how	  to	  contact	  them?	  

•  All	  we	  really	  want	  is	  some	  informa=on	  
regarding	  performance	  

Example	  perfSONAR	  Use	  Case	  
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•  Each	  domain	  has	  made	  measurement	  
data	  available	  via	  perfSONAR	  

•  The	  user	  was	  able	  to	  discover	  this	  
automa=cally	  

•  Automated	  tools	  such	  as	  
visualiza=ons	  and	  analyzers	  can	  be	  
powered	  by	  this	  network	  data	  

Example	  perfSONAR	  Use	  Case	  
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•  In	  the	  end,	  the	  problem	  is	  isolated	  
based	  on	  tes=ng.	  
–  May	  have	  gone	  unno=ced	  in	  some	  

cases	  (e.g.	  a	  “sop	  failure”)	  

–  Could	  have	  been	  observed	  by	  many	  
others	  …	  that	  didn’t	  think	  to	  report	  it	  

•  The	  user	  (or	  opera=ons	  staff)	  can	  
contact	  the	  domain	  in	  ques=on	  to	  
inquire	  about	  this	  performance	  
problem	  

•  When	  fixed	  the	  transfer	  should	  
progress	  as	  intended	  

Example	  perfSONAR	  Use	  Case	  
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•  Introduc=on	  and	  Mo=va=on	  
•  Design	  &	  Func=onality	  

•  Current	  Deployment	  Footprint	  

•  Conclusion	  
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Overview	  



•  Wide	  Array	  of	  Tools	  
–  Hit	  some	  major	  metrics	  (network	  u=liza=on,	  latency,	  bandwidth)	  

–  Use	  what	  others	  are	  using	  (Cac=,	  ping,	  iperf)	  
•  Installa=on	  

–  One	  Step	  –	  package	  management	  or	  all	  in	  one	  appliance	  
–  Linux	  Live	  CD	  –	  Popular	  way	  to	  try	  out	  before	  commiOng	  to	  a	  

distro…	  

•  Func=onality	  
–  One	  off	  diagnos=c	  tes=ng	  
–  Regular	  monitoring	  

–  Aler=ng	  capability	  
–  Visualiza=ons	  

23	  –	  10/5/10,	  ©	  2010	  Internet2	  

Complete	  Network	  Monitoring	  Solu=on	  



•  The	  ‘pS’	  stands	  for	  ‘perfSONAR’	  
•  hMp://psps.perfsonar.net/toolkit	  
•  Current	  Version:	  3.2	  

–  CentOS	  5.5	  Based	  
–  Previous	  genera=ons:	  based	  on	  Knoppix	  

•  Available	  Tools:	  
–  Latency:	  PingER/OWAMP/Reverse	  Traceroute	  
–  Bandwidth:	  BWCTL	  (Iperf/NuMcp),	  NDT,	  NPAD	  
–  Passive	  Measurements:	  (Cac=)	  

•  Purpose:	  
–  Install	  in	  any	  ‘free’	  machine	  
–  Diagnos=c	  =	  non	  destruc=ve	  to	  host	  
–  Regular	  Monitoring	  =	  store	  results	  on	  host	  

•  Live	  vs	  Disk	  Based	  Installs	  
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pS	  Performance	  Toolkit	  



•  Open	  Source	  Development	  
•  Team	  comprised	  of	  R&E	  Network	  operators,	  Universi=es,	  Federal	  

Labs	  

•  All	  source	  code	  publically	  available	  though	  anonymous	  SVN	  

•  Open	  Source	  Support	  
•  Mailing	  list(s)	  
•  Public	  bug	  tracking	  

•  Upgrade	  Path	  
•  Burn	  a	  new	  CD	  
•  Use	  of	  Package	  Managers	  (YUM)	  

•  Migra=on	  tools	  to	  backup	  historical	  measurement	  data	  
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Support	  Structure	  



•  6-‐12	  Month	  =me	  horizon	  
•  New	  Tools	  (Nagios,	  Ganglia)	  in	  the	  works	  
•  Improved	  GUIs	  for	  data	  analysis	  

•  Integrated	  data	  views	  
•  Network	  health	  views	  

•  Alert	  infrastructure	  for	  services	  and	  data	  
•  No=fy	  if	  bad	  results	  are	  seen	  

•  Improved	  support	  for	  mul=layer	  measurement	  correla=on	  
•  Authen=ca=on	  and	  Authoriza=on	  –	  Protect	  access	  to	  tools	  and	  

data	  

•  Beyond	  
•  Web	  interface	  for	  managing	  groups	  of	  pS-‐Performance	  Nodes	  
•  More	  diagnos=c	  tools	  and	  archives	  
•  Integra=on	  of	  outside	  research	  and	  produc=on	  tools	  
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pS-‐Performance	  Toolkit	  –	  On	  Deck	  
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pS	  Performance	  Toolkit	  –	  Web	  Interface	  
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pS	  Performance	  Toolkit	  –	  Scheduling	  Interface	  
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pS	  Performance	  Toolkit	  –	  Data	  View	  
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pS	  Performance	  Toolkit	  –	  Graphing	  Results	  
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pS	  Performance	  Toolkit	  –	  Graphing	  Results	  
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pS	  Performance	  Toolkit	  –	  Cac=	  Integra=on	  
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pS	  Performance	  Toolkit	  –	  Reverse	  Traceroute	  



•  Introduc=on	  and	  Mo=va=on	  
•  Design	  

•  Current	  Deployment	  Footprint	  

•  Conclusion	  
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Overview	  



•  perfSONAR	  is	  gaining	  trac=on	  as	  an	  interoperable	  and	  
extensible	  monitoring	  solu=on	  

•  Adop=on	  has	  progressed	  in	  the	  following	  areas:	  
–  R&E	  networks	  including	  backbone,	  regional,	  and	  exchange	  points	  
–  Universi=es	  on	  a	  na=onal	  and	  interna=onal	  basis	  
–  Federal	  labs	  and	  agencies	  in	  the	  United	  States	  (e.g.	  JET	  nets)	  
–  Scien=fic	  Virtual	  Organiza=ons,	  notably	  the	  LHC	  project	  

•  Recent	  interest	  has	  also	  accrued	  from:	  
–  Interna=onal	  R&E	  network	  partners	  and	  exchange	  points	  
–  Commercial	  Providers	  in	  the	  United	  States	  
–  Hardware	  manufactures	  

•  Live	  pS	  Status:	  
–  Services:	  hMp://www.perfsonar.net/ac=veServices	  
–  Loca=ons:	  hMp://www.perfsonar.net/ac=veServices/IS	  

Current	  Deployment	  Footprint	  
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•  Commercial	  ISPs	  
–  Success	  with	  measurement	  projects	  like	  MLab	  

–  Would	  like	  to	  see	  wider	  adop=on	  of	  toolkit	  as	  a	  test	  playorm	  
•  Internal	  performance	  tes=ng	  

•  Tes=ng	  from	  the	  home	  router	  to	  an	  aggrega=on	  point	  

•  For	  Profit	  Companies	  
–  Major	  content	  providers	  
–  Use	  on	  VPNs	  

•  R&E/Federal	  Space	  
–  Con=nued	  adop=on	  for	  Campuses/Backbones/Labs	  

–  Monitoring	  of	  commercial	  peering	  as	  well	  as	  R&E	  (with	  the	  help	  of	  
the	  commercial	  provider)	  

Deployment	  Footprint	  -‐	  Targets	  
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•  Introduc=on	  and	  Mo=va=on	  
•  Design	  

•  Current	  Deployment	  Footprint	  

•  Conclusion	  
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Overview	  



•  Performance	  Problems	  Exist	  
–  Networks	  expanding,	  growing	  in	  size	  and	  capability	  
–  Number	  of	  users	  and	  end	  devices	  growing	  

•  Solving	  Problems	  Takes	  Time	  –	  Tools	  also	  Exist	  to	  Help	  
–  Deployment	  of	  a	  pS	  Performance	  Toolkit	  is	  simple	  
–  Availability	  of	  Diagnos=cs	  and	  Regular	  Monitoring	  

–  Upgrade	  path	  =	  burn	  a	  new	  CD	  
•  Open	  Source	  

•  Growing	  Deployments	  
–  R&E	  Networks	  
–  Inroads	  into	  Commercial	  Ventures	  
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Conclusion	  



•  General	  informa=on:	  hMp://www.perfsonar.net	  

•  More	  about	  what	  you	  heard	  today:	  hMp://psps.perfsonar.net/toolkit	  

•  perfSONAR-‐PS	  tools	  and	  sopware:	  hMp://sopware.internet2.edu	  	  

•  A	  hook	  to	  the	  global	  lookup	  service:	  	  	  	  
hMp://www.perfsonar.net/ac=veServices/IS/	  	  

•  More	  human-‐readable	  list	  of	  services:	  	  
hMp://www.perfsonar.net/ac=veServices/	  	  

For	  more	  informa=on	  
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•  Development	  (by	  approval	  of	  the	  project)	  
–  hMps://lists.internet2.edu/sympa/subscribe/perfsonar-‐dev	  

•  User	  Support	  
–  hMps://lists.internet2.edu/sympa/subscribe/perfsonar-‐ps-‐users	  

–  hMps://lists.internet2.edu/sympa/subscribe/performance-‐node-‐users	  

•  Announcements	  
–  hMps://lists.internet2.edu/sympa/subscribe/perfsonar-‐ps-‐announce	  

–  hMps://lists.internet2.edu/sympa/subscribe/performance-‐node-‐announce	  

•  Working	  Groups	  
–  hMps://lists.internet2.edu/sympa/subscribe/performance-‐wg	  

–  hMps://lists.internet2.edu/sympa/subscribe/is-‐wg	  

–  hMp://www.ogf.org/mailman/lis=nfo/nm-‐wg	  

–  hMp://www.ogf.org/mailman/lis=nfo/nmc-‐wg	  

–  hMp://www.ogf.org/mailman/lis=nfo/nml-‐wg	  

Mailing	  Lists	  
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•  Ques=ons	  or	  Comments?	  

•  zurawski@internet2.edu	  

Thanks!	  
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October	  5th	  2010,	  NANOG	  50	  
Jason	  Zurawski	  –	  Internet2	  

For	  more	  informa=on,	  visit	  hMp://psps.perfsonar.net/toolkit	  
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