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The ATLAS Experimen
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« 3500 People
« 37 countries
« 7000 ton detector
« 80 Terabytes/s data output

2



Network Infrastructure

~ 160Gbytes/sec
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Network Infrastructure

~ 160Gbytes/sec
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~ 5 Gbytes/sec

~ 7Gbytes/sec

~ 400 Mbytes/sec



Network Infrastructure




Network Infrastructure
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8500 ports




Demanding customers!
Network dimensioned to meet ‘requirements’

Maximum average link occupancy <60%

Should mean peace of mind for Network Support
Actually seen as a challenge by physicists

60% occupancy means 40% for free!

— Turn it up until something breaks

Monitor EVERYTHING



What is out there?

CA SPECTRUM
Great for tracking component failures
Much less great for accessing polled data
Report gateway limits
5 min polling of 120 switches and 2k hosts
No support for < 5 minute polling intervals

Polling drops
Deadlines to meet

pc-tdq-sfo.*--sw-data-sfo.* - AGGREGAT

| e Wrote own polling engine
: neaIIITL A e APOLL
§ OIZ\'NZd 08: 00 Wed 12:00 Wed 16:00 Wed 20:00 Thi FaSt and reliable
W Input Load sss.gisnu 1.Alvogm 1’.4?; m erteS tO |n'ram db
M Output Load 1.86 m 2.43 m 3.44 m .
Time period: Wed Jan 28 07:38:00 2009 -- Thu Jan and RRD f||es

Pattern: pc-tdq-sfo.*--sw-data-sfo
Port speeds: {'2G': 5; '1G': 10} [WARNING: Multiple

15 files found; 0 missing 29-Jan-2009 SOIVed the bug
Reconsider our options



What else is out there?

Spectrum  Best for failure alarms, solid archiving

Cacti Good for visualising single plot RRD data
No plot aggregation,
Can’t handle non RRD, or sFlow
Can’t use with external discovery

SPINE Part of Cacti: Stable and fast poller

Also going to need

Nagios Great for collecting host CPU stats
Poor plot visualisation

sklow Collector Our own development

PVSS For environmental stats (Inherited)

How to pull it all together??
Would like: One stop shopping
Don’'t Want: Multiple interfaces to learn and train



Spectrum

System Visualisation 1
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- take advantage of grouping

- by affiliation

Need data management flexibility
- by network
Q\leed traffic data to be displayed

/
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tion 2: GUESS
4 )

Traffic overlaid on the
connectivity.

No hosts, only switches
Autoplacementdifferent
for each discovery
N /

(Added semi automatic )
placement

Sets and keeps the
architecture

See the whole picture

\_ v

11




e

»

.
-
e

»

.
-
——
—
——
.-
e
.-
.-
——

12



13



Atlas Users Network Panel

~

(For operators
we provide a
summary of
status per
application
set.

. J

i8 Network Panel

Topology Details

Topology
Fxtrant Granh

TT’***'T?T?T

‘4-0\0\-\

O\-\n AR/
\..

Graph = Network Monitor
Switch Neighbors
sw-data-core-dc-02
sw-data-core-dc-01
pc-lar-ros-embc-01.cern.ch
pe-lar-ros-embc-06.cern.ch
pe-lar-ros-embc-00.cernch
pe-lar-ros-embe-07.cernch
pc-lar-ros-embc-02.cernch
pe-lar-ros-embc-03.cern.ch

me baw sne ambhe N0 carm e

Filter

b

Resource Information | Partition Plots

Resource Availlability

TDAQ [i
-
L] PR— J— »
A
Network Errors

pc-mdt-ros-ba-00.cernch - > DEVICE HAS STOPPED RESPON..
pe-mdt-ros-ba-0Lcernch - > DEVICE HAS STOPPED RESPONL

<« ] »

Monitoring Messages

pe-tdq-sfi-028.cernch_2 - > LINK DISAELED
pe-tdq-sfi-008.cernch_2 - > LINK DISAELED
pe-tdq-shi-024.cernch_2 - > LINK DISAELED

- EN
4 | »

[al»
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oTimeseries plots
osFlow stats

QPIot aggregation /

o 2D overview

o 3D navigation :
o Web & PDF report ) \_

1L

Net-Panel

OneClick .

SYNC & . PVSS
cROss- /N GRS | sFlow
N—V N '
CHECKS - RRD set Naegt'fs
SNMP TOPOLOGY
POLLING DISCOVERY
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Wake Up Call
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20 T T T T 1 6 6.5 7 7.5 8 8.5 9 9.5 10 10.5 1
Time since Nov 26, 2008 00:00 CET, hours

Y . S —

DCS Rack Air Temperatu

6:00 7:12 8:24 9:36 10:48 12:00
Time

What to do when environmental’'s go wrong.
Have a TESTED fail-safe plan
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Post -Mortem

-iber connections they are the first to fail

-ost Bios Cycle skipping / thermal limits suppressed
-Host Bios Fan controls suppressed to protect discs
Routers PSU’s/Fans went before auto protect

UPS  Mission creep? Need uninterruptible cooling!
SMS Need meaningful short messages

Provided separate tap water supply
Scheduled progressive rack shut down: must be fast
Ensured environmentals go into monitoring.



Network Browser: System Summary
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NETWORKE 1 Traffic
Agaregates

Dats Mow Sectons
Data/ Corl Flow Maps

DataCollection swmich
BackEnd swich
SPO swich

rol core

ROS subsystem
XPU compaters

Srl o

Crrgeters
Infrastructure
Trunks
Starpont SDX
Starpont USALS
Irrgortant endnodes
PRESERIES Control
PRESERIES Data
PRESERIES Management
IT ATON Network

Data Flove Map (brief view)

ARG N\~ IR
“Jr) Wi—] R
t/\r‘x : :/\F’:’
Plot detas
.' I AGGREGATE AVG .*51).
o ¢
E i 5 ¥ e
—\_r R
-'; “we
?
[EaS—— o=
1m0
3
7w ] LN L -

et interface. pattern: . *S1) % .av.dataafo.*

The 29 Jul 2000 25:00 . Fri D0 Jul 2010 08:¢
¢:: Lt Avg
B rerward flew ™ “wis 3224
B Reverie flow Fa N 8.3
D plots found: 0 Tiles sissing: © @1 slssing:

CASTOR
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Seeing the hosts: Aggregation

Every tool can produce a single plot.
Usually auto-scaled. We are interested
in traffic of course,

but also load as % of capacity
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and of course discards

2040 21:00 21:20 21:40
30 Aug 2010 22:00
9 [ [
0 3.1
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|
21:20
Hax
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i
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AGGREGATE SUM pc-tdq-ef-.*data.*::TRAFFIC

And would love to see
any of them for a whole
set of peers

net.interface.pattern:pc-tdg-ef-.*data.*
filter:sw-data-ef-
Mon 30 Aug 2010 20:00 - Mon 30 Aug 2010 22:00

Last Avg M Max
M Forward flow MB 12.2m 1.6k 11.9m 6.8 k
W Reverse flow MB 0.0 210.7 0.0 968.4

320 plots found; 0 files missing; 0 ds missing;



Network Browser: Link Aggregates

NETWORK::Traffic

Aggregates

Data Flow Sections
Data/ Ctrl Flow Maps
- DataCollection swach

U uplinks

F1 event budding
DC / OFM data
DC /L25V, PROS
DC /Al

= BackEnd switch
BE / SF1 event firer
BE/ nput
BE / XPU trunks
BE/ A

= SFO switch
SFO input
SFO output + Castor

trl / XPU switches
Ctrl / Montoring machine
Ctrl / Online machines
Ctrl / Upd
Cri/To C
Ctrl / Al
= ROS subsystem

RN GPN

ROS data wplinks (10G)

ROS controd uplnks (
XPU compiters

XPU dats

XPU control

J file servers
XPU / DataCollection ULs

>

v

3

Settings

Nasee:
patters

datarcore

Catagery:

/interface

Date start:

2010

Date end

Plot mame / funci
v/ AVS

ae s

Filter:

defauh

@ Miniplots

Link aggregation: Trurk

sw-data-core-

sw-data-core-

der01 2

twrdatarcore
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Jawrdatarcorerde-01

w
-

sw-data-core-dec-

svedatarcorerdc-01 20

201007-30 0730

& Aggregate

Agyi  AVERAGE W Moder Only ndhnd ¥ Scales Dol

¥ Lowen

Apply

TRAFFI
AGGREGATE AVG .*sw-data-ros.*--sw-data-core-dc.*::TRAFFIC
.
050
400
»o
¥ 0 P | “
- M I
S 10 ALY Hi T
15 1 |
= 200 1] '
§ | I |
150
100
30
0 4k
.00 00 0 o000 oo o0 0 0400 0500 06 00 o 00
At ANterface.pattern: *sw.-dath-ros. * - sw.-data.core.a¢c.*
Thu 29 Jul 2010 23:00 - Fri 30 Jul 2010 07:30
Last Avg Min Max
B Forvard flow M8 11.8 2.2 11.8» 3.1
B Reverse flow M8 221.7 » 63.0 21.7 » 91.6
36 plots found: O files missing: 0 ds missing:
manbers but not ks ¥ Leftmest plots: Scaler Dalank ¥ Lowens Upper: Apply
v v v
D
UPLINK sw-data-res-m | RROR
|
| R
UPLINK; sw-data-res-mét-02 (AL) | R n
| R
r
UPLINK: swedatarraz-trtr01 (A1) | -
[
‘ et
UPLINK: su-datarres-trt-02 (A1) | { =
i
I
Ar—— N
UPLINKG sw-data-res-spare-01 (A1) o
L A
[
i Ar———
UPLINK: sw-datarros-til-01 (A1) | ( B
- —
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Network Browser: skFlow

w Sections
rl Flow Maps

Collection swach

+

+

O switch

+

witrol core

S subsystem

o ul U computers

* Wb SF1 computers

# Wb Infrastruocture

Wb Trunks

® wb Starpoint S

B point |

# Wb Important endnodes
+ Wb PRESERIES Control

PRESERIES Data
PRESERIES Managemaent
IT ATCN Network

-

+

Agent: sw-data-xpu-19, Interface: 6

Messages
Information
Direct net v this type
Query Details
Agert: sw-datawpu~19, Iaverface: 6, Start
Settings

P

Ceaversatien Type

¥A0q-40.012.ef1 | pe-tdq xpu-05 76011 (11 W.R

}-20q-50.008-ef1 | pc-2oq-xpu-0576-2f1 (11 5%)

0094001 3.ef] | pctogapu0STéefl (11 3%)

K20q-31-009-¢f] | pC-00q-xpu-0576-211 (11 O%)

BO™

; \

O dq-sfi-011-ef1 | pe

D pe-tdy-shi-014-efl | pe-tda-xpu-0576-ef1
0 -afl | pe xpu-0876-afl
0 pertdgr1fi-008-0f1 | portdg xpur0976-efl
0 petdq sfi-013-efl | pe xpu 09376+ 0f1
m p<-tda-sfi-009-efl | pc-tda-xpu-0376-ef1

Relresh

S (pferaffic_plabytes/d

v ¥ Umit 0

¥ Unns Graph Type | Tiathe )

Oytes

(___"/' pC-taq-sN-014.-2f1 | pC-toQ-xpu-0576-211 (12 2%

pe-tagahi-011.ef]1 | pe-tdg-xpu-0576-¢11 (12 4%

pCtaq ape0576-ef] | pc-tagsfoO09.efl (4 5%)

PCASG 205 T6-ef | pe-tagafo-10-efl (4 9%)

others (9. 6%)

pCAdqsN-010-ef1 | pCtdg-xpu-0576211 (10 9%

0,.148.60.9 0.148,950,.237 4443184 072
10.148.60.61 10.148,50.237 104924160 6£9120 4852736 73216
10.148.60.59 10.148.50.237 99517440 66048 4341760 66048 132096
98706432 69024 4492992 71168 03399424 136192
10.140.%50.237 97929216 6a%12 3963904 60416 101993320 124920
10.148.60.56 10.148.50.237 948203352 62464 4473904 67584 992962%6 130048




Network Browser: NAGIOS

Categoryl Devee

SYSADMINGPC Sensors
Category/ Device

Filter ON
T P Settings & Aggregate
# ul PuB Name Agpt  AVERAGE & Meder Indoadunl and agpregate plots W Scales | Dl skt ¥ Lewer: Upper: Apply
s ul Cr Categarysi T peetde npy
# W PC LAR
'S PC MDT Catagery: =
I : ot sys / device AGGREGATE AVG “pc-tdq-xpu-::CPUL Temperature
X .
® Wl PC Preseries 0
= Date starts
® Wb PC RPC 2010-07 “0
Wb pcC scY
» ~ - 30
= PC TDQ Date end: H R
Wl ams 2010:07-30 09:0% - 40 ~+or S8 ¢
%4l om AT h B | S8
) 13 1
L ‘ MON Plot name / fusc: . m ’
% ‘ LFs Cpul_temperature f AVG 20 | - -
%l onL 10
% 4 prOS Pan )
# ul rROS Sadin The 12:00 The 18:00 Fri 0000 Fri 06 00
+ ‘ SCR . sys.device.category:"pc-19q-xpu-
a4 s s filter:xpu.0l
3 < = ey Thu 29 Jul 2010 08:04 - Fri 39 Jul 2010 08:05
P 4B SFO Last Ave Min o
- Emm W Current (C) 34.0 0.7 29.4 a.
) pe-tdq-xpu-0001 M () .0 .0 6.0 5.0
oM (C) 0.0 0.0 0.0 0.0

petdq-xpu-0002
o tdQ-xpu-0003
ctdq-xpu-0004

72 plots found: 2 Tiles sissing: O & sissing:

c-tdq-xpu-000%

c-tdq-xpu-0006

»o-tdq-xpu-0007 Leftmost plot:: Scale: Dalauk v Lewer: Upper: Apply

¢-tdQ-xpu-0008

pe-tdq-xpu-0009

pe-tdq-xpu-0010 <

po-tdg-xpu-0011 1.9<-tdq-npv-0100 '

o-tdq-xpu-0012 mﬂ"‘
~xpu-0013

pe-tdq-xpu-0014 '
xpu-0015 2.95tdq upu-0101

& Miniplots

wAA A e

A A ALk 4

kN

|
l
3.9<-téq-wpu-0102 | ' ANAN A e AL\MV‘L«—_‘V____\
W L roondin
|
l

4. 9ctdqnpu0103 '

Al e A |
2 2
AN A .vavvgw

A
[t |

8. pc téqupur0104
bt v




Network Browser: Environmental

201007-29 0804
DCSEnviroament
Room / Rack
Settings @ Aggregate
Narwe W Mode: Orly ndradual plots ¥ Scale: Delsk ¥ Lowen Upper: Apply
ream i SDX Level 2
Categeryi
net/ rack AGGREGATE AVG SOX Level 2::Air temperature

Date end: s
2010-07-30 ( -
-
-
-
™
Plot mame / funci
S 13
sir_tamparatore [ AVG
10
Fiter: %
o4 - .
The 12:00 The 38:00 Fri 00.00 Fra 0600
£ = net.rack,room:S0X Level 2
el Thu 29 Jul 2010 68:04 . Fri 30 Jul 2010 08:05
S Last Avg Min Max
B Tesperature (C) 337 M6 336 5.9
46 plots found: 0 files missing: © ds missing:
& Miniplots
Leftmost plotis Scale: Defat v Lowens Upper: Apply

B | Power Status (Breaker 1B -
Powes Status (Broakes 1)

Nt tomporatue u

" BATA
Fan Status
LY L6006 0250 Lavel 2 Water Temperatine
Powes Status (Breakes 2)
L Aw temperatuie

2-02.0250% Lavel 2 : p - - e

% Lavel 2

Lavel 2

Y.11-02 Level 2

€Y. 10-020250% Lavel 2




Dynamic pages with real time traffic

ATLAS
Networking

Network Interfaces :

: Discovered but down

Last update:
July 30th, 18:46

Network Interfaces::Discovered but down

0 seconds, ’
1 D3125-1V-IP16-SHP3L-2919 42 PS-RPC-H1 (landb) Down 11.2 min ago
2 D3125-1V-IP16-SHP3L-2919 43 PS-RPC-L2 (landb) Down 11.2 min ago
-|Network Devices 3 D3125-1V-IP16-SHP3L-2919 44 PS-RPC-L1 (landb) Down 11.2 min ago
4 D3125-1V-1P16-SHP3L-2919 29 pcatlmdtos3. ctrl0 Down 11.2 min aao

« Atlas o0 Sovibab ook~

Network Interfaces

:: Not operating at full speed

Networking
PRt andate Network Interfaces::Not operating at full speed
| July 30th, 158:48

B

U SEEEE, 1 sw-data-core-dc-01 Po1l UPLINK: sw-data-core-dc-02 (Po 1) 9.3 min ago 30000.0 40000

2 sw-data-core-dc-02 Po 1l UPLINK: sw-data-core-dc-01 (Po 1) 9.3 min ago 30000.0 40000

<] Network Devices 3 swps-ctrl-core-01 25 sbe-preseries-roib-00. ctrl0 9.3 min ago 100.0 1000

« Atlas DAQ Switch Status 4 sw-ctrl-xpu-18 11 pe-tdq-xpu-0548, ctrl0 9.3 min ago 100.0 1000

S sw-ipmi-sfi-01 30 pc-tdg-sfi-018.magmt 9.3 min ago 100.0 1000

_|Network Interfaces [ sw-data-core-dc-02 11/13 pc-tdg-sfi-018.data_dc2 9.3 min ago 100.0 1000

Switch Uplink 7 sw-ctrl-sfi-01 34 pe-tdg-sfi-018, ctrl0 9.3 min ago 100.0 1000

- S Uil 3 sw-data-xpu-23 17 pe-tdg-Ifs-xpu-23.data0 (default) 9.3 min ago 10.0 1000

. 9 sw-ctrl-xpu-03 17 pc-tdg-Ifs-19. mamt 9.3 min ago 10,0 1000

» Unknown attached devices 10 swps-ctrl-core-01 24 pc-preseries-llsrc-01. ctrl0 9.3 min ago 100.0 1000

Network Interfaces :: Switch Uplinks

= Networking
Network Interfaces::Switch Uplinks
Last update:
July 30th, 18:50
Ql=scand=; 1 D3178-2-RHPZL-1 UPLINK: D2175-RS-IPX-SHP3M-1 (24) 51.57 9% 25.65 9% 25.91 % 30,58 30,89 11.9 min ago
2 D3125-2-RHPZL-1 UPLINK: D3125-2V-IP19-SHP3M-0511 (24) 50.52 % 25.29 % 25.23 % 30,15 30,08 7.9 min ago
-|Network Devices 3 D3125-2V-1P19-SHP3M-0511 UPLINK: D3125-2-RHPZL-1 (L19) 50,34 9% 25.07 9% 25.28 % 29,88 30,13 7.9 min ago
. Atlas DAQ Switch Status 4 D2175-RS-IPX-SHP3M-1 UPLINK: D3178-2-RHPZL-1 (K23) 49.89 9% 25.13 9% 24.77 % 29,96 29,52 7.9 min ago
5 D3178-2-RHPZL-1 UPLINK: D3125-2-RHPZL-1 (A1) 11.84 % 6.19 % 5.64 % 73.84 67.28 11.9 min ago
[3 D3125-2-RHPZL-1 UPLINK: D3125-2V-IP18-SHP3M-2411 (24) 8.48 % 3.17 % 5.31 % 3.78 6.33 7.9 min ago
7 D3178-2-RHPZL-1 UPLINK: sw-ctrl-core-01 (6/2) 6.06 % 5.259% 0.81 % 62,54 9.65 11.9 min ago
8 sw-ctrl-ros-rmdt-02 UPLINK: D3125-2-RHPZL-1 (K12) 6.07 % 1,02 % 5.05 % 1.22 6.02 11.9 min ago
= Mot operating at full speed 9 D3125-2V-IP18-SHP3M-2411 UPLINK: D3125-2-RHPZL-1 (L18) 7.57 % 4.83 % 2.75 % 5.75 3.27 11.9 rmin ago
» Unknown attached devices 10 D3125-1V-IP15-SHP3M-2619 UPLINK: D3125-2-RHPZL-1 (L15) 4,94 % 4,76 % 0.18 % 5.68 0.22 7.9 min ago
. . . 11 D3125-2-RHPZL-1 UPLINK: sw-ctrl-ros-rmdt-02 (23) 4,87 % 4.71 % 0.16 % 5.62 0.19 7.9 min ago
. L'Pks ithleriorsici=cards 12 D3125-2-RHPZL-1 UPLINK: D3125-1V-IP15-SHP3M-2619 (24) 4.70 % 0.17 % 4.53 % 0.21 5.4 7.9 min ago
» Discovered but down 13 D3125-2-RHPZL-1 UPLINK: D3178-2-RHPZL-1 (A1) 6.57 % 3,23 % 3.34 % 38,45 39.86 7.9 min ago
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2D Display Limitations
GUESS display good for switch to switch traffic
Can’t incorporate host details - - -overwhelming
The Browser gives all the host details

BUT | WANT:

- all the detail when something goes wrong
- to see the neighbours of a problem node
- a system wide view for visual correlation
- different detail depending on my viewpoint
- fly-through, and navigation and visible errors

and pop ups and reports...
| want GOOGLE Earth for my network.

25



3D Display

Google Earth as inspiration
Variable detail as a function of
viewing distance

Variable viewing angles
Intuitive navigation

Unfortunately Google didn’t
cope with our dynamic update
requirements

So we went looking for display
software that does.

X3D (enhanced VRML)

\ Octaga Player /

26



3D Top Level View

ROS Farm
N

PROS Farm

\Er\OFM Farm
XPU Farm_d SFI Fhrm /\‘j

BW“’

=
m=Omm °

'. 1 7.

»< Octaga
27




3D Top Level View

.




Detall of Statistics Windows

uplmk sw-ctrl-core-02 uplmk sw-ctrl-core-01

Mdb M) Mlm pall)
RX RX

uplmk sw-data-core-dc-OZ

v -data-cone-Ac-02 (49)
RX Speed 1100 Gy ™™

sw-data mpu- 14, Tril: (LOAD UPLINK: sw data core-be-®l |
.

.
-
g "
- =
-
-
2 »
-
-
> »
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- "o .o L

Ton 20 Sep 000 00:51 - Ter 0 Sep IO N1
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Distance Sensitive Detall
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Conclusions

« Total system coverage for ~3K nodes with ~8K ports

* Advanced network browsing

 Affiliated and agglomerated plotting

* Full detail down to processor level

* Automated detection for system wide traffic / error thresholds
« Visual intuitive feedback for system diagnosis and monitoring
« 2 and 3 dimensional displays

Future work
* Rules based expert system
» Application centric view of network (not connection centric)

And to finish we have a fly-through of the 3D network display
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