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•  Began as a hobby in 1998; Incorporated in 2004. 
•  Network of researchers dedicated to supporting the 

Internet community in maintaining security; non-profit 
•  Funded by multinational banks, CERTs/CSIRTS, security 

vendors… and you? 
•  Global investigators previously from Dutch NHTCC, UK 

Scotland Yard, Polish Police, USSS 
•  Our Mission: The WHO and the WHY 

Copyright © 2008 Team Cymru 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The Internet 



© 2008 Team Cymru 

Malware’s Effect  
on the Internet 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Malware 

•  Samples Skyrocketing: one new virus every 2 
seconds 

•  Vectors: 
–  people 
–  mobile viruses 
–  Drive By downloads 
–  file infectors (ie virut) 
–  USB drives.  spreading like wildfire in AsiaPac 
–  Office programs 
–  Middle man: arp poisoning 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Enter, the Malware Hash Registry 

•  In a nutshell: query our service for a 
computed MD5 or SHA‐1 hash of a file 
–  if it is known malware we display an AV detection 
Rate and last seen timestamp 

•  Similar to IP to ASN released several years ago: 
– http://www.team‐cymru.org/Services/ip‐to‐
asn.html 

– Translates Ips to BGP ASNs via Whois and HTTP 
– Highly successful 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Enter, the Malware Hash Registry 

•  Complements AV extremely well.   
– Maintaining Hashes in signatures is impractical (1
(1GB+ size) 

– We take care of that by storing it in the cloud 

– Lets AV continue to do what it does best: detect 
malware based on signatures and heuristics.   

•  Free for non‐commercial use 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Access Methods 

•  Access is available over the Internet via: 
– Whois: TCP 43 
– Netcat: TCP 43 (bulk whois) 
– DNS: UDP 53 

•  Possibly coming later: 
–  Instant Messaging 
–  HTTP 
–  Your ideas here … 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Architecture 

MHR Malware DB  AV Queue 

Queries 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Usage 
•  Whois & Netcat 

•  DNS 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Applications 

•  Hardware 
–  Coming soon to a router vendor near you… 

–  BRO appliance 
–  Your ideas here… 

•  Software 

-  Mail Servers 
-  Forensics 
-  Poor man’s AV 

-  The Sky’s the limit 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Sneak Peek: WinMHR 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AV’s Effectiveness 

•  We collect approximately ~30K+ unique 
malware samples per day. 

•  Using current AV signatures and engines from 
32 AV vendors, the detection rate is circa 28%. 

•  30 days later the detection rate can be as high 
as 50%.  Yay.  :/ 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MHR’s Effectiveness 

•  According to One Private study: 
– MHR improved AV’s hit rate by 50%! 

•  Contributions Welcomed!!! 
– AV engines (from vendor) 
– Malware samples 
– Suggestions for improvement 
– Moral support 
– Coffee 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MHR’s Adoption 

•  In the first 5 days, over 750k queries 
•  10M+ queries in Jan 2009 

•  BRO Addon in the first day 
http://wiki.github.com/sethhall/bro_scripts/the‐malware‐hash‐

registry‐and‐bro‐ids 

Realtime HTTP Monitoring 

•  Linux Host Active Scanning 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Future Addons 

•  Kernel Driver to watch for new processes 
•  Monitoring of subprocesses and DLLs 
(svchost.exe) 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FAQ 
•  How do I interpret the output? 

•  It’s not too bad, just two numbers to worry 
about: timestamp (unix), and detection rate 

•  How do you collect malware? 

•  How don’t we collect malware... 
•  Can I download your hash registry database? 

•  It is not publically available, but you may 
contact us about a data sharing agreement. 

•  Can I have a sample of the file …? 

•  Please see the FAQ  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FAQ 
•  Which AV Engines? 

•  Undisclosed 
•  Tell me more about your malware database? 

•  Talk to me afterwards. 
•  Should I just stop using an anti‐virus package? 

•  NO!  Please continue to use AV! 
•  How up‐to‐date is your registry? 

•  Updated once, daily. 
•  How do I report a False Positive? 

•  http://www.team‐cymru.org/Services/MHR/ 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Team Cymru can Help You! 
•  Detection 

– Flows, Feeds, Compromised devices 
– Have questions about your network or IPs?  

Talk to me afterwards. 
•  Investigation 

– Cyber who dunnit? 
•  Prevention  
•  Mitigation 
•  Collaboration 
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Thank you for your time! 

Copyright © 2008 Team Cymru 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Concluding Remarks 

•  Questions? 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More Information 

•  http://www.team‐cymru.org/Services/MHR/ 


