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Introduction

* Can we use Google for networking research?

Huge amount of endpoint
information available on the web

GOUS[Q [ 82.4.246.24 | Search | Setanced Seach

Web Fesults 1 -

Gnutella Network - 7:59pm

75.2.39.80:6159, - 0D O0H 01M,, morph500 5.5.1.1098 (GnucDMA 1.1.1.4). 82.4.246.24: 12273, -
0D 00H 01M,, morph500 5.2.2 1018 (GhucDMA 1.1.1.4) ...

99.231.54 .120:54968/ - 8k - Cached - Similar pages - Mote this

Can we systematically exploit search engines to
harvest endpoint information available on the Internet?

G
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Application: Googling IP-addresses for Network

Alerts > Security > Event Detail Logged In as: Supervisor{ Supervisor } Last Refresh: 02:59:52 | Jul 11, 08 IST
Back
Mitigate Manage Alert |10 Lookup Units per Second
Miticyate by Fome | Mitiate by AC1 Add commert | Manaoe commerts l:l m w
Evert Detailz
e Advanced Search
GO L)Sl 192.75.136.78 Search Freferences
Web Results 1- 3

Complete MEDNUCZ!uaaqe Ioélhﬂav 1996 Total number of accesses: 3536 ...
... 1158.135.201.250 6 16T, 162.127.166.73 13 163.130.200.1 5 165.112.80.81 2

168.17.160.21 1 75.136.78 E 192.64.144.126 5 192.115. 2']1 Ei?' 36 ..
wwi2 . dfic. unifi | 1996-05.TXT - 36k - Cached - Similar pages

U?U?U'U‘P'PUUVU?'LO—!'PI’I’H'

=

+ f ionutfdbullfrog: ~% whois -c -h whois.cymru.com 192.75.136.78
18 Warning: BRIPE flags used with a traditional server.
A3 | IF | CC | AS Name
- = Ni | 192.75.136.786 I | N
ionutfbullfrog: ~ I

ionutfbullfrog: ~§ I

One Minute Awverage - Protocol: UOFP One Minute Awverage - Protocol: UOP Protocol: UOP




Where Does the Information Come From?

Some popular proxy services
also display logs

Even P2P mformatlon Is available
on the Internet since the first point

of contact with a P2P swarm is a
publicly available IP address

Blacklists, banlists, spamlists
also have web interfaces

Popular servers (e.g.,
IP addresses are listeo

Malicious M:ﬁ
S¢
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Detecting Application Usage Trends

Can we infer what applications people

are using across the world without
having access to network traces?
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Traffic Classification

* Problem — traffic classification

« Current approaches
(port-based, payload signatures,
numerical and statistical etc.)

* Qur approach
— Use information about destination IP v
addresses available on the Internet
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Methodology — Web Classifier and IP Tagging

0 ! 1 | | ]
/ \ONS Server List - Name Server List
IP Addl’eSS g 444 QR 1NR 2NR 10R 151 152 A0 111 OF 1N7 Shaw Cshla RA 50 144 1R A4 R0 144 17

XXX XXX XXX XXX v 58.61.33.40 — QQ Chat Server

l GO Ugle 192.75.136.78 | [Sesch ) atuanssd saa

( ##QQ-- & s
58.61.33.40 Block QQ S Web
IP 61.172.240.43 Block (
www_net130.com/cms/pu
Cached - Similar pages

Complete MEDNUC?2 usage log May 1996 Total number of accesses: 3536 ...
.1158.135.201.250 6 161.142.93.99 1 162.127.166.73 13 163.130.200.1 5 165.112.80.81 2
158 17.160.21 1 192.75. 136 ?36 19284 hid 1265 192 115 2’01 6?36

Wehbsite Class

3 Tags
1'ftp” | *webmail” [ “dns’ [~ Protocols and Services < protocol name > server
| ‘mysql” | “pop3” |
{*trojan’ | *worm’ | *malwl Malicious information list < 1ssue name>> attected host
‘spaf Spamlist spammer
{ ‘blackhist” | “banlist’ | Blacklist blacklisted
. *adser] Ad-server list adserver
k Searc h h |tS {‘domain” | *whd Domain database website
17dns” | "ser DINS hist DINS server
{"proxy’ | "anonymaof Proxy list ProXy Server
‘rouf Router addresses list router
“mail si Mal server list mail server
“mail server. &z {"gpﬂm"_ Malicious mail server
I mail servers list [spammer] [dictionary attacker]
T counter strike. | g | Gaming servers list < game name >
empires’ | ‘quake’ SLIWT
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Evaluation — Ground Truth from Traces
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Inferring Active IP Ranges in Target Networks

Actual endpoints
from trace

Google hits

0
50 00  4th IP byte

3rd IP byte - last 7 s 100 120

XXX.163.0.0/17 network range
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Application Usage Trends
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Correlation Between Network Traces and UEP
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Traffic Classification
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Traffic Classification

N

165.124.182.169 | Mail server
193.226.5.150 Website
68.87.195.25 Router
186.25.13.24 Halo server

Google

Tagged IP Cache

. [

* |s this scalable?
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Traffic Classification

100 ———————————a-E—
80 k A . = - |
4 5% of the destinations
X 60| @ _
o
T
= 40r _
20 | Asian ISP Trace —8B— 1
S. American ISP Trace ---@&---
0 N. Amerlican ISP TraceI oy Y |

0 2 4 6
Destination I[P Addresses[%)]
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BLINC vs. UEP

|. Trestian et al

)

BLINC (SIGCOMM 2005, NANOG 35) BN

- Works “in the dark” (doesn’t examine payload)
- Uses “graphlets” to identify traffic patterns
- Uses thresholds to further classify traffic
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BLINC vs. UEP (cont.)

Traffic[%]

70 7 ( UEP classifies twice as
much traffic as BLINC
60 4+~
50 +
40 +
30 ( BLINC doesn't find o UEP
{ some categories

20 m BLINC
10 -
0 e T (e R

> % < & e & N R R

& 67 X c;&‘z’ ®

UEP also provides better semantics
Classes can be further divided into different services
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UEP vs. Signature-based

Traffic[%]
80

70
60
50
40
30
20
10

m UEP

M Signature-based

» Unconstrained Endpoint Profiling based Traffic Classification
— Based on ip-addresses

» L7 signature based
» UEP has comparable performance
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Working with Sampled Traffic

* Sampled data is considered to be poorer in information

* However ISPs consider scalable to gather only
sampled data

s

Each packet has a 1/Sampling
rate chance of being kept
(Cisco Netflow)
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Working with Sampled Traffic

Endpoints in the trace[%)]
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100
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Most of the popular IP
addresses still in the trace
g,
L s """A ,,,,,, S. American Trace - Popular IPs —8— 4
,,,,,,,,,,,,,, & Asian Trace - Popular IPs ----©----
N Lt o S. American Trace - All [Ps
P S Asian Trace - All IPs - -©-- 7
. ]/A uarter of the IP addresses
still in the trace at sampling rate
0 20 100 0

Sampllng rate
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Working with Sampled Traffic

UEP maintains a large
classification ratio even at
70 . - T 1 hlgher 2?mpllng rates

60 - o When no sampling is doni"

UEP outperforms BLINC

Asian ISP - Blinc —8—
Asian ISP - Endpoints method ---&---
S. American ISP - Blinc ==&+ |
S. American ISP - Endpoints method @

Classified traffic[%]

20 t _
10F _
. R T B g E ______ gl e R
0 20 40 o 2

Sampling rate BLINC stays in the dark

UEP retains high classification
capabilities with sampled traffic
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Endpoint Clustering

» Performed clustering of endpoints in order to
cluster out common behavior

» Please see the paper for detailed results

Real strength:

We managed to achieve similar results both by using
the trace and only by using UEP
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Conclusions

» Key contribution:

— Shift research focus from mining operational network
traces to harnessing information that is already
available on the web

» Our approach can:

— Predict application and protocol usage trends in
arbitrary networks

— Dramatically outperform classification tools

— Retain high classification capabilities when dealing
with sampled data

22
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