
Network Performance Tools 

Jeff Boote

Internet2/R&D


June 1, 2008

NANOG 43/ Brooklyn, NY




Overview 
•  BWCTL 

•  OWAMP 

•  NDT/NPAD 



BWCTL: What is it? 
A resource alloca=on and scheduling daemon 
for arbitra=on of iperf tests 



Problem Statement 
• Users want to verify available bandwidth from 
their site to another. 

Methodology 
– Verify available bandwidth from each endpoint to 
points in the middle to determine problem area. 



Typical Solu=on 
• Run “iperf” or similar tool on two endpoints 
and hosts on intermediate paths 



Typical road blocks 
• Need soNware on all test systems 
• Need permissions on all systems involved 
(usually full shell accounts*) 

• Need to coordinate tes=ng with others * 
• Need to run soNware on both sides with 
specified test parameters * 
(* BWCTL was designed to help with these) 



Implementa=on 
Applica=ons 

– bwctld daemon 
– bwctl client 

Open source license and development 
Built upon protocol abstrac=on library 

– Supports one‐off applica=ons 
– Allows authen=ca=on/policy hooks to be 
incorporated 



Func=onality (bwctl) 
bwctl client applica=on makes requests to both 
endpoints of a test 

–  Communica=on can be “open”, “authen=cated”, or 
“encrypted” (encrypted reserved for future use) 

–  Requests include a request for a =me slot as well as a full 
parameteriza=on of the test 

–  Third party requests 
–  If no server is available on the localhost, client handles test 
endpoint 

–  *Mostly* the same command line op=ons as iperf (some 
op=ons limited or not implemented.) 



Func=onality (bwctld) 
bwctld on each test host 

– Accepts requests for “iperf” tests including =me 
slot and parameters for test 

– Responds with a tenta=ve reserva=on or a denied 
message 

– Reserva=ons by a client must be confirmed with a 
“start session” message 

– Resource “Broker” 
– Runs tests 
– Both “sides” of test get results 



BWCTL Example 



BWCTL Data (Dash‐Board) 



BWCTL Data – Path History 



Resource Alloca=on (bwctld) 
• Each connec=on is “classified” (authen=ca=on) 
• Each classifica=on is hierarchical and has an 
associated set of hierarchical limits: 

– Connec=on policy (allow_open_mode) 
– Bandwidth (allow_tcp,allow_udp,bandwidth) 
– Scheduling (dura=on,event_horizon,pending) 

•  A =me slot is simply a =me‐dependent resource that 
needs to be allocated just like any other resource. It 
therefore follows the resource alloca=on model. 



BWCTL: 3‐party Interac=on 



BWCTL: No Local Server 



Tester Applica=ons 
•  Iperf is primary “tester” 

– Well known – widely used 

• Problems integra=ng exec’d tool 
– Server ini=aliza=on (port number alloca=on) 
– error condi=ons 
– No indica=on of par=al progress (How full was the 
send buffer when the session was killed?) 

• thrulay/nubcp are available in latest ‘RC’ 
version of bwctl 



General Requirements 
• Iperf version 2.0 and 2.0.2 
• NTP (ntpd) synchronized clock on the local system 

–  Used for scheduling 
– More important that errors are accurate than the clock 
itself 

• Firewalls: 
–  Lots of ports for communica=on and tes=ng 

• End hosts must be tuned! 
hbp://www.psc.edu/networking/perf_tune.html 
hbp://www‐didc.lbl.gov/TCP‐tuning/buffers.html 



Supported Systems 
• FreeBSD 4.x, 5.x 
• Linux 2.4, 2.6 
• (Most recent versions of UNIX should work) 



Policy/Security Considera=ons 
• DoS source 

–  Imagine a large number of compromised BWCTLD servers 
being used to direct traffic 

• DoS target 
–  Someone might abempt to affect sta=s=cs web pages to 
see how much impact they can have 

• Resource consump=on 
–  Time slots 

–  Network bandwidth 



Policy Recommenda=ons 
• Restric=ve for UDP 
• More liberal for TCP tests 

• More liberal s=ll for “peers” 

• Protect AES keys! 



Availability 
• Currently available 
hbp://e2epi.internet2.edu/bwctl/ 

Mail lists: 

• bwctl‐users@internet2.edu 
• bwctl‐announce@internet2.edu 
hbps://mail.internet2.edu/wws/lists/engineering 



OWAMP: What is it? 
OWD or One‐Way PING 

• A control protocol 
• A test protocol 
• A sample implementa=on of both 



Why the OWAMP protocol? 
• Find problems in the network 

–  Conges=on usually happens in one direc=on first… 
–  Rou=ng (asymmetric, or just changes) 
–  SNMP polling intervals mask high queue levels that ac=ve 
probes can show 

• There have been many implementa=ons to do One‐
Way delay over the years (Surveyor, Ripe…) 

–  The problem has been interoperability. 
–  hbp://www.ieo.org/rfc/rfc4656.txt 



OWAMP Control protocol 
• Supports authen=ca=on and authoriza=on 
• Used to configure tests 

–  Endpoint controlled port numbers 
–  Extremely configurable send schedule 

–  Configurable packet sizes 
• Used to start/stop tests 
• Used to retrieve results 

–  Provisions for dealing with par=al session results 



OWAMP Test protocol 
• Packets can be “open”, “authen=cated”, or 
“encrypted” 



Sample Implementa=on 
Applica=ons 

– owampd daemon 
– owping client 

Open source license and development 
Built upon protocol abstrac=on library 

– Supports one‐off applica=ons 
– Allows authen=ca=on/policy hooks to be 
incorporated 



Func=onality (owping client) 
– owping client requests OWD tests from an 
OWAMP server 

– Client can be sender or receiver 
– Communica=on can be “open”, “authen=cated”, 
or “encrypted” 

– Supports the setup of many tests concurrently 

– Supports the buffering of results on the server for 
later retrieval 



Func=onality (owampd) 
owampd 

– Accepts requests for OWD tests 

– Responds with accepted/denied 
– Tests are formally started with a StartSessions 
message from the client. 

– Runs tests 
– Sessions with packets received at the server are 
buffered for later retrieval 



OWPING Example 



OWAMP Data (Dash‐Board) 



OWAMP Data (Path) 



Resource Alloca=on 
• Each connec=on is “classified” (authen=ca=on) 
• Each classifica=on is associated with a set of 
hierarchical limits 

–  Bandwidth (bandwidth) 
–  Session buffer (disk) 
–  Data reten=on (delete_on_fetch) 
–  Connec=on policy (allow_open_mode) 

(no =me dependent dimension to resource alloca=on in owampd) 



Architecture 



General Requirements 
• NTP (ntpd) synchronized clock on the local 
system 

– Specific configura=on requirements as specified in 
NTP talk… 

– Strictly speaking, owamp will work without ntp. 
However, your results will be meaningless in many 
cases 

• gnumake for build process 



Supported Systems 
• FreeBSD 4.7+, 5.x, 6.0 (64‐bit) 
• Linux 2.4, 2.6 (64‐bit) 
• MacOS X 10.4.X 

• Solaris 10.4.5 
• (Most recent versions of UNIX should work) 



Recommended Hardware 
• Stable System Clock 

– Temperature controlled environment 

– No power management of CPU 

• No strict requirements for CPU, Memory, Bus 
speed 

– More tasking schedules will require more capable 
hardware 



Opera=onal concerns 
Time: 

–  NTP issues predominate the problems 

–  Determining an accurate =mestamp “error” is in many ways more 
difficult than gesng a “very good” =mestamp 

–  Working as an “open” server requires UTC =me source (For predefined 
test peers, other op=ons available) 

Firewalls: 
–  Port filter trade‐off 

•  Administrators like pre‐defined port numbers 
•  Vendor manufactures would probably like to “priori=ze” test traffic 

•  Owampd allows a range of ports to be specified for the receiver 



Policy/Security Considera=ons 
• Third‐Party DoS source 
• DoS target 
• Resource consump=on 

– Memory (primary and secondary) 
– Network bandwidth 



Policy Recommenda=ons 
• Restrict overall bandwidth to something 
rela=vely small 

– Most OWAMP sessions do not require much 

• Limit “open” tests to ensure they do not 
interfere with precision of other tests 



Availability 
• Currently available 
hbp://e2epi.internet2.edu/owamp/ 

Mail lists: 

• owamp‐users@internet2.edu 
• owamp‐announce@internet2.edu 
hbps://mail.internet2.edu/wws/lists/engineering 



Advanced user tools 
•  NDT 

– Allows users to test network path for a limited 
number of common problems 

•  NPAD 
– Allows users to test local network infrastructure 
while simula=ng a long path 



Underlying User Assump=on 
•  When problems exist, it’s the networks fault! 



Simple Network Picture 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NDT: What is it? 
Web browser invoked advanced user based diagnos=cs 

•  Allows users to test a network path for a limited number of 
common problems – from their desktop 

•  NDT allows user to give the network administrator a detailed 
view of exactly what the users host is doing 

•  Allows the user to be an ac=ve par=cipant in the debugging 
process – allows them to more directly see how host 
configura=on effects performance 

Abempts to answer the ques=ons: 
What performance should a user expect? 
What is the limi=ng factor? 



NDT Goals 
•  Iden=fy real problems for real users 

– Network infrastructure is the problem 

– Host tuning issues are the problem 

•  Make tool simple to use and understand 

•  Make tool useful for users and network 
administrators 



NDT user interface 
•  Web‐based JAVA applet allows tes=ng from 
any browser 

•  Command‐line client allows tes=ng from 
remote login shell 



NDT sample Results 



Finding Results of Interest 

•  Duplex Mismatch  
– This is a serious error and nothing will work right.  
Reported on main page, on Sta's'cs page, and 
mismatch: on More Details page 

•  Packet Arrival Order 
–  Inferred value based on TCP opera=on.  Reported 
on Sta's'cs page, (with loss sta=s=cs) and order: 
value on More Details page  



Finding Results of Interest 
•  Packet Loss Rates 

– Calculated value based on TCP opera=on.  
Reported on Sta's'cs page, (with out‐of‐order 
sta=s=cs) and loss: value on More Details page  

•  Path Bobleneck Capacity 
– Measured value based on TCP opera=on. 
Reported on main page  



Finding NDT Servers 



NPAD/pathdiag: What is it? 
•  Web browser invoked advanced user based 
diagnos=cs 

– Allows users to test a limited por=on of the 
network path looking for problems that would 
adversely effect longer paths 

– Abempts to answer the ques=ons: 

•  What performance should a user expect? 
•  What is the limi=ng factor? 



NPAD/pathdiag 
•  A new tool from researchers at Pibsburgh 
Supercomputer Center 

•  Finds problems that affect long network paths 

•  Uses Web100‐enhanced Linux based server 

•  Web based Java client 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Long Path Problem 
•  E2E applica=on performance is dependant on 
distance between hosts  

•  Full size frame =me at 100 Mbps 
– Frame = 1500 Bytes 
– Time = 0.12 msec 

–  In flight for 1 msec RTT = 8 packets 
–  In flight for 70 msec RTT = 583 packets 



TCP Conges=on Avoidance 
•  Cut number of packets by ½ 
•  Increase by 1 per RTT 

– LAN (RTT=1msec) 
•  In flight changes to 4 packets 
•  Time to increase back to 8 is 4msec 

– WAN (RTT = 70 msec) 
•  In flight changes to 292 packets 
•  Time to increase back to 583 is 20.4 seconds 



NPAD Server main page 



NPAD Sample results 



Finding NPAD servers 



Try these tools 
Network Performance Toolkit 

hbp://e2epi.internet2.edu/network‐performance‐
toolkit.html 

Knoppix disk (OS on a CD) that has: 
Iperf, thrulay, bwctl, owamp, NDT, NPAD, reverse‐
traceroute/ping… 



Ques=ons? 




