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What is LISP?

* Locator/ID Separation Protocol

* Ground rules:
- Network-based solution
- No changes to hosts whatsoever
- No new addressing changes to site devices
- Very few configuration file changes
- Imperative to be incrementally deployable
- Address family agnostic
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What is LISP?

* LISP separates out location and identification
from an existing IP address semantic

IPv6: 2001:0102:0304:0506:1111:2222:3333:4444
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IPv4. 209.131.36.158.10.0.0.1
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Why the Separation?

- The level of indirection allows us to:

- Keep either ID or Location fixed while
changing the other

- Create separate namespaces which can have
different allocation properties
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Why the Separation?

* By keeping IDs fixed
- Assigh fixed addresses that never
change to hosts and routers at a site

* You can change Locators
- Now the sites can change providers
- Now the hosts can move
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Why LISP?

* Operationally
- Improve site multihoming
- Improve ISP Traffic Engineering
- Reduce site renumbering costs
- Reduce size of core routing tables
- Conserve IPv4 (and IPv6) address space
- Some form of mobility?

* Architecturally
- Create two namespaces: EIDs and Locators

LISP: A Level of Nanog 41 - ABQ Slide 7
Indirection for Routing



What Provoked This?

- Stimulated from problem statement effort at
the Amsterdam IAB Routing Workshop on
October 18/19 2006

— http://tools.ietf.org/html/draft-iab-raws-report-01

* More info on problem statement:
— http://www.vaf.net/~vaf/apricot-plenary.pdf
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LISP Protocol Details

* Data plane

- Design for encapsulation and tunnel router
placement

- Design for locator reachability
- Data triggered mapping service

» Control plane

- Design for a scalable mapping service
- Examples are: CONS, NERD, and RPMD
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Map-n-Encap versus NAT

a N
Application Layer

Telnet, HTTF, FTF, SMTF

Uses IDs < Transport Layer > Host Stack

TCP, UDP

Network Layer
e _

o
Uses Locators { Network Layer } Map-n-Encap

I

Physical Layer
Etherned X.25, Token Hing

LISP is a Jack-Up Model
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LISP Packet Format
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LISP Protocol Details

PTI EID-prefix 1.0.0.0/8

PI EID-prefix 2.0.0.0/8

1R

Provider X

@ 12.0.0.0/8

Provider A
10.0.0.0/8

2

12.0.0.2
ETR

& D

.

13.00

Provider Y
13.0.0.0/8

1.00.1->2.0.0.2

1.0.0.1->2.0.0.2

11.001->12.00.2 11.001->12.00.2

1.0.0.1->2.0.0.2 1.0.0.1->2.00.2

(EID-prefix: 2.0.0.0/8
Legend: DNS: D -> 2.0.0.2 Mapping | Locator-set:
EIDs -> Green Entry 12.0.0.2, priority: 1, weight: 50 (D1)
Locators -> Red _ 13.0.0.2, priority: 1, weight: 50 (D2)
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LISP Protocol Details

* When there is no mapping in the ITR:
- Use data-triggered UDP Map-Reply
- Invoke by sending outer DA to inner DA
- Send on alternative topology
- BGP-over-GRE using EIDs as NLRI
- No mapping data in BGP
- No changes to BGP
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LISP Protocol Details

* When there is no mapping in the ITR:
- ITR sends CONS Map-Request

- ITR gets Map-Reply

- Packets get dropped in the meantime

- Only happens first time when source site talks
to destination site

- Scalable because EID-prefix allocation not tied
to underlying topology

- Pull model
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LISP Protocol Details

* When there is no mapping in the ITR:
- Lets have mappings always in ITRs
- NERD pushes a signed file
- RPMD pushes signed records

- ITRs never table-miss at expense of
compressed data set sent to every ITR

- Push model
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Prototype

» cisco has a LISP prototype implementation
- Started the week of IETF Prague (March 2007)

* OS platform is DC-OS
- Linux underlying OS

* Hardware platforrm is Titanium
- 1 RU dual-core off-the-shelf PC with 7 GEs

» Based on draft-farinacci-lisp-04.txt

+ Software switching only
» Supports both IPv4 and IPvé
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Prototype

» Supports ITR encap and ETR decap

- Load-balancing among locators
- Respects priority & weight per mapping

* Multiple EID-prefixes per site

» Support for locator reachability

* Multi-VRF support for BGP-over-GRE
- Supports both IPv4 and IPv6
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Prototype - What's Next?

+ Implement "crossover” support
- IPv6-EIDs over IPv4-Locators
- TPv4-EIDs over IPv6-Locators

* Implement shortest-path Mobility

- Use route-returnability check to protect
ITR spoofing

» Start CONS implementation
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Prototype Testing

 Unit Testing

- "Dino before Dave" ;-)

- As in "Make before break"?
» Internal Pilot

- Meyer, Fuller, Lewis, Shepherd testing since
July 2007

- External Pilot

- Shooting for post Vancouver IETF December
2007
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Prototype Unit Testing
2%\
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Internal Pilot Testing

PTI EID-prefix 1.0.0.0/8

Dave's Lab
at UofO

Dino's Lab
at cisco
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Indirection for Routing

PTI EID-prefix 2.0.0.0/8
3.0.0.0/8

Vince's Lab
at cisco

PA-only
Internet

Darrel’'s Lab
behind Comcast

Greg

at shepfarm PI EID-prefix 4.0.0.0/8

5.0.0.0/8
PI EID-prefix 8.0.0.0/8
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Summary

LISP: draft-farinacci-lisp-04.txt

CONS: draft-meyer-cons-01.txt

NERD: draft-lear-nerd-01.txt

Please send us your comments!

Please state your interest in pilot deployment

lispers@cisco.com

LISP: A Level of Nanog 41 - ABQ Slide 22
Indirection for Routing



ACKs

The authors would like to gratefully acknowledge many people
who have contributed discussion and ideas to the making of this
proposal. They include Jason Schiller, LixiaZhang, Dorian Kim,
Peter Schoenmaker, Darrel Lewis, Vijay Gill, Geoff Huston,
David Conrad, Mark Handley, Ron Bonica, Ted Seely, Mark
Townsley, Chris Morrow, Brian Weis, Dave McGrew, Peter
Lothberg, Dave Thaler, Eliot Lear, Shane Amante, Ved Kafle,
Olivier Bonaventure, Luigli lannone, Robin Whittle, Brian
Carpenter, Joel Halpern, Roger Jorgensen, John Zwiebel, Ran
Atkinson, and Scott Brim.

LISP: A Level of Nanog 41 - ABQ Slide 23
Indirection for Routing



IlﬂEfun :haﬂger—ﬂ-ne {failures dat&baﬁl&} [defun ebr-top [(nouree deatinatlon plan path prav-plan]
-E-p-helpe: ﬁmgﬂ_nl.{ﬂﬂll ﬁf&ilures} databESE]} [Fatl uhc:an—pn'_'h. [cChr=gevaluate agurce OEALiRAY 100

[ghr=-rétrieveé source destins

"Eadlurg-pod fEﬁt‘l‘”fi“.r%“*P‘ﬁ‘t’E“ 1PEDCE‘55*UTIE {car failures) 'C*H!.ﬂhﬂ:ﬂ-ﬂ‘lhi {ebr-nes=plan chasen-path plan))

{append’ [1lat at Inde Ater= ;
n {aﬂt.fmt:s:m:drpﬂ:;tz.ip.rl:nceas-twn {car fallurEE!: #55#:,'..5‘_"-551:)--. R R R E Ak
(= )} (cond | E_nul]_ {cdr failures)) S'E‘Cﬂl'l.d'PaIt'_} ¢r we've reached the conclusian of EBR - return the path

r“fﬁtugﬁa%r ﬁﬁ?-‘l {lﬂﬁr fallurag: SlEﬁﬂnd—'ﬂa[rt&L }l [ehr=mxact=mateh (llst ssurce destlimatien) plan

lappend path (ebr=get=path (-8t Rource dedt-nat

ALY

:I dadar pathy)h ({che=-pxact-match [liat pourco doRtinatlon) prev
FRNT. PRER] T} (appand path [chr-get-path [liat source destinat
Rrhy b
(clidar L&Th]p) ¢y If wa have no chosen=-path, we cCAA'"t recurde = we CeLU

(defun pr
{cond

F-k {(easT PaAThi)})
(edadas parh)))
"‘Lt’i_ (edadae path)))

i e ?&’nﬂbase}l )

ramiia e -:-_u. ar. pati) fi If elther the two elements of the chosen-path match,
d {{or {null sourcel {null w[amlr%rm;zaumtjmrr ia-erxﬁ-::aar dﬂtﬂhﬁﬁ-ﬂh—hi_ of the chossn-path matches the destina
i 1 fail-paran "F) BV puL-ha F"" M :’llh_ ath i 11 - .
s st EE.-‘:'IEI.T_' datialis g po tovalid recuraive cal wa return nl

lappard {list -:A.fpnr} ,{.ﬂEHﬁFﬂ p-LII?-Et EI'PDET' {

it 'mf'[kemﬂvﬂhpalr {cadr pair) (cdar datsbasel)d) chosen-path) (cads choaea-path))
|exemrte-plan-balpar soureoe [(rast pathl "Fia)

{{cbock-£aiiure (£lrae pach) *£all l.:t':l-l]:-\:l_Eer dﬂ-tabESE} }} [ {equal (cadr chosen-path)] destinatian] nil]

append (Lise MTE." r%ﬁﬁmt;rist (car

|exemema-plan-balper seurcs [rass pai rEsBegg—ong

it {mppend [list [append [liet [first path])
) {lise "FATLURE}})

) {exocute—plan-helpar sourcaldEmmpn PRpHn kb -b (maur
leend [(eql =sethod @

[({=ql method =

(defun process-two {uaiw'ﬂa‘ﬁab’aﬁ
(cond ({(null database) nids se .

{(null chosen-path] nil)

wecata-plan—halpar |

T BaqekEnt i
rae with nk choassn-path aa
ating the and prev-plan accon

Shered 1o - PRMTE S\ Su

e L CRErSRE
bl - F TEhp S i i
Jjual (rever

CER

r Faurce dESLIinatlithl " paian=)

ee deatinatisnll) (= lor [cor-top (cadr fcsppigeibh JpAsinafnge &

(lor (equal (Ea¥i pair) (caar database)) ETJHJPHH il i by T

{def=n cenverc-owtpui-heiper ii‘-ﬁglual ireverss |cadr pair}]- (caar database) r}*I—LDF ORYATNISE - POLR). SATINaL fon He
{oond {{nuld path) r|:|_.|_'anp.end {list {EPPE 1d (list (caar database)) {append path [(chr-get-path chosen-path

(L {append [(1Aint [cons (Flrst pabl) (dlst (Lisc™ (giwral lan]

remuwpauwtﬂén pair) (cdar database}dk}kop source dentinatlon (chr-new-plan
|-.'-n:-|l'-.'l-rr.--i-'.pl-l-r--il_ncha—rt B‘IEEEEEI.EE} } } [ebr-gvaluats pourcs dentlinatlan

(chr=-retrieve Bource destination plan)i

1
i [defvar at %
'H”':"'{ﬁ Ti%% ﬂfﬂﬂlg}lﬁ'ufvh UrrnﬂPt&ﬂghg?lx}kua}' ¥orth-Avenue) ) ek
(({10th Curran) (10tEPEGEeRSTiMT pair Héﬂﬂiaﬂauaqaﬂ YY)
) (Curran Sth-1})
{(10th McMillan) (10€h Curram) (10th hemphill) [(me=illam 8th-1))
) { {10tk hemphillj ([(l10th mcmillan} (l10th dalnev) (hesphill Bth=10]



