888

root attack
~ end-user view ~

Matsuzaki ‘maz’ Yoshinobu
<maz@iij.ad.jp>
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attack on 6th Feb 2007

 DDo0S against the root and TLDs
—10:00UTC

« Several reports are published
— how much the attack traffic...
— how ops work together...

 Was there any effect for end-users?
— delay
— any failure on name resolve

Copyright (C) 2007 Internet Initiative Japan Inc.



dns cache server in I1J/AS2497

r DoS

root - cache

ache enduser
delay

dns query

enduser

=. 4 root - cache

monitor loss

)/
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response delay of cache server

dnz {cache-enduser} response delay - 86 Feb 2887

neasure point: ITJ/AS2497 Tokyo
{c) mazRiij,.ad. jp
response range: B-6 sec

1e+06
18800¢
packet count 18888
le+B6 ¢ 1884
18886808 188
18680 18
1888 1
elill 20108
18
1 a

16:008

14:88 |
tine{UTC}

response tinelzecl 18+88
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response timelsec]

response delay - all recursive query

dns tcache-enduser? response delay - 86 Feb 2087 dns fcache-enduser) response delay - @& Feh 2887
@.8435 T T T T T T B. 088132 T T T T T - T
response delayimean) + response delayimediany +
+
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5,615 —++$:ﬁ; +*" $++;+*+ﬁ++ m*ﬁ} g :%* +++ﬁ $+@g et F ++@ g
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ps Iy +1¥* E ST L R e
+ + L - iy
t b e T
+
B.81 L L L L L 1 8.880122 L L L L 1 L
16: 088 12:88 14:8Q 1&: 088 12:88 ZAa: a8 18: @88 12:88 14:88 16: 088 12:88 2@: 68
time (UTCH timeCUTC)
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response timelsec]

response delay - .uk query only

«uk fcache-enduser) response delay - BE& Fekb 20687

T T T T T
response delayimean? +
measure point! IIJSAS2497 Tokyo
= Co) mazaiij.ad. jp —
+
+
- N N i
+
+
-
- + -
+ +
+or
. g
- + i
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+ + +
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+ At wh F T e g BT 3 i By S *
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ES et 44 B O tos F + 1y + g + et ad g
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+ o+ 4T P T+ ¥ Tt fﬂg e e ++ﬂ
+ + s+ F + + L F Rl
+ + S Ll A o
+ " L + ¥# .
1 1 1 1 1 1
16: 688 12: @88 14:08a 16: 688 12:88 2a: 88
time (UTCH
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response timelsecl]

«uk fcache-enduser? response delay - @5 Fekh 2087

T T T T T T
response delayimediand +
+
measure point: ITJCASE497 Tokyo
B (o) mazdiij.ad.jp 7
+
+
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response timelsec]

response delay - .org query only

«org tcache-enduser? response delay - 86 Feh 28E7

time (UTC?

T T T T T
response delayimean? +
+
measure point! IIJSAS2497 Tokyo
Ce¥ mazdiij.ad.jp
ts
wihe
+
- PR i
:'h* +:
%
Hog i
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+
oy toWF
+
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+
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1 1 1 1 1
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response timelsecl]

B.08826

G.08824

G.e8E22

. aEE2

G.e8812

G.e8816

H.0BE14

B.0BE12

«org ftcache-enduser? response delay - B6 Feb 2087
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+ + +
+
+ +
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-
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AforA

e.g.) A? 192.168.0.1.

r Do0S

AforA query , AforA query
deIayI Idelay . root-servers
enduser loss?

 We can estimate the root-server performance by
checking the delay of AforA queries.
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response Ltimelsec]

AforA query stat

AforA response stat — B& Feb 2807

T T T
AforA response delaylcache-root seruer:?
AforA response delaylicache-enduser?

measure point: ITJ-AS2437 Tokyo root drop ratedicache-root serwver?
(o) mazaiij.ad. jp

18:88

o
+

12:88 14: 88 16: 88 18: 88 EH:BEA

Time(UTCH
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response Ltimelsec]

.Uk gquery stat

.uk response stat - 13 Feb 2087

{i) mazadiij.ad. jp

H ¥

T T T T
.uk response delayfcache-enduser?

-uk response delayfcache-TLD serwver?

measure point: ITJ-AS2437 Tokyo uk drop ratedcache-TLD serwver?
®
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Time(UTCH
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response Ltimelsec]

.0rg query stat

.org response stat - B& Febh 2807

= T T T T T
gﬁf * .org response delayicache-enduser) +
§+ .org response delayficache-TLD serwver? s
ﬁi-4ﬁ? Tokyo . org dPEp ratetzcache-TLD serwver:?
++ + + +
. ++ I PR AN & + 44
i H+ 4 i + + +
gy T+ # oy
+ o+ - i A
+ + + + +
+y # }ﬁ

+++

18: 88 12:88 14: 88 16: 88 18: 88 EH:BEA
Time(UTCH
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gquery £ sec

38

25

f=q]

15

16

query to root-servers

dns guery to root-serwers - B& Feh 2807

T T T T T
query

query
measure point: IIJCAS52497 Tokyo queEry
(o) mazaiij.ad. jp query
query
guery
guery
query
guery
query
guery
guery
query

el PR AT

18: @88 12: 88 14: 88 16: 88 18: 88
Time(UTCH

ta
ta
to
ta
ta
ta
ta
to
ta
ta
to
ta
ta

a-root
b-root
c—root
d-root
e—root
f-root
g-root
h-root
i-root
Jj-root
k-root
l-root
m—t+oot

4 I' | A ,ML
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response timelsecl]

response delay of m.root

hostname.bind. - "M-NRT-JPNAP-3"

during attack

dn=s response time % drop rate - B6 Feh 2007

measure point: I
Cc) mazdiij.ad.jp

IJ ASE497 Tokyo

16: 088

12:68

T T
m-root response +

m—root guery drop

14:08 1&6:88@
time CUTC)

12: 08 28: 68

drop guery [gqueryssec]

response timelsecl]

1 week later

dn=s response time % drop rate - 13 Feh 20867

T T T T T T
m-root response +

m—root guery drop
measure point: ITJ ASE497 Tokyo

Cc) mazdiij.ad.jp

16: 088 12:68 14:08 1&6:88@ 12: 08 2@: 68
tTimecUTC)
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response timelsecl]

response delay of f.root

hostname.bind. - "kix1b.f.root-servers.org"

during attack

dn=s response time % drop rate - B6 Feh 2007

T T T T T T

f-root response +
f-root query drop
measure point: ITJ ASE497 Tokyo T

Cc) mazdiij.ad.jp

16: 088 12:68 14:08 1&6:88@ 12: 08 2@: 68
time CUTC)

drop guery [gqueryssec]

response timelsecl]

1 week later

dn=s response time % drop rate - 13 Feh 20867

T T T T T T
f-root response +

f-root query drop

Cc) mazdiij.ad.jp

ottt ittt
18: 68 1260 14ta8 16tam 18:08 20t a8
+imecUTC)
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measure point: ITJ ASE497 Tokyo 94 1.

drop guery [gqueryssec]



response timelsecl]

dn=s response time % drop rate - B6 Feh 2007

response delay of I.root

hostname.bind. - "s1.tok"

during attack 1 week later

dns response time & drop rate - 12 Fekb 2067

measure point:
Cc) mazdiij.ad.jp

16: 088

12:68

T T
i-root response + i-root response +
i-root query drop i-root query drop
ITJ-AS2497 Tokyo 91 1.4 1.4 measure point! IIJ/ASE497 Tokuyo 9 -
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4 1 e 1+ 4 1
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1 o
—4 8.2 Z g e.2 —4 @
i +
=] o
L 1
w <
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@ o
o o
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timeCUTC) timeCUTC)
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server selection during attack

gps percentage

Fg

-3¢

1]

48

g ]

=4

16

dhns guery to root-serwvers (percentage) - B& Febh 2867

T T T T T
guery
query
measure point: IIJCAS52497 Tokyo queEry
(o) mazaiij.ad. jp query
query
guery
guery
query
guery
query
guery
guery
query

ta
ta
to
ta
ta
ta
ta
to
ta
ta
to
ta
ta

a-root
b-root
c—root
d-root
e—root
f-root
g-root
h-root
i-root
Jj-root
k-root
l-root
m—t+oot

|

Time(UTCH
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response timelsecl]

response delay of b.root

hosthname.bind. - "b2"

during attack 1 week later

dn=s response time % drop rate - B6 Feh 2007 dn=s response time % drop rate - 13 Feh 20867

T T T T
k-root response + k-root response +
b-root guery drop b-root guery drop
r measure point: IIJ/ASE497 Tokyo a9 1.4 1.4 - measure point: IIJ/ASE497 Tokyo
Cc) mazdiij.ad.jp Cc) mazdiij.ad.jp
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L N '3 1 B
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] it
L i
1 o
- —4 8.2 Z g e.2
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=] o
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w <
3 o
F 4 8.¢ ¥ 2 8.6 -
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o o
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16: 088 12:68 14:08 1&6:88@ 12: 08 28: 68 16: 68 12:68 14:08 1&6:88@ 12: 88 2@: Ea
timeCUTC) timeCUTC)
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response timelsecl]

dn=s response time % drop rate - B6 Feh 2007

response delay of g.root

during attack

hostname.bind. - "g.root-servers2.net"

1 week later

dns response time & drop rate - 12 Fekb 2067

measure point:
Cc) mazdiij.ad.jp

ITIJ/ASE437 Tokyo

T T T T
g-root response + g-root response +
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TimecUTC)
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response timelsec]

response delay of k.root

hostname.bind. - "k1.linx"

during attack 1 week later

dns response time & drop rate - BE& Fekb 2067 dn=s response time % drop rate - 13 Feh 20867

T T
k-root response + k-root response +
X k-root guery drop k-root guery drop
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response timelsecl]

response delay of l.root...?

hostname.bind. - "lax-25"

during attack 1 week later

dn=s response time % drop rate - B6 Feh 2007 dn=s response time % drop rate - 13 Feh 20867
T T T T T T T T T T T T
l-root response + l-root response +
l-root query drop l-root gquery drop
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i +
=] o
L it
w <
3 o
L 4 8.¢ ¥ 2 8.6
@ o
o o
+ L
+ =
B.4 B.4
a.2 a.2
1 1 B o) 1 1 1 1 1 1
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timeCUTC) timeCUTC)
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# of queries to root-servers

1229097 total queries

— 1223957 invalid_TLD (99.5%)
e 1110543 AforA (90.3%)
e 113414 other invalid_TLD (9.2%)

— 5140 valid_TLD(0.4%)
o 4787 .arpa (0.3%)
e 353 other valid_TLD(0.02%)

duration 08 Feb 2007 09:00UTC-21:00UTC
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conclusion

 There was a attack, but we can say the
effect to end-user is minimal or ignorable.

— anycast works fine. ©
— application layer restoration works fine.©

— thanks for the long TTL, cache servers need
to send a guery to root-servers sparsely.

 But we found delays on .org response, we
need further researches about this.

Copyright (C) 2007 Internet Initiative Japan Inc. 22



