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Goal of This BOF

= Present two recently developed BGP analysis tools
= LinkRank
« BGP::Inspect

= Provide an overview and hands-on demonstration

« How to use them
- How useful they may be (though a couple case studies)
= Seek your feedback

= Tool designers want to provide relevant tools
= Your imnput will help guide future direction



Why more tools?

Large amounts of data are available regarding BGP

performance

Need to extract relevant information from the haystack,

casily and quickly:

= Efficient visualization methods can help us understand what 1s

happening

= Efficient query/data extraction tools can help us focus on

specific bits of relevant data

= Common concerns for researchers and providers

Existing tools include: BGPlay, R

E Tools, etc.

Tools need to be relevant to be used, and need feedback
from users to be relevant, hence this BoF!



A Rough Sketch of Basic Functions

= Link Rank: a = BGP::Inspect: a
visualization tool to show routeviews data analysis
= Where BGP routing tool to:

changes are happening = Examine specific

= What 1s the magnitude of AS/Prefix information

the changes

= Can take as input either .
RouteViews or your own top20 lists

BGP logs = Not just data, information

= Examine various “global”

The two tool sets compliment each other in multiple ways

(Will show you how to use both and you can judge for yourself)
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Objectives

What does Link-Rank visualize?

Demo and try the new pre-release version 0.8
Hands on: How to start using the tool?

m In the next 15-20 minutes !

Analyze case studies together.
Feedback

= Improving the tool
= Deploying to visualize your own routing dynamics

Java Virtual Machine required to visualize !




Part I

Introduction
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Rank-Change Graph
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Activity Plot

Sum of all the gains = 508
Sum of all the losses = -369

 w

At any time, the activity bars indicate the total
rank gains and the total rank losses.




Part I1
Identifying and Investigating

Problems




Activity: Zooming In

12.0.1.63 [Mar-01-2005, Apr-04-2005] (35 dav span)

12.0.1.63 [Mar-30-2005]




Identifying what is going on?

, Give me a summary
| @ of what happened here?

12.0.1.63 [Mar-01-2005, Apr-04-2005] (35 day span)




First Look at Rank-change graph

12.0.1.63 (7018)
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Drilling down
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Repeat until...

12.0.1.63 (7018)

File Refine View Screenshots More Options
hnimation Frame Width

Link Label Link Coloring

Inactive Node and Edge Visibility
= ] Rank Change Only - ] Represent Rank Change E= ] Transparent = &

A

Mlllllllllllllllll L LR R R L Y L R LRy R L LY R R LR RN LN RN R

—

I"\r_';'l'l

Flay Rate

Tue Mar 29 00:01:05
Tue Mar 29 00:02:05




Part 111

Assembling Multiple Views




View from AS 16150

ene 217.75.96.60 (16150)
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Assembled View:
AS 16150 and AS 69

806 Combined [216.218.252.145][217.75.96.60]
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Summary So far ...

m Activity-plots [high level summary plot]
= Rank-change graph
= Assembled Rank-change graph




Link-Rank Web Services
http://linkrank.cs.ucla.edu

m Updated Link-Rank data for RouteViews
Oregon collector. (Jan 1, 2004 to present)

= Plan to expand to other collectors.

m Updated Activity graphs for monitored
peers of Oregon over 7 days.

= On-demand activity plot generator for any
monitored peer of Oregon at RouteViews.




Link-Rank at your ISP: Option 0
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Link-Rank at your ISP: Option 1

LinkRank
IC" ent Download from
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Link-Rank at your ISP: Option 2
- A

Download from BGP updates /-’ AS 7018

!/linkrank.cs.ucla.edu - 4- -.
' h"\.ll \-

Peer

Your data i b router
server

, 3

LinkRank
Client Download server from
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Part1V:

Lets get our hands dirty




Start: Activity Graphs

144.228.241.81 [Apr-29-2005, May-05-2005] (7 day span)

Typical Activity Graph

203.62.252.26 [Apr-29-2005, May-05-2005] (7 day span)

‘ N ldw |
H T L v

Cause for concern !




The Link-Rank client

m Free Download (Open source)

m System Requirements:

m Java Virtual Machine

s Recommended:
m At least 256 MB memory, higher the better.

m User Guide (Version 0.7 beta)
m http:/ /linkrank.cs.ucla.edu /userquide/




Setup and First Run

» Create a new directory for the client.

m Download LinkRank.jar and Config.txt
from:
m http:/ /linkrank.cs.ucla.edu /newClient /

m Running the Client
= Double click on LinkRank.jar
Oor

m From command line:
java -jar LinkRank.jar




Configuring the Client

File | Optiohs | Help
O O I. :. =
SeleCt Conflguratlon fI‘OIn E:-t:-::! Configurations |
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Warning Qutput Options Pk

Server providing data
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1 945

Server port to connect

| RCDsta

Local data directory

Explained later....




Selecting data to view

e

Ele | options Help 1. Select Data Management
A RER 2. Server contacted and data-tree
loaded.

Data Management
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4/30/05 9:14 PM Data range

1b=ervation Point |P:
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Juery Results:

703 .62.252 .76 IPS available fOI‘
given data range




Generating Rank-Change
E“E Emn L:Ll::iank Visualization G r a Ph S
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Select one or more observation
Points for visualization

Select multiple points and click here
To assemble all views into one graph.

4/29/05 12:00 AM
End Time:

4/29/05 11:56 PM Start and end time for visualization

i . Preview Activity

Log Messages

Click on Preview Activity or graph




Rank-Change graph
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Rank-Change
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Summary Information

s Website
m http:/ /linkrank.cs.ucla.edu

m New Client link
m To be released soon.

m Preliminary version at
m hitp: / /linkrank.cs.ucla.edu /newClient/

= Email for any questions, comments or
feedback

m linkrankhelp@cs.ucla.edu




Tools and Techniques for the
Analysis of Large Scale BGP
Datasets
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The Problem

Large amounts of data are now, or soon will be available:
— RouteViews, RIPE Archives, PREDICT, etc

The problem is no longer access to raw data but how to extract
useful information from the raw data

Need tools that can:

— Scale to large input datasets

— Provide useful data summarizations
— Are easy to use

— Provide useful information

BGP::Inspect

— Goal is to attempt to make it easier to use raw data from archives such
as RouteViews, by pre-processing, reformatting and indexing the data



Outline

BGP::Inspect and BGPdb

— Architecture, Techniques, Algorithms

BGP::Inspect Interface
— Basic queries, Global Summarizations
— Detailed specific queries, AS/Prefix

Case Study 1 — The AS9121 Incident
Case Study 2 — Prefix Hijacking Example

Conclusions, Future Work and Discussion



BGP::Inspect

e Analyzing MRT Data:

— Large volumes of data ~RV-66G compressed

— Extracting useful information requires writing custom
parsers even for basic information

— Lots and lots of redundancy

e Approach:
— Preprocess RouteViews data
— Remove redundancy as much as possible
— Use data compression to the extent possible
— Build efficient indices to help queries

— Pre-compute and store commonly used statistics at data
load time not at query time

— Build easy to use interface



BGPdb

 BGPdb 1s the core of the BGP::Inspect
system

 BGPdb represents the pre-processed
database, which 1s queried by the
BGP::Inspect interface

* Provides some useful techniques that maybe
applied to processing other large datasets
not just BGP datasets



BGPdb — Techniques and
Algorithms

Removing redundancy from BGP datasets

— ASPATH, COMMUNITY, UPDATE Msgs are repeated over and
over, only time changes

Compressed-Chunked Files
— Compromise between size and usability
B+ Tree indices
— Indexing based on time, this enables fast time-range queries

Caching while processing input datasets

— Messages are repetitive, so keep cache of previous processing for
speedup



BGPdb — System Architecture

Pretftix Indices

AS Indices

=

Update Record ASPATH

R

Community




BGP::Inspect — Beta v0.2
http://weasel.merit.edu:8080

Dataset: Jan1- March31 2005

) ISR

Feip §

« Example queries (per peer, 1,7,30 days):

*Most active AS’s
*Most active prefixes |
*Prefixes with most OriginAS changg

Raw Data Analysis(per peer)
*Prefix/AS, Time Range
*Uniques prefixes by AS
*OriginAS changes for a prefix
*Time to run query
*More specific prefixes announced

[B¥ BGP=Inspect - Moxzilla
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Summary Queries:
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Raw Data Analysis:
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BGP::Inspect Interface
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Global Queries — Most Active
ASes

[ BGP:Inspect - Mozilla - 0] x| [B Mozilla -3 x|
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6 23155 HARRIS-61 Harrisonville Telephone Company 136222
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9 10963 CARGIL-9 Cargill Incorporated 32871
10 2386 ADCS-1 AT&T Data Communications Services 30912
11 6318 CHECKF CheckFree Corparation 28170
12.0.1.63-ATT 12 14060 NNC-16 Mational Network Corporation 26950
468.0.243 - Level 3 Prefix-Exact -
B6.185.128.1 - A0L Prefis-Mare Specific 13 12062 | DECISI-34 Decision One 23737
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Global Queries: Most OriginAS Changes

[E BGP=Inspect - Mozilla
. Filz Edi Yiew Go Bookmarks Tools ‘Window Help
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‘ o File Edt WYew Go Bookmarks Tools ‘Window Help |
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RouteViews Peer: 66.185.128.1

BGP::Inspect

Route'iews Peer:

[T a—
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A
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208.51.134.253 - Global % 7]

First DE T
Last DE Tpd:

Jun Jan 1 00
:Fridpr100

Global Sllll]lllﬂl‘}" Qlle[‘ies: (Please select a RouteViews Peer, Query Type and Time Interval)

Druration:

Query Type:

Iost Active ASes
Muost Active Prefises
Prefizes Most Announced

RouteViews Peer:
120163 -ATT
4680243 - Level 3
66.185.1281 -A0L
144228241 .81 - Sprint
208.51.124.253 - Global & ]

Raw Data Allﬂl},"SiS: (Please select a RouteViews Peer, Query Type, A3/Prefiv, and the Cuery Time Range )

Guery Type:
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| Copyright(c) University of M aryland
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S 196.201.266:0/2482: 182 a 41
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10 195.154.8.0/21 83 57 3 23
11 203.20.53.0/24 35 53 z iz
1z £5.83.0.0/16 26 26 i} 21
13 65.17.0.0/16 26 26 0 1
14 §3.210.99.0/24 45 45 i} 21
15 192.84.122.0/23 68 57 11 1
16 203.145.145.0/24 25 25 0 21
17 192.222.96.0/22 50 45 5 19
1a 204.107.76.0/24 41 40 1 1
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20 g3.210.98.0/24 31 31 0 16
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Raw Data Analysis — AS Query

208.51.134.253 - Global i [+ Prefises with Most 45 Changes [*]

[EF BGP=Inspect - Mozilla [$ Mozilla - IDILI
o Ele Edt Vew Go Bookmarks Took Window Help . File Edt Wiew Go Bookmarks Tooks Window Help
S hittp: hweasel. merit. edu: B0E0]
] @ @Q @ Q | | @0 Q @ Q | % httpf fweasel, metit, du:B080/cgi-bin quary. coi |
b
irst DB T - - 17 .. Isr R k)
Spect D RouteViews Peer: 12.0.1.63:: Autonomous System:03921
. GENERA General Electric Company
Global Sllll].lllﬂl'}" Querles: (Flease select a RouteViews Peer, Query Type and Time [nterval)
Routeviews Peer: Query Type: AS SUMNMARY - Peer: 12.0.1.63 - AS03921 §

12.01.63-ATT [ ] Most Active ASes - K g

4680243 - Level 3 Muost Active Prefives 0 L3 H H i i H H [~

BE.185.128.1 - A0L Prefixes Most Announced E [ ]

144.228.241.81 - Spint Prefixes Most withdrawn A

100 k

Submit Query

OR

03/23 03/24 03/25 03/26 03/27 03/28 03429 03/20
I Total Humber of AhnouKCEments

Raw Data .L‘&llﬂl}’SiS: (Flease select a RouteViews Peer, Query Type, A3/ Prefin, and the Cuery Time R

TPrefinExact
Piefis-tore S pecific

B6.185.1281 - A0L
144.228.241.81 - Sprint
208.51.134.253 - Gilobal =

Query Summary Statistics

Attribute ¥alue
Guery Time Range Start Fri Mar 25 00:00:00 2005
Guery Time Range End  Thu Mar 31 00:00:00 2005

Totzl &anouncerments 145959

Start Date Uniguz Prefixes 41
End Date Time to run query 101.700989
Copyright(c) Merit Hetwork Ine. n:::f:::d:
Copyright() Tniversity of Maryland —
Time Prefis ‘AS Path |Communitie
D= B o [ome 165.156.0.0/16 192,104 .171.0/24 192,131,156.0/24 192.131.157.0/24 192.131.158.0/24
192,131,159.0/24 192 131.160.0/24 192,131.165.0/24 192,131.167.0/24 192.131,168.0/24
192,131.171.0/24 192,131,172,0/24 192,131.174.0/24 192,131,175.0/24 192,131,177.0/24
FriMar 25 192,131.179.0/24 192.131.180.0/24 192.131.182.0/24 192,131,183.0/24 192,131,184.0/24 7018
00:00:06 192.131.185.0/24 192.131.186.0/24 192.131.188.0/24 192.131.189.0/24 192,131,190.0/24 a0 7018:2000
2005 192,131,191.0/24 192131.192.0/24 192,131.193.0/24 192,131.194.0/24 192.131,196.0/24 3921

192,131.197.0/24 192.131.195.0/24 192,131,199.0/24 192,131.200.0/24 192.131,201.0,/24
192.131.203.0/24 192.131.205.0/24 192,131.206.0/24 192,131,208.0/24 192.131.209.0,/24

d
[4] I I TTv]
m = @' a (cZ] |Link not found: "t" ‘ |:m:i£ S




Raw Data Analysis — Prefix query

EBEF Inspect - Mo:
. Flle Edit Yiew Go Bookmarks Tools ‘Window Help

. e @QO O ‘%http:f,iweasel.mer\t.edu:BDSUI

First DB Upd:
Last DE Upd:

BGP::Inspect

Global Summary Queries:

Routeiews Peer:

(Please select a RouteViews Peer, Query Type and Time Interval)

Guery Type:

12.01.63-ATT
4680243 - Level 3
66.185.128.1 - AOL
144228 241 81 - Sprint
208.51.134.253 - Global ¥ [¥]

Mozt Active ASes
Most Active Prefixes
Prefizes Most Announced
Prefises Most Withdrawn
Prefizes with Most A5 Changes [¥]

Submit Query

oR

Raw Data Analysig:

Routeiews Pesr:
12.01.63-ATT
466.0.243 - Level 3

(Please select a RouteWViews Peer, Query Type, AS/Prefix, and the Query Time Range)

Guery Type:

rint
bal % [=]

iduery: TBRSE or & .b.coilzn)

{Bazingan2e

Start Date 2005 Mar =|]26  |o0
kil oo

End Date 2005 Mar =

Submit Query

I [ 3] [BE Mozilla =10l x|
‘ .. File Edit Wiew Go Bookmarks Tools Window Help ‘
http:, |, it edu: 8080 cgi-bi Lcgi
| @o O @ Q ‘% P/ fweasel. merit.edu fegi-binfquery. cgi I
L3

e
RouteViews Peer: 144.228.241.81::Pret1x:83.210.99.0/24 I

PREFIX SUMMARY — Peer: 144.228.241.81 - 83.210.99.0/24 g

20 g

Duration: 10 %
Last 7 Days =

Last 30 Days o

0z/28 02/26 03/27 oz/z28 oz/29 03420
M@ Total Humber of Update Messages [ Announce Messages [ Withdraw Messages

Query Summary Statistics

Attribute Yalue
Query Time Range Start  Fri Mar 25 00:00:00 2005
Query Time Range End Thu Mar 31 00:00:00 2005

Total Update Messages 33

Total AnnoungeMe==TEges.

Totalwithdraw Messages

=
o
Jaxirnurm AS Fath Length: 5
Flinirurn AS Path Length; - 2

Axerage AT Path:length LAdEdEs

origin: 88 Changes

Tirme to run query

Copyright(c) Merit Hetwotk Inc.
Copyright!c) University of Maryland

Prefix Announcements:

[ &4 &F ) @ |pone

== == [ 2 Time Type

AS Path

Communities

A Fri Mar 25 03:57:31 2005 a 1239 2914 17675 25913

1259:321 12539:1000 1239:1008
1239 3356 4716 230158 1239:321 1239:1000 1239:1011
1239 2516 17675 17675 239168 1239:123 1239:1000 1239:1011
b Fri Mar 25 09:02:33 2005 1239 2586 286 2864 31050 1259:123 12539:5000 1239:5080

Fri Mar 25 03:57:58 2005
Fri Mar 25 03:58:24 2005

o

Fri Mar 25 16:10:29 2005 a 1239 29257 1239:123 1239:5000 1239:5140
Fri Mar 25 22:01:43 2005 a 1239 1299 31050 12391321 12395000 1239:5070
Fri Mar 25 22:02:12 2005 a 1239 2586 286 286 31050 1239:123 1239:5000 1239:5080
Sat Mar 26 15:27:57 2005 a 1239 29257 1239:123 1239:5000 1239:5140
Sun Mar 27 02:09:52 2005 a 1239 2914 17675 25913 1259:321 12539:1000 1239:1011
Sun Mar 27 02:10:20 2005 a 1239 2516 17675 17675 23915 1239:123 1239:1000 1239:1011
Bun Mar 27 23:34:39 2005 a 1239 29257 12391123 12395000 1239:5140
Mon Mar 25 01:25:45 2005 a 1239 2586 286 2864 31050 1259:123 12539:5000 1239:5080
Mon Mar 26 04:03:32 2005 & 1239 29257 1239:123 1239:5000 1239:5140
Mon Mar 28 13:05:17 2005 a 1239 286 286 266 31050 12391123 12395000 1239:5080
Mon Mar 25 19:29:03 2005 a 1239 2516 17675 17675 23915 1239:123 1239:1000 1239:1011
Tue Mar 29 02:29:48 2005 a 1239 286 286 266 31050 1239:123 1239:5000 1239:5080




Case Study 1 — AS9121 Incident

At ~09:19 UTC on Dec 24,

2004, AS9121 began re-
originating a large number
of globally routed prefixes

Forensics:
— What happened?
— Who did it?
— Could there have been
some early detection?
— How widespread was it?

ﬁBGP :Inspeckt - Mozﬂla D _|
. File Edit View Go Bookmarks Tools Window Help

d 0 @QQ O |%http:,l',l'weasel.merit.edu:BDBD,l' |

BGP::Inspect

Glﬂbﬂl Sllll]lllﬂl"v' Quel‘ies: (Fleage select a RouteWiews Peet, Query Type and Time Interval)

Duration:

BE165.120.1 - AL
144,28 241 81 - Sprin
20851134253 - Glabal ¥ [7]

Prefives Maost Anhounced
Prefixes Mlost Withdrawn

Raw Data ;—“Lllﬂl\-’sis: (Flease select a RouteViews Peer, Query Type, A3/Frefix, and the Cuery Time Range )
Routeiews Peer: Guery Type:

120163 -ATT - A5

4 68.0.243 - Level 3 Prefiv-Exact
BE.185.12871 - A0L E Prefiv-t ore 5 pecific
144.228.241.81 - Sprint

208.51.134.253 - Global ¥ [¥]

Cuery: (AZN or ab.c.odlen)

Start Date 2005 |Jan |1

WB@B@ Done

oo foo
End Date 205 [Jan =[f foo oo

== =




Step 1: What...

[BE Mozilla
. File Edit Wiew Go EBookmarks Tools ‘Window Help

@0 O @ O |% http: ffweasel. metit edu: 3080/ cgi-binfquery. cqi

Dl

RouteViews Peer: 12.0.1.63

Most Active ASes; Last 30 Days

Top 20 Most Active ASes:

[ BGP::Inspect - Mozilla
. File Edt Wew Go Eookmarks Tools ‘Wwindow Help

o O @00 O |%http:jjweasel.merit.edu:SDBD;’

Rank £8 iy ASliame (A G A (lobal Sllll]lllﬂl'}" Qlle]‘ies: (Please select a RouteViews Peer, Query Type and Time Interval)
1 21617 MARA National Archives and Records Administration 537806 i
X X Route'Views Peer. Query Type Duration:
z 23155 HARRIS-61 Harrisonville Telephone Company 265852 T2 63T Moo Aliva AGes Lot 1 Dapo
3 7018 ATTW AT&T WorldNet Services 59131 4680243 - Level 3 Most Active Prefises Last 7 Days
5 10968 CARGIL-9 Cargill Incorporated 56425 208.51.134.253 - Glabal ¥ ] Prefives with Most A5 Chariges
6 2386 ADCS-1 ATAT Data Communications Services 55540
7 12062 DECISI-34 Decision One 40787 Subrit duery |
g 416 BATELCO-BH 30638 E
9 14689 AES-2 A.G. Edwards & Sons, Inc, 24173 R
10 1 DIIC oD Nstuaek-Infarmmation Canter 22453 Raw Data AllﬂlVSiS: (Flease select a RonteViews Peer, Query Type, AS/Prefiy, and the Query Time Range)
C 121 TTHET TTret Autonarnous Systern 21895 .
12 16985 INTERM International Paper 17345 :
13 27455 GBRI Great Barrier Reef, Inc. 16327 {3 Ple_ Exact ]
14 26170 FRIS Flat Rock Internet Service 16128 ?EJS;QSE]]_E}A_USLDHN PrsfisHhore Specifc
15 27343 MONSA Monsanto 16113 208.51.134.253 - Global X
16 25780 MNF& Mational Futures Association 16112
17 4134 CHINANET-BACKBONE No.31,Jin-rang Street 14518 T v 3o dfen)
13 306 DNIC DoD Metwork Information Center 14495 9171
13 18566 CWAD Covad Communications 12475
20 70z AST0Z MCI EMEA - Cammercial IP service provider in Europe 11195 Start Date i
End Date ]
[ ' I 0 e B v
[ = & ) @ | Done W= M & & ) @ | ome “E=ER




Step 1.5: Hmm...interesting...

[EE Mozilla
. Fle Edit

Yiew Go Bookmarks Tools Window Help

I [=[ 3]

I

‘ @0 e @ Q |%http:,l’,l’weasel.merit.edu:SDSU,l’cgi-bin,l’query.cgi
I

RouteViews Peer: 12.0.1.63:: Autonomous System:09121

TINET TTnet Autonomous System

AS SUMMARY — Peer: 12.0.1.63 - AS09121

Dec 22, 23

. File Edit View Go Bookmarks Tools ‘Window Help

20 k

o

12/22
E Total Humber of Anhouncements

12723

‘ @0 Q @ @ |% http: {fweasel. merit, edu:G030/ cgi-bin/query. cgi
-
I35

RouteViews Peer: 12.0.1.63:: Autonomous System:09121
TTNET TTnet Autonomous System

Query Summary Statistics

Attribute Yalue
Query Time Range Start Fri Dec 24 00:00:00 2004
Ticna-Poapre—fEr EmT25 +

Total Announcemants 20906
igus Prefikes SEZE
Time to run query 2982774

Prefizes
Announced:

Prefix

Time

AS SUMMARY - Peer: 12.0.1.63 - ASD9121

Tatal - Humbe r af/Announcements

43HTI30 T301 ¢ 10103

Query Summary Statistics
Attribute

Query Time Range Start Wed Dec 22 00:00:00 2004

Yalue

Dec 24
RS 20N0E:
2004

Z20241).44,0/22 219.91,128.0/22 218.218.0.0/16 218.214.12.0/22

170.210,120.0/21 168,10.162.0/23 166.38,128.0/23 165.69.224.0/20 149.149.0.0/16
147.243,90.0 14234200417 141 .141.0.0/16 140,140,0,0/16 129.129.0,0/16 53,14

Fri Dec 24 00:00:00 2004
14B
Ngigiie Prefiies 17

Cuery Tirme Range End

ATouncements

Time to run gQUeTT

4
0 =0 S e |

Dec 24

Prefizes Announced:

Time Prefix AS Path
;“UEE&DEC 22083552 5 96.128.0/17 85.96.0.0/17 7018 3356 1273 9121
Wed Dec 22 0615045 55.96.0.0/17 7018 1239 1273 9121
Wed Dec 22 06:58:45  oc ge 10/ nis1

K1
| D 2 & B B [poe




Step 2: Was I aftected?/Should 1

care’?

[E BGP:Inspect - Mozilla =] ]
. Fle Edt View Go Bookmarks Tools Window Help |

@ @QQ @ |%http:HweaseI.merit.edu:BDBD,l’ |
=

BGP::Inspect

Gl(‘lbﬂl Sllll].lllﬂl'v Qlleries: (Please select a RouteViews Peer, Query Type and Time Interval)

Route'iews Peetr: Guery Type:
12071.63-ATT Muost Active ASes A
i 4.69.0.243 - Lewel 3 Muost Active Prefises
£6.185.128.1 - AOL Prefises Most Announced
144,228,247 81 - Sprint Prefires Most Withdiawn

20951134 253 - Global % ] Prefives with Most 45 Changes [*]

Submit Buery |

QR

Raw Data Allﬂl‘,"SiS: (Please select a RouteViews Peer, Query Type, A3/Prefir and the Query Titme Range)

Roltelizws Peer

Query Type:

46513
EE.185.1281 - AOL
144,228 241 .81 - Sprint
208.51.134.253 - Gilobal %

Start Date
End Dste

I

Jm@@{}@ﬂloone \:m:(d‘g

[EE Mozilla =lolx
. File Edt Wew Go Bookmatks Tools iwindow Help |
@ Q @ Q | % http:/fweasel, merit, edu:B080/cgi-binquery. cgi |
4 Yo
2]
Y
RouteViews Peer: 12.0.1.63::Prefix:35.0.0.0/8 B
PREFIX SUMMARY - Peer: 12.0.1.63 - 35.0.0.0/8 g
20 s
| 1.0 %
o0 12/24 12/25
E Total Mumber of Update Messages [ Announce M [ @ withdraw m g
Query Summary Statistics
Athribute Yalue
Query Time Range Start  Fri Dec 24 00:00:00 2004
Query Time Range End  Sat Dec 25 00:00:00 2004
Total Update Messages 2
Total Announce Messages 2
Total Withdraw Messages 0
Maximum A% Path Length 3
Minimurn A5 Path Length 3
Average A5 Path Length  3.000000
figin A5 Changes 1 _|
Nurnberiaf Unigus AZes 2
Qrigin A% es List Q121 237
Time to run query
¥|
Img@g(ﬂ‘mne |:mi|d=“é




Step 3: Where...

B Mozilla =101 x|
i T$ Mozilla . File Edit Yew Go Bookmarks Tools ‘Window Help ‘
i . File Edit Yiew Go Bookmarks Tools ‘Window Help
i o ‘ % http:fweasel merit. edu:3080jcgi-binfquery. cgi | m
i |
@Q Q @ Q |% http: ) fweasel. merit, edu: 8080/ cgi-binfquery .cai ]
a -
I RouteViews Peer: 66.185.128.1::Prefix:35.0.0.0/8 W
RouteViews Peer: 4.68.0.243::Prefix:35.0.0.0/8 3
PREFIX SUMMARY - Peer: 66.185.128.1 - 35.0.0.0/8 g
2.0 b
PREFIX SUMMARY — Peer: 4.68.0.243 - 35.0.0.0/8 ;
1.0 i
| 1.0 E
0.5
oo 12/24 12/25
0.0 @ Total Mumber of update Messages [ Anhounce Messages [ withdraw Messages
’ 12/24 12/25
[ Total Mumber of Update M M Announce M @ withdraw Messages
1 Query Summary Stat:
Attribute ¥alue
a Query Summary Statistics Query Time Range Start  Fri Dec 24 00:00:00 2004
i Attribute Value Query Time Range End  Sat Dec 25 00:00:00 2004
Query Tirme Range Start  Fri Dec 24 00:00:00 2004 Total Update Messages z
Query Time Range End Sat Dec 25 00:00:00 2004 Total Announce Messages 2 3
Total Update Messages a Total Withdraw Messages 0
Total Announce Messages 0 Maximum AS Path Length 3
Total withdraw Messages 0 Minirnurn AS Path Length 3
Maximum AS Path Length 0 Average A5 Path Lenath  3.000000
Minirurm AS Path Length 99 QriginAs-et |
Average AS Path Length | 0.000000 Number of Unigquz ASes
Originds T OFigin ASes iist 9121 23T - eS
Kumber of Unigue AS=s: 0 eve I 3 N O Tirme to T
-
Origin AZes List
| b =& 3 & oo

D2 S B e [ooe

Yuery Summary Statistics
Attribute Yalue

Guery Time Range Start  Fri Dec 24 00:00:00 2004
Sat Dec 25 00:00:00 2004

Query Time Range End
Total Update Messages 1
Total Announce Messages
Total Withdraw Messages

1
1}
Maximum AS Path Length 3
Minimum AS Path Length 3

3

Average AS Path Length

.000aon

GLBX - No

Mumber of Unigue GSes

Qrigin ASes List 237

Time to run query

E=E

Query Summary $ta
Attribute Yalue

Query Time Range Start  Fri Dec 24 00:00:00 2004
Guery Time Range End Sat Dec 25 00:00:00 2004
Totsl Update Messages 4
Total Announce Messages <
Total Withdraw Messages 0
3
2
2.

Maximum AS Path Length

Minimum AS Path Length
Average AS Path Length

750000

lumber of Unigue ASes: 2

121 237

0 & & ) @3 oo

Sprint - Yes

T30 T30L 2 TehL08

D

ST 02 % B o3 [om

B



Step 4: How widespread...

B2 M =12l

. File Edit Wew Go Bookmarks Tools MWindow Help

B Mozill

=%

. File Edit Yiew Go Bookmarks Tools Window Help | @Q O @ @ |%http:,l’fweasal‘merit‘edu:SDSD,I’cg\fbin,l’quary.cgi | ‘
|

| @e Q @ Q |%http:,l’,l’weasel.merit.edu:SUBD,l'cgi-bin,l'query.cgi (]

a

2|

RouteViews Peer: 4.68.0.243:: Autonomous System:091

RouteViews Peer: 66.185.128.1:: Autonomous System:09121
TTNET TTnet Autonomous System

A5 SUMMARY - Peer: 66.185.128.1 - AS09121

TTNET TTuet Autonomous System — Z
AS SUMMARY - Peer: 4.68.0.243 — AS09121 ank 5
20 k =
10 k
]
10 k 12722 12/23

[ Total Humber of Announcements

" 12722 12423 E Query Summary Statistics
O Total Humber of AnhouncCements Attribute ¥alue |

Query Time Range Start Fri Dec 24 00:00:00 2004
Query Time Range End  Sat Dec 25 00:00:00 2004

Query Summary Statistics otal Announcements
Attribute Yalue |
Query Time Range Start Fri Dec 24 00:00:00 2004 Time to run query

GQuery Time Range End | Sat Dec 25 00:00:00 2004

ThoLn Cern e Rt 10645
Prefizes
- 4 A L V I Announced:
nigque Prefives 3707 | HAnARmERE: |
Time Prafix AS Path

AOL

Unigue: Prefixes

Time to run query Z.644514
203.155.60.0/20 203.202.1.0/24 203.203.0.0/16 203.238.37.0/24
203.254.53.0/24 204.116.154.0/23 204,157.51.0/24 205.109.160.0/19
Fri Dec 24 206.78.128.0/19 206.206.0.0/20 207.111.160.0/20 20814 .222.0/23
09:20:03 209.177.96.0/23 210.18.192.0/22 210.,50.224 .0/19 211.,19.192.0/20 1668 1299
Prefixes oa 211.27.200.0/21 212.20.192.0/19 212.52.224 0/19 212 65.144.0/20 9121
Announced: 4' [
Time Prefix m = I@' g @ ‘ Bone | 2= =7

216,150.78.0/24 216.229.61.0/24 216.238.54.0/23 216,239.55.0/24

Eg,gue,c:2254 217.65.152.0/24 217.73.144 0420 217 .167.126.0/24 217,201.16.0/20 3356 1239
20'04 ' 2158,159.69.0/24 218.214.12.0/22 218.250.32.0/19 219,90.128.0/17

219,91,128.0/24 220.220.0,0/15 220.240.44.0/22

[T i
b & % 3 &E oo |




Step 4: How widespread...

B Mozilla =[S

. File Edit ¥iew Go Bookmarks Tools ‘Window Help

[ Mozilla
. File Edit Yiew Go Bookmarks Tools ‘Window Help

| @D Q @ @ |%http:,l',l'weasel.merit.edu:BDSD,I'cgi-bin,l'query.cgi
|

RouteViews Peer: 144.228.241.81:: Autonomoug System:09121
TTNET TTnet Autonomous System

AS SUMMARY - Peer: 144.228.241.81 - AS09121
20 k

HIUILE0 T304 & T00l09y

10 k

]

12722
B Total Humber of Announcements

12/23

12/24

Query Summary Statistics
Attribute Yalue |

Guery Time Range Start Fri Dec 24 00:00:00 2004
Sat Dec 25 00:00:00 2004
Fotal Annauncenents: 17238 :

Unique Prefives

Guery Time Range End

Sprint

Time to rum queTy

Prefizes
Announced:
AS
Time Prefiz Path

62.216.224.0/21 216.116.172.0/24 216.39.255.0/24 216,221.5.0/24 209.194.19.0/24
209.136.89.0/24 216.229.61.0/24 216.128.88.0/24 216.145.73.0/24 209.249.40.0/24
209.217.8.0/24 209.215.6.0/24 219.91,128.0/24 209.57 232.0/24 216.155.67.0/24

217.65.152.0/24 207.132,75.0/24 206.182.120.0/24 207.71.136.0/24 207.203 4.0/24

AL I )]
&% B a3 oo |

=10l x|

‘| @Q Q @ Q ‘%http:,l',l'weasel.merit‘edu:SDSDIcgi-bianuery.cgi | ‘
|

B

RouteViews Peer: 208.51.134.253:: Autonomous System: (09121 =
TTNET TTuet Autonomous System

AS SUNMARY - Peer: 208.51.134.253 - AS03121

40 k g
20 k g
o
12/22 12423 12/24
@ Total Humber of Announcements
Query Summary Statistics
Attribute ¥alue |
Query Time Range Start Fri Dec 24 00:00:00 2004
Guery Time Range End  Sat Dec 25 00:00:00 2004
otal Anpouncemants 4629600 < ;LBX
g Erefixes 7545
Time to run guery 9.554181
Prefixes
Announced:
Time Prefix | AS Path |
Fri Dec 24 3599
09:19:58  194.194.0.0/16
2004 1273
a1z1
[H] I T
= - g




Sten 5S° H

T_E BGP:Inspect - Mozilla

. File Edt Wew Go Bookmarks Tools ‘Window Help

=10l |

O @00 O ‘%http:,l';'weasel.merit.edu:SDBD,l'

A

I

First OB Update: Tu
Last DE Update: Sat Dy

Global Sununary Qlleries: (Please select a RouteViews Peet, Query Type and Time Interval)

RouteYiews Peer:
12.0.1.63-ATT

4680243 - Level 3
EE.185128.1 - AOL
144.228.241.81 - Sprint
20851.134.253 - Global ¥ [¥]

Muost Active Prefises
Prefites Most Announced
Prefises Most Withdrawn
Prefiez with Most 45 Changes [¥]

Submit Query |

OR

Raw Data Allﬂlysis: (Please select a RowteViews Peer, Query Type, AS/Prefix, and the Query Time Range )

RouteViews Peer:

120163 -ATT ||
4630243 - Level 3 E
R

Query Type:

Prefis-Exact
Prefis-tare Specific

£6.185.128.1 - A0L
144. - Spiint
208.51.134.253 - Glabal %

Query: (AN ar &b .cdlen)

|3121

Start Date |2DD4 IDec -”24
End Date 2004 | Dec =])25

| Submit Querp

Query Type: Duration:

ow_lon

2. .

WB@B@ Dane

=E=eF|

Time Unique Prefixes
Announced by 9121
as seen by Sprint
07-08 0
08-09 0
09-10 4604 Drima%e&?ent
10-11 56
11-12 804
12-13 56
13-14 196
14-15 159
15-16 34
16-17 92
17-18 54
18-19 172
19-20 4496 Spmndal‘:yt@vent
20-21 229
21-22 15
22-23 0




Case Study 2 — Prefix Hijack Incident

[EE BGPz:Inspect - Mozilla =lol x|

Incident' On Feb loth . File Edit Yiew Go Bookmarks Tools MWindow Help

. ’

A82586 announces N O @QO O |%http:,l',l'weasel.merit.edu:BDSD,l' I
9 [

207.75.135.0/24, which 1s 5
part of Merit’s CIDR block BGP::Inspect

207 . 7 2 . 0 . O/ 1 4 GlDbﬂl Sllll]lllﬂl"_ﬁ" Q]]el‘ies: (Pleasze select a RouteViews Peet, Query Type and Time Interval)
Foute'views Peer: Cluery Type: Duration:
b . 1201.63-ATT - Mozt Active ASes - Last 1 Days [
Trouble thket flled, bogU,S 4.68.0.243 - Level 3 Must Active Prefives Last 7 Davs
BE.185.1281 - AOL E Prefives Most Announced E Last 30 Days E
. 144.228.241.81 - Sprint Prefizes Most wWithdrawn
announcement Wlthdrawn by 208.51.134.253 - Global ¥ [#] Prefises with Most A5 Changss [#] [

AS2586 by Feb 10, 19:22hrs Subr Qe |

OR

HOW dO We flnd OUt Wha’t Rﬂ“.-' ]:)ﬂtﬂ }\llalysis: (Please select a RouteWiews Peet, Query Type, AS/Frefiy and the Query Time Range)
happened? O
Could there have been

automated detection?

RauEisyys Pasr

Guery Type:

BE.185.128.1 - A0L
144 228.241.81 - Sprint
208.51.134.253 - Global = ﬂ

A5 or & b.c.dlen)

(207720004 ;

What was the impact, how
widespread was it? rave

2006 fFeh = g

2005 {Feh: = 112

!DIJ i
Copyright(c) Metit Metwork Inc.

Copyright(d) University of Matyland

[ & & E) &4 | boe == | | &




Step 1 — Finding out what happened.

e o
[EE Mozilla =)l = Mozilla - O] =l
. File Edit Wiew Go Bookmarks Tools  Window Help . File Edit Wew Go Bookmarks Tools Window Help
G O O O | % http:/fweasel merit. edu:B080{cgi-hinfquery. coi | O O O O | %% http:ffweasel.merit edu: 8080/ cgi-binfquery .cai |
A Q - Q
] ]
/ — Average AS Path Length 4.222223 =
RouteViews Peer: 12.0.1.63::Prefix:207.72.0.0/14 J : E :
Nurnber of Unique ASes 2
Origin ASes List 237 2586
Tirme to run query 165.154068
Query Summary Statistics
Attribute Yalue
Query Time Range Start wed Feb 9 00:00:00 2005
Query Time Range End Fri Feb 11 00:00:00 2005
T OF e re S p e CItiGBr 5
Ther af More Speahic Pre G2 More Specific Prefis
pecific Frefizes e VI T I e el S B Announcements:
Total Update Messages 10 Time Prefix Type | ASPath |Communities
Total Announce Messages 9 141,213.0.0/16 141 .211.0.0/16 198 49.115.0/24 198.49,116.0/23 —
N Thu Feb 10 192.245.254.0/24 192,245,252.0/24 192.153.193.0/24 192,138 .137.0/24 7018 209
Tatal Withdraw Messages 1 1095418 2005 192,108.191.0/24 164.76.0.0/16 161.57.0.0/16 148.61.0.0/16 a 237237 7018:5000
Masximurn 45 Path Length 6 B R 147.124.0.0/16 141.218.0.0/16 141 216.0.0/16 141.215.0.0/16 237 237
- = 141,210.0.0/16 207 .72.0.0/14 198,106.0.0/14
Minirum &S Path Lenagth 3
141,213.0.0/16 141 .211.0.0/16 198 49.115.0/24 198.49,116.0/23
Average AS Path Lenath 4 3 Thu Feh 10 192,245,254.0/24 192,245,252 0/24 192.153.193.0/24 192,135,137.0/24 7018 209
RS GF Unidue s es 3 i0i54.22 zaps | 192.108.191.0/24 164.76.0.0/16 161.57.0.0/16 148.61.0.0/16 & 237237 7F018:5000
" " 147.124.,0.0/16 141 215.0.0/16 141.216.0.0/16 141.215.0.0/16 237 237
i &5es st 237 258G 141,210.0.0/16 207 .72.0.0/14 198,106.0.0/14
Time to run query 165.1540658 Thu Feb 10 7015 174 .
11:05:50 2005 193,108.0.0/14 204 35.0.0/15 207.72.0.0/14 a 237 7015:5000
Thiy Feb 10 R hEchoE R, ; ; s EF R
Cr0sitE 200s 1981000, 014 204 38 0L 00 L5 207 7200514 a AOLEIE000
e o (Dl P R K b R e e B e e B B a P B e 7 Bl e
Tt Feb T G024 1542099024 154 204 24194, 204 16.0/24 H SO1ESH00
More Specific Prefix TR S BRI 32 07 e 4 194 20 0724 194 704 gt
Announcements: e R L P B et 07242077513
Time Prefix Type | ASPath Com 194,204 16.0/24 193 .40.48.0/24 193.229.1.0/24 194 ,204,52.0/24
141.213.0.0/16 141.211.0.0/16 195.49.118.0/24 1958.49.116.0/23 Th,u Fe,'b 10 193.40.149.0/24 194.204.30.0,/24 194.204.8.0/24 154,204 56.0/24 a 7015:5000
11:48:20 2005 194,204 61.0/24 194.204,32.0/24 194,204,33.0/24 194 204 ,34.0/24
Thu Feb 10 192,245,254 .0/24 192 245,252.0/24 192,153,193.0/24 192,138.,137.0/24 7018 209 194.204.12.0/24 194.204.9.0/24 207.75.135,0/24 194,204 2,0/24
10:54:18 2005 192.,108.191.0/24 164,76,0.0/16 161.57.0.0/16 145.61.0.0/16 a 237 237 709 ! S ! . S ! ! =
T 147.124.0.0/16 141,215.0.0/16 141.216.0.0/16 141,215.0.0/16 237 237 194.204.16.0/24 193.40.48.0/24 193.229.1.0/24 194,204.52.0/24
141,210.0,0/16 207.72.0,0/14 1958.108.0.0/14 Thu Feb 10 193.40.149.0/24 194,204,30.0/24 194.204.5.0/24 194.204 58.0/24 s 2018:5000
Thu Feb 10 192,245,254 .0/24 192 245,252.0/24 192,153,193.0/24 192,138.,137.0/24 7018 209 ! S ! . S ! ! =
10:54:22 2005 192.108.191.0/24 164.76.0.0/16 161.57.0.0/16 1458.61.0.0/16 a 237 237 70
T 147.124.0.0/16 141,215.0.0/16 141.216.0.0/16 141,215.0.0/16 237 237 Thu Feb 10 207.75.135.0/24 3 7018:5000
141.210.0.0/16 207.72.0.0/14 195.,103.0.0/14 19:22:02 2005 U : !
Thu Feb 10 7015 174
11:05:50 2005 198.108.0.0/14 204.38.0.0/15 207.72.0.0/14 a 237 701
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Step 2 — Who, why...

[ BGP::Inspect - Mozilla
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Step 3 — where...
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Conclusions and Future Work

There is a need to build efficient tools that help extract useful information from
large BGP datasets

BGP::Inspect is currently available to the network operator and research
communities and feedback is appreciated

Aside from BGP::Inspect we have presented some basic techniques such as
chunked-compressed files, B+ Tree indexing, data redundancy elimination, and
caching that can be applied by other data mining tools to help analyze other large
datasets as well.

The goal is not just to provide access to the data, but to try to provider useful data
summaries as well, that can help researchers and network operators quickly identify
potentially “interesting” events. Top20 lists are a good way to bring potentially
interesting things to the attention of people.

Tools need to be useful before they can be used, and in order to be useful, feedback
from potential users is critical.

BGP data analysis need not be hard/painful/tedious, that’s what tools are for!
Where do we go from here, so we have basic capabilities what about:

— Automated anomaly detection, notification, same tool?, different tool?

— More scalability,? What are the limits?

— What are more useful queries? What book-keeping do we need to track those?



