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Routing policyRouting policy

Current state of the art:Current state of the art:

–– illill--specified specified (e.g., policy database is the network itself)(e.g., policy database is the network itself)

–– undergoes constant adjustmentsundergoes constant adjustments

–– customer specificcustomer specific

–– conglomerate of BGP statementsconglomerate of BGP statements

–– realized by manual configuration of routersrealized by manual configuration of routers

Goal: increased abstraction level Goal: increased abstraction level 

–– ASAS--wide policy specificationwide policy specification



Routing policy: ExamplesRouting policy: Examples

Policy/service examples: Policy/service examples: 

–– honor business relationships honor business relationships 
(e.g., customers get full(e.g., customers get full--table; peers only customer prefixes)table; peers only customer prefixes)
(e.g., prefer customer routes over peer routes over  (e.g., prefer customer routes over peer routes over  
upstream routes)upstream routes)

–– allow customers a choice of routeallow customers a choice of route
(e.g., on customer request do not export prefix to AS x, etc.)(e.g., on customer request do not export prefix to AS x, etc.)

–– enable customer traffic engineering enable customer traffic engineering 
(e.g., (e.g., prependprepend x times to all peers or to specified AS)x times to all peers or to specified AS)

–– enable enable DDoSDDoS defense for customersdefense for customers
(e.g., (e.g., blackholingblackholing by rewriting the next hop)by rewriting the next hop)

–– ……

AnAn ASAS--wide routing policy wide routing policy consists ofconsists of
–– atomic units: policies as well as servicesatomic units: policies as well as services



Routing policy: Specific exampleRouting policy: Specific example

BlackholingBlackholing

–– trigger: communitytrigger: community

–– mechanism: rewrite nextmechanism: rewrite next--hop of routehop of route

–– safeguard: nosafeguard: no--export communityexport community

ImplementationImplementation

–– on ingresson ingress
•• allowallow blackholeblackhole community for specific customerscommunity for specific customers

•• filterfilter blackholeblackhole community for other BGP neighborscommunity for other BGP neighbors

•• rewrite next hoprewrite next hop

–– on egresson egress
•• filterfilter blackholeblackhole route at egressroute at egress



Expressing an atomic unitExpressing an atomic unit

Identify a BGP session set:Identify a BGP session set:
–– network specific:network specific:

via parameters, selected services, etc.via parameters, selected services, etc.
–– related to network elementsrelated to network elements
–– vendor independentvendor independent

Apply some filter: Apply some filter: 
–– BGP specific: prefix, community, AS listsBGP specific: prefix, community, AS lists
–– vendor specificvendor specific

Perform some action:Perform some action:
–– BGP specific: rewrite parameters, BGP specific: rewrite parameters, 

add communityadd community
–– vendor specificvendor specific



Policy realizationPolicy realization

System components:System components:

–– network modulenetwork module
•• description of network elementsdescription of network elements

–– policy and service modulepolicy and service module
•• abstract definition of individual routing policiesabstract definition of individual routing policies

–– router backend modulerouter backend module
•• library of vendor specific code fragmentslibrary of vendor specific code fragments

–– configuratorconfigurator
•• input: above modulesinput: above modules
•• output: output: 

–– appropriate vendor specific appropriate vendor specific configletsconfiglets
–– (alternative) RPSL (alternative) RPSL 



Network moduleNetwork module

Task:Task:

–– captures current network componentscaptures current network components

–– captures current service subscriptionscaptures current service subscriptions

TopTop--level elements:level elements:
–– routerrouter

–– BGP neighborBGP neighbor

–– BGP session  BGP session  
–– servicesservices



Example: <router>Example: <router>

<<routerrouter>>

<name> <name> TESTTEST--R1R1 </name></name>

<<loopbackloopback> > 1.0.0.11.0.0.1 </</loopbackloopback>>
<location><location>

<city> <city> MunichMunich </city></city>

<country> <country> DEDE </country></country>

<region> <region> EuropeEurope </region></region>
</location></location>
<system><system>

<hw> <hw> M320M320 </hw></hw>

<<swsw>> JunOSJunOS 6.2R2.46.2R2.4 </</swsw>>
</system></system>

</router></router>



Example: <bgpneighbor>Example: <bgpneighbor>

<<bgpneighborbgpneighbor>>

<name> <name> Neighbor PNeighbor P </name></name>

<<neighborASneighborAS> > 22 </</neighborASneighborAS>>

<<neighbortypeneighbortype> > peerpeer </</neighbortypeneighbortype>>

<session> <session> pp </session></session>

<filter_import> <filter_import> AS2:RSAS2:RS--II </filter_import></filter_import>

<filter_export> <filter_export> AS2:RSAS2:RS--EE </filter_export></filter_export>

<services></services><services></services>
</</bgpneighborbgpneighbor>>



Example <bgpsession>Example <bgpsession>
<<bgpsessionbgpsession>>

<name> <name> pp </name></name>
<<myroutermyrouter> > TESTTEST--R2R2 </</myroutermyrouter>>
<<remoteIPaddrremoteIPaddr> > 1.1.1.11.1.1.1 </</remoteIPaddrremoteIPaddr>>
<services></services><services></services>

</</bgpsessionbgpsession>>

<<bgpsessionbgpsession> <name> > <name> CC </name></name>
......
<<servicesservices>>
<<egress_medegress_med> > 

<case><filter> <case><filter> SETSET--20002000 </filter></filter>
<med_value> <med_value> 20002000 </med_value></case></med_value></case>

<case><filter> <case><filter> SETSET--35003500 </filter></filter>
<med_value> <med_value> 35003500 </med_value></case></med_value></case>

<default><med_value> <default><med_value> 100100 </med_value></case></med_value></case>
</egress_med></egress_med>

</services></services>
</</bgpsessionbgpsession>>



Policy and service modulePolicy and service module

Task:Task:
–– define each unit of the ASdefine each unit of the AS--wide policy wide policy 

•• using an intermediate abstractionusing an intermediate abstraction
•• independent of any other part of the policyindependent of any other part of the policy

Realization:Realization:
–– express each unit by express each unit by 

•• selecting session sets and thenselecting session sets and then
•• applying sets of BGP operations applying sets of BGP operations 

(the BGP operations are referenced by names!)(the BGP operations are referenced by names!)

TopTop--level elements:level elements:
–– policy policy 
–– service service 



Example routing policyExample routing policy
<<enforced_policiesenforced_policies>>

<name><name> peeringpeering </name></name>
</enforced_policies></enforced_policies>
<<availabeavailabe_services_services>>

<name><name> blackholeblackhole </name></name>
</available_services></available_services>

<<serviceservice>>
<name><name> blackholeblackhole </name></name>
<parameter><parameter> <<blackholeblackhole_set/>_set/> </parameter></parameter>
<<sessionsetsessionset>>

<direction><direction> ingressingress </direction></direction>
<<conditioncondition>> IF($service.IF($service.blackholeblackhole)) </condition></condition>
<<tasktask>>

<fragment><fragment> ingress_ingress_blackholeblackhole_community_community </fragment></fragment>
<fragment><fragment> ingress_ingress_blackholeblackhole_accept_accept </fragment></fragment>

</task></task>
<<defaultdefault>>

<fragment><fragment>ingress_ingress_blackholeblackhole_community_deny_community_deny</fragment></fragment>
</default></default>

</</sessionsetsessionset>>
</service></service>
......



Backend moduleBackend module

Task: Task: 

–– capsules vendor specifics capsules vendor specifics 

–– provide library of named fragments provide library of named fragments 

–– each fragment capsules a set of BGP statementseach fragment capsules a set of BGP statements

Realization:Realization:

–– for each vendor provide vendor specific realizationfor each vendor provide vendor specific realization

–– access of network (BGP session / router) values:access of network (BGP session / router) values:

•• via “variables” (replaced in session context):via “variables” (replaced in session context):
–– e.g., e.g., $session.$session.neighbortypeneighbortype
–– e.g., e.g., community_filter_name(“community_filter_name(“iosios”, “”, “blackholeblackhole”)”)



Back end module <fragment>Back end module <fragment>
<<fragmentfragment>>

<name><name>ingress_ingress_blackholeblackhole_community_community</name></name>
<<IOSIOS>>

<<bgpbgp>>
neighbor $neighbor $remoteIPaddrremoteIPaddr routeroute--map $map $routemapnameroutemapname_in in_in in

</</bgpbgp>>
<<routemaproutemap>>
<map><map>
routeroute--map $map $routemapnameroutemapname_in permit $_in permit $routemappriorityroutemappriority

filter($filter($blackholeblackhole_set)_set)
match community community_filter_name("match community community_filter_name("blackholeblackhole")")
setset ipip nextnext--hop 172.17.17.172hop 172.17.17.172
set community noset community no--export community_value("export community_value("blackholeblackhole")")

<<routemapactionroutemapaction>>
continuecontinue

</</routemapactionroutemapaction>>
</map></map>

</</routemaproutemap>>
……



Back end module <fragment>Back end module <fragment>
……
<list><list>

ipip communitycommunity--list expanded community_filter_name(list expanded community_filter_name(

""blackholeblackhole") permit community_value("") permit community_value("blackholeblackhole")")

<type>community</type><type>community</type>
</list></list>

</IOS></IOS>
<<JUNOSJUNOS>>

……
</JUNOS></JUNOS>
<<RPSLRPSL>>

……
</RPSL></RPSL>

</fragment></fragment>



ConfiguratorConfigurator

Task: Task: 
–– parse three databases (one for each module)parse three databases (one for each module)
–– check consistencycheck consistency
–– combine individual atomic unit in combine individual atomic unit in appropriateappropriate

routing policy for each BGP sessionrouting policy for each BGP session
–– generate router configuration piecesgenerate router configuration pieces

(e(e--BGP part of router BGP part of router configconfig, including filter lists for , including filter lists for 
Cisco, Juniper, and RPSL)Cisco, Juniper, and RPSL)

Realization:Realization:
–– CISCO: CISCO: “continue” and/or folding“continue” and/or folding
–– JUNIPER: JUNIPER: “next policy”“next policy”
–– RPSL: RPSL: “refine”“refine”

Status:Status:
–– prototype operational at Deutsche prototype operational at Deutsche TelekomTelekom



Configurator output (1.)Configurator output (1.)
bgpbgp 11
neighbor 2.1.1.2 remoteneighbor 2.1.1.2 remote--as 2as 2
neighbor 2.1.1.2 routeneighbor 2.1.1.2 route--map c1_map c1_routemaproutemap_in in_in in
neighbor 2.1.1.2 routeneighbor 2.1.1.2 route--map c1_map c1_routemaproutemap_out out_out out

!!
routeroute--map map c1_c1_routemaproutemap_out_out deny 100deny 100
matchmatch ipip address prefixaddress prefix--listlist martiansmartians

routeroute--map c1_map c1_routemaproutemap_out permit 200_out permit 200
setset commcomm--list out_list out_fltrfltr_communities delete_communities delete
continue 300continue 300

routeroute--map c1_map c1_routemaproutemap_out permit 300_out permit 300
match community export_allmatch community export_all

!!
routeroute--map map c1_c1_routemaproutemap_in_in deny 500deny 500
......
ipip communitycommunity--list expanded in_list expanded in_fltrfltr_communities permit _1:.*__communities permit _1:.*_
ipip communitycommunity--list expanded in_list expanded in_fltrfltr_communities permit 64900:.* _communities permit 64900:.* 
......
!!
ipip prefixprefix--list c1list c1--import permit 2.1.1.0/22import permit 2.1.1.0/22 gege 24 le 2424 le 24
ipip prefixprefix--list c1list c1--blackholeblackhole permit 2.1.1.0/24permit 2.1.1.0/24 gege 32 le 3232 le 32
ipip prefixprefix--list c1list c1--blackholeblackhole permit 2.1.1.0/24permit 2.1.1.0/24
ipip prefixprefix--listlist martiansmartians permit ...permit ...



Configurator output (2.)Configurator output (2.)
routeroute--map c1_map c1_routemaproutemap_out deny 10_out deny 10
matchmatch ipip address prefixaddress prefix--listlist martiansmartians

routeroute--map c1_map c1_routemaproutemap_out permit 15_out permit 15
match community export_allmatch community export_all
setset commcomm--list out_list out_fltrfltr_communities delete_communities delete

! ! 

routeroute--map c1_map c1_routemaproutemap_in deny 10_in deny 10
matchmatch ipip address prefixaddress prefix--listlist martiansmartians

routeroute--map c1_map c1_routemaproutemap_in permit 76_in permit 76
matchmatch ipip address prefixaddress prefix--list c1list c1--importimport--c1c1--blackholeblackhole
match communitymatch community blackholeblackhole
setset commcomm--list in_list in_fltrfltr_communities delete_communities delete
setset ipip nextnext--hop 172.24.42.172hop 172.24.42.172
set community 1:1 noset community 1:1 no--export additiveexport additive

routeroute--map c1_map c1_routemaproutemap_in permit 77_in permit 77
matchmatch ipip address prefixaddress prefix--list c1list c1--blackholeblackhole
match communitymatch community blackholeblackhole
setset commcomm--list in_list in_fltrfltr_communities delete_communities delete
setset ipip nextnext--hop 172.24.42.172hop 172.24.42.172
set community 1:1 noset community 1:1 no--export additive  export additive  

......
!!



SummarySummary

Benefits of the system for an ISP:Benefits of the system for an ISP:

explicit specification of the ASexplicit specification of the AS--wide routing policy wide routing policy 
independent of the network!independent of the network!

separation of the routing policy in atomic unitsseparation of the routing policy in atomic units

easy introduction of new serviceseasy introduction of new services

easy to add customers, routers, etc…easy to add customers, routers, etc…

easy to take advantage of new router featureseasy to take advantage of new router features

respects knowledge domainsrespects knowledge domains

automatically generates appropriate router automatically generates appropriate router configletsconfiglets



RequirementsRequirements

Abstraction Abstraction 
–– policies should be expressible via highpolicies should be expressible via high--level language primitives.level language primitives.

CustomizableCustomizable
–– parameters depend on peer (e.g., prefix filters from IRR)parameters depend on peer (e.g., prefix filters from IRR)

Modularity /Modularity / SeparabilitySeparability
–– policies needs to be independent from vendor code (e.g., policies needs to be independent from vendor code (e.g., 

refinerefine--statements in RPSL,statements in RPSL, ciscocisco “continue”, juniper “next policy”)“continue”, juniper “next policy”)

ExtensibilityExtensibility
–– add new or change policies or services add new or change policies or services 
–– should be possible to take advantage of new router featuresshould be possible to take advantage of new router features

DebugabilityDebugability
–– e.g., prefixe.g., prefix--filter, and communityfilter, and community--lists should have same name lists should have same name 

(number) on all routers.(number) on all routers.

TestabilityTestability
–– automatically generate the outcome of policy combinations for automatically generate the outcome of policy combinations for 

exploration in tests (workexploration in tests (work--inin--progress)progress)
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