
Copyr ight  2004 Tim Pozar 1

“Good Engineer ing Pract ice”  
f or  Wireless Netw orks

Tim  Pozar  

Bay Area Wireless Users Group
www .barw n.org

NANOG 32



Copyr ight  2004 Tim Pozar 2

“Standards of Good 
Engineering Practice”

● Was the old set  of “ standards”  that  
the governm ent  used and evolved 
into the current  FCC’s Rules and 
Regulat ions.

● Current ly m eant  as the “ proper”  and 
standardized way of doing things to 
insure upt im e and m inim ize 
interference to yourself and others.



Copyr ight  2004 Tim Pozar 3

Quick review of non-licensed 
radios, or “ Why Use 802.11?”

Biggest  reason: Non-licensed
Significant ly less regulatory cont rol

No expensive licenses or coordinat ion.
The arcane regulatory knowledge needed for licensed radios is 
not  needed. 

The hardware cost  is m agnitudes less than 
equivalent  licensed technology.

Client  cards are from  $35 to $150; Access Points 
are from  $50 to $500.
Even less than (non) unlicensed "carrier class" 
radios

Example: Western Mult iplex/Proxim  Tsunam i point -to-point  radios are 
$12,000 per end not  including the thousands of $ for antennas, coax, 
installat ion, etc.
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Why Use 802.11? (cont .)

● Speeds range from  11Mb/s to 54Mb/s
● Another magnitude jump of low-cost  networking 

hardware from a couple of years ago. (2Mb/s) or 
even 2 to 3 magnitudes of amateur packet  radio 
(1.2-56Kb/s).

● Real world speeds about 5Mb/s to 20Mb/s

• Plug and play
● Most modern operat ing systems support  802.11

● i.e. Mac OSX, *BSD, Linux, MS-Win 95 to XP.
● Depending on implementat ion, it  can be as easy to 

set  up as standard wire or fiber Ethernet  and in 
some cases easier.
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Why Not  Use 802.11?

● Biggest  reason: Non-licensed
● Non-existent  coordinat ion facilit ies.
● Other users on the bands.

● Folks with large organizat ions that  lobby the FCC (ie. 
ARRL, SBE/NAB, Public Safety)

● “ Regulat ions Affect ing 802.11 Deployment” :

ht tp://www.lns.com /papers/part15 
● You have no legal priority or recourse over any 

other user of the spectrum...
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FCC R&R Part  15.5
General Condit ions of Operat ion

    (b) Operat ion of  an intent ional , unintent ional , or  
incidental  rad iator  is subject  to the condi t ions that  
no harm ful  inter f erence is caused and that  
inter f erence m ust  be accepted that  m ay be caused by 
the operat ion of  an author ized radio stat ion, by 
another  intent ional  or  unintent ional  rad iator , by 
indust r ial , scient i f ic and m edical  (ISM) equipm ent , or  
by an incidental  rad iator .
    (c) The operator  of  a radio f requency device shal l  
be required to cease operat ing the device upon 
not i f icat ion by a Com m ission representat ive that  the 
device is causing harm ful  inter f erence. Operat ion 
shal l  not  resum e unt i l  the condi t ion causing the 
harm ful  inter f erence has been cor rected.
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Why Not  Use 802.11? (cont .)

● The protocols have problem s scaling.
● Com panies like Etherlinks and Cisco have 

solut ions
● Modificat ions to the standards will help m inim ize 

interference (ie. Automat ic Power Cont rol and 
frequency select ion)

● Outdoor deploym ent  requires RF engineering 
knowledge to m inim ize interference issues.

● Other regulatory issues one m ay have to deal 
with for outdoor deploym ent .
● Radio Frequency Radiat ion exposure standards
● Local ordinances for antennas
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Conclusions on issues

● Building an expensive network on 802.11 
can be risky as you have no rights or 
priorit ies.

● Coordinate with other licensed and 
unlicensed users.

● A properly designed network will survive 
longer.

● Other issues can affect  you like FCC Rules 
changes or pressure to get  the FCC to 
enforce.  Be act ive in watching and 
changing the FCC's Rules!
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From  Point  “ A”  to Point  “ B”

● Proper radio engineering using “ Good 
Engineering Pract ices”  will only put  
enough Radio Frequency (RF) energy to 
get  to the recept ion point .

● Energy will not  be wasted by being 
dist ributed in other direct ions.   This 
also m eans reuse of the spect rum  by 
others.

● Two prim ary link design considerat ions 
are direct ionality and power (turf).
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Basic Link Design

● Site Survey
● Should be done for every deployment .
● Depending on the com plexity of the deploym ent , 

the engineering study requirem ents will change.
● It  gets down to - “ Can you get  the signal from  one 

antenna to the other so it  can be successfully 
used?”

● Engineering the Link
● Antenna Requirem ents

● The signal should only go where it  is needed to minimize 
interference to other networks and to your own.

● Signal Requirem ents
● Transmit ter power and signal strength needed for the receiver
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Site Survey

● Short  distances (< 30m eters) can be 
determ ined by visual inspect ion.

● Longer distances will likely need to use visual 
with m icrowave path engineering software.
● Examples:

● EDX - www.edx.com - 10s of thousands of $
● PathLoss - www.pathloss - ~ $4,000
● Radio Mobile -www.cplus.org/rmw/ - Free (example later)

● The m ore you pay the more accurate the 
upt ime and coverage predict ions.
● The more expensive packages have more “ knobs to turn”  

and are more fine-tuned to what reality is.
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Site Survey (cont .)

● Real and potent ial interference needs to be 
evaluated.
● Look around.  What  antennas do you see nearby?
● Objects nearby that  will cause mult i-path? (future slides)

● Non-intrusive test ing - sniff around:
● Use dstumbler or netstumbler to see what  SSIDs you can 

see.
● Note channel usage.
● A spect rum  analyzer will reveal non-802.11 RF.

● Try it  out :
● Bring m asts and 24 dBi dishes.
● Note signal and noise levels.
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Engineering Software Design -
Quest ions:

● Can the antennas can see each other?
● Do objects cut  into the Fresnel Zone?

● How high do we need the antennas to clear?
● What  is the free-space path loss?

● First  cut  on what  size of antennas and 
t ransm it ter power output  (TPO) needed.

● What  is the predicted up-t ime of the path 
determ ined from  frequency, EIRP, distance, 
weather, type of terrain, etc.
● Final cut  before field test  of antennas and TPO.
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Loss and Gain in a System

● Gain:
● Transmit ter Output  Power (TPO) in dBm or Watts.

● dBm =  10* log10(power in m illiwat ts / 1 mW)
● 0 dBm/1 mW; 15dBm/30mW; 20dBm/100mW; 30 dBm/1 W

● Transmit ter and receiver amplifiers
● Transmit  and receiving antennas.

● Loss:
● Coax, connectors

● ie. LMR-400: 0.22 dB per meter.
● Free-space loss

● dB =  92.4 +  20 Log10 (distance in km) +  20 Log10 (freq. in GHz)

● Obstruct ions and Diffract ion (ie. Trees, rain, etc.) 
● Atmospherics (ie. Snow/Rain, Refract ion (ie. Duct ing)
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Sim plified Path Calculat ion 
Schem at ic

Connector  and 
Transmission Line Loss

Free- space, et c. loss

TX 
Output

RX 
Sensi t iv i t y

Direct ional
Antenna (gain)

Omni- d i rect ional
Antenna (some gain)
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Sim ple Path Calculat ion -
www.lns.com /pathcalc

Free Space Loss Path
Frequency 2.4000 GHz
TPO 1.0000 Wat ts
TPO dBm 30.0000 dBm
Transmission Line Loss 2.0000 dB
TX Antenna Gain 6.0000 dBi
Path Length 5.0000 mi les
Free Space Loss 118.1836 dB
RX Antenna Gain 18.0000 dBi
RX Transmission Line Loss 3.0000 dB
RX Signal - 69.1836 dBm
RX threshold - 80.0000 dBm
Fade Margin 10.8164 dB
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Signal Path Loss -
Through the aether...

● Atmospheric At tenuat ion
● Rain/Snow
● Trees (Spring/Summer vs. Fall/Winter)
● Typical Solut ion: Just  need to have lots of signal

● Needed fade margin will increase with distance.

● Refract ion
● Thermal Duct ing
● Marine Layers
● Typical Solut ion: Diversity Recept ion

● Fresnel Zone At tenuat ion...
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Fresnel Schem at ic 
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Fresnel Zones Calculat ion:

Fresnel   Zones:
Distance f rom  TX to calc point 2.5000 m i les
Path Length 5.0000 m i les
Distance f rom  RX to calc point 2.5000 m i les
Frequency 2.5000 GHz
Fi rst  Fresnel  Zone Radius 50.9117 feet
Second Fresnel  Zone Radius 72.0000 feet
Thi rd Fresnel  Zone Radius 88.1816 feet
For th Fresnel  Zone Radius 101.8234 feet
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Signal Path Interference -
Other Considerat ions

● Mult i-path
● Structures and bodies of water can create a 

second path that  will cause interference.
● Typical Solut ions:

● Change the polarizat ion of the antenna
● Change the beam-width of the antenna

● More gain, t ighter beam-width, more expense.
● Add shielding

● Other users of the band?
● Typical Solut ions:

● Change frequency.
● See above
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Coverage Area – 
Point  to Mult ipoint

● Quest ions to ask yourself:
● How many clients can see your AP?
● What sort  of signal st rength can the clients expect?
● Where are they located?

● One area vs. all around you?
● Propagat ion Predict ion Methods: An elaborate 

form  of ray-t racing.
● Longley-Rice
● Terrain-Integrated Rough-Earth Model (TIREM)

● Considered a bet ter m ethod
● Both can over-predict  5-17dB.
● The more expensive software modifies these methods 

for bet ter accuracy.
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Topology – Point  to Mult ipoint

● Tradit ional Design
● One AP / Many clients
● Hidden Xm it ter Problem s
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Which Antenna for the Job?

● Mult i Point  to Mult i Point

● Om nidirect ional antennas on both ends
● Designed is discouraged due to spect rum  polut ion.

● Point  to Mult i Point

● Om nidirect ional for the "point "  or "center" , 
direct ional for the endpoints.

● Typically for last  m ile.
● Point  to Point

● Direct ional for both ends.
● Back bone links
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Different  Antennas for the Job

● Point  to Mult ipoint
● Di-pole

● Typical PC card antenna
● Very low gain, radiates in almost all direct ions equally
● Horizontal Polarizat ion

● Omni-Direct ional
● Usually has gain: 0 to 15 dBi – Lower gain bet ter for tall mounts.
● Typically Radiates equally well on the horizontal plane.
● Vert ical Polarizat ion

● Panel or Sector
● Used to cover a sect ion of a flat  area.
● Has gain: 3 to 18 dBi
● Horizontal beam width is typically 10 to 120 degrees.
● Vert ical beam width is typically 10 to 45 degrees
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Panel Antennas

Make: SuperPass 
Model: SPFPGH14S

Gain – 14 dBi
Hort . Beam  – 60 

deg.
Vert . Beam  – 18 

deg.

Great  for target ing an area to serve.
Typically put  around a tower to 
segm ent  coverage of an “ omni” .
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Direct ional Antennas

● Does not  radiate in all direct ions

● The m ore focused the antenna, the 
higher the gain.

● Will have either vert ical, horizontal 
or circular polarizat ion
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Why Use a Direct ional 
Antenna?

• Helps your system and be a good neighbour.

• Raise the effect ive power to the distant  point  you are 
t rying to serve.

Helps with the fade margin.

• Reduce interference to the path.

Your receiving antennas will be less sensit ive to off-axis 
signals (ie. Other t ransmit ters or mult i-path).

• Reduce interference to others.

Transmit t ing antennas will send less signal to off-axis 
receivers.
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Antennas 101 cont inued... P2P

● Yagi
● 5 – 18 dBi of gain
● Vert ical or horizontal 

polarity

● Parabolic
● “ Dish”  shaped
● Larger than a Yagi
● 15 – 36 dBi of gain
● Vert ical or horizontal 

polarity
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Helical Antennas

● Has circular polarizat ion
● Left  or right  handed
● Great for mult i-path problems (see next  slide)

● Gain is 10 – 25 dBi
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Antenna Polarity

● Polarity is a product  of the design of the antenna.
● Each end of the link must  m atch.
● It  can be used to m inim ize m ult i-path and 

interference.
● Typical Polarit ies:

● Horizontal
● Avoids mult i-path from vert ical objects like buildings

● Vert ical
● Avoids mult i-path from horizontal objects like the ground, 

bodies of water.
● Circular

● It  can avoid mult i-path from “ odd-number bounced sources.
● Left  or right  handed
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Frequency Coordinat ion

● The bands are crowded and the channels 
overlap.
● @ 2.4GHz only channels 1, 6 & 11 do not  overlap.

(next  slide.)

● Need to coordinate internally.
● Need to coordinate with other band users.

● 2.4 is used by non-licensed and licensed users
● Licensed users are: Amateurs, ENG, Public Safety, etc.

● Find out  who may be using the band in your area.
● Ie. Mountain tops may have licensed users.

● Bet ter would be to use a spectrum analyzer and t ry to 
ident ify the users.

● Worst  case: just  fire it  up and find out  what  works.
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Frequencies of 802.11b 
Channels at  2.4 Ghz

Channel Bot t om (Ghz) Cent er  (Ghz) Top (Ghz)
1 2.401 2.412 2.423
2 2.406 2.417 2.428
3 2.411 2.422 2.433
4 2.416 2.427 2.438
5 2.421 2.432 2.443
6 2.426 2.437 2.448
7 2.431 2.442 2.453
8 2.436 2.447 2.458
9 2.441 2.452 2.463

10 2.446 2.457 2.468
11 2.451 2.462 2.473



Copyr ight  2004 Tim Pozar 38

Mult iple Aps vs. Frequencies

➲ APs should not  over lap 
Channels/ Frequencies.
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Access Points – Exam ples...

● Range in costs from  $50 to $1000
● High end to low:
● Cisco 1200

● Supports 802.11b, 802.11a & 802.11g
● Space for 2,048 MAC addresses
● ~ $600 to $800

● Cisco 350
● Next  step in the “ Aironet”  line from the 340 

series.
● ~ $500 to $1000
● Space for 2,048 MAC addresses
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Hom e-brew APs - 
An Exam ple

● Soekris 4521 - 
www.soekris.com

● 2 PCMCIA slots and 1 m ini-
PCI for radios (3 radios total)

● GEODE CPU - like a 
486@133MHz

● 2 100base-T
● CompactFlash slot
● FreeBSD 4.10 in <  32 MB

● IPFW, NAT, NoCat , 
Open1X (open1x.org), 
altq, etc.
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BAWRN Designed Hardware

● Layer 2/3 
switching/rout ing 
between radios 
via 802.11 and 
cat -5.

● Layer 2/3 to 
access points

● Can run “ fancy”  
rout ing protocols 
such as spanning 
t ree or BGP.

● Can also be its 
own AP.
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Other Hardware 
Considerat ions

● Amplifiers
● Great  for TX and RX issues if used properly.
● Best  installed next  to the antenna to overcome cable loss.
● Can cause more “ RF pollut ion”  with excessive power.  

Quality varies by make and model.
● Regulat ion issues – Equipment Cert ificat ion. (Soon to be 

deregulated)
● Cables

● Bigger the bet ter for longer runs as you will have lower loss.
● Battery Backup

● How crit ical is it  if the power goes out?
● Grounding and Light ing Arrestors

● Stat ic and light ing can do some rather dramat ic damage.
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Grounding

● No 100% way to protect  from  large direct  
light ing hits.  You can m inim ize damage 
with stat ic build-up and small discharges 
through proper grounding.

● Stat ic and light ing will tend to build up on 
the highest  devices (antennas, towers, 
etc.).

● Biggest  damage comes from  a st rike to a 
single point .
● One solut ion: “ Stat ic-Cat ”  like stat ic dissipat ion
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Grounding (cont.)

● Discharges will go through the m ost  
“ direct ”  route to/from  ground. 

● Don't  design installat ions where your 
equipm ent  is the best  path.
● Tower/Pole Grounding
● Transm ission Line Grounding

● At antenna m ount  and base of tower.
● Gas discharge devices (exam ple next  slide)

● Provide a proper ground and com m on 
Point .



Copyr ight  2004 Tim Pozar 45

Grounding and Lighting 
Arrestors…

● Gas discharge 
grounding 
term inat ion.

● Goes in-line with 
t ransm ission line.

● Protects center 
conductor st rikes.

● Doesn't  conduct  
unt il st rike.
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Additional Weather Proofing

● Seal t ransm ission line connect ions.
● Wrap all connect ions with rubber tape and then 

a UV proof tape.
● Don't  reuse connectors.  Cheaper in the long run 

to purchase new.
● Use outdoor cable (coax and ethernet)
● Provide drip loops for t ransm ission lines 

before ent rances to equipm ent  and 
buildings.

● Use light  colours on equipm ent  to keep 
internal heat  down.
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Future...

● How can we increase bandwidth while st ill 
addressing the physics (turf and spect rum )?  
Possible steps:
● 802.11H – Spectrum Managed 802.11a

● Automat ic power control
● Automat ic frequency select ion
● Needed for EU and something 802.11a/b/g should have.

● Mesh
● MeshNetworks, et . al.

● Phased-Array Antennas
● Vivato, et . al.

● Act ive and passive coginit ive radios.
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Resources

● Books
● “ Building Wireless Com m unity Networks”  - Rob 

Flickenger – O'Reilly
● “ 802.11 Wireless Networks”  - Mat thew Gast  – 

O'Reilly
● ht tp://www.freenetworks.org

● The “ m eta”  site for the com m unity groups such 
as:
● Bay Area Wireless Users Group - 

ht tp://www.bawug.org
● Great  m ailing list  list .

● ht tp://www.ieee.org
● The standards body for 802.(n)(x)
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Thank You and Q&A

Bay Area Research Wireless Network

www.barwn.org

Tim  Pozar

pozar@lns.com


