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Network Detall
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Welchia/Nachi: | nfection and Spread

* Blaster released on 11 August 2003
s « \\/elchia: 18 August (1st day of semester!)

CMP scan of local /16 (then others)
DCOM RPC 135/tcp

|S WebDav 80/tcp (discovered in March)

— multithreaded: up to 300 simultaneous targets
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Effects

‘ e |nternal DOS: bandwidth saturation
— Authentication hinderec

e CS & AM connection |ost.
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Quedlling the Noise

 |ICMP signature

— echo request (type 8, code 0)
— 92 byte datagram

— payload filled with "OX AA" (decimal 170)

0x0000 4500 005c 2dc8 0000 7901 66a6 XXXX XXXX E..\-...y.f.....
0x0010 XXXX XXXX 0800 3318 0200 6d92 aaaa aaaa ...... 3...m....
0x0020 aaaa aaaa aaaa aaaa aaaa aaaa aaaa aaaa

0x0030 aaaa aaaa aaaa aaaa aaaa aaaa aaaa aaaa

0x0040 aaaa aaaa aaaa aaaa aaaa aaaa aaaa aaaa

0x0050 aaaa aaaa aaaa aaaa aaaa aaaa

» Packet filtering using tcpdump rules
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Cleaning Up

« MAC address blocking
— redirection to information page

1JCNS: BLOCKED HOST! - Opera [_ 3] x]

0 File Edit View MNavigation Bookmarks Mal ‘Window Help = B x
| / wHLOER

“Ue€>*PD0%%x B - B | ey

Rewind Back Reload Home  Hoblist MHeww [E Open Sawe Print Find Tile  Cazcade Fullzcreen

[ Opera @- Opera Cammurnity @ Operatdail r‘@ Super zearch F&l DealTime search }E@ Amazon.com search

B CHS; BLOCKED HOST!
| http: / airbears. berkeley. edu/blocked! Google zearch $ 1002 g

Cammunication j Network  AjrBears: SECURITY ALERT

Your host has been blocked!

Your computer has been compromised, or is infected with a virus, and has been attempting to compromise/infect
other machines.

Because of the adverse impact on the netwark, your computer has been blocked fram access to the campus wireless netwaork

alp Beaps until you can patch/disinfect/reinstall your machine as necessary.

Please contact System and Metwark Security by wisiting the SMNS website (hitp:/'security. berkeley.edu) or by emailing them at
RELATED LINKS securityfberkelew.edu for further information regarding the appropriate remedy for your machine.

+ How to use AirBears
+ Wirelegs LAN Project
« Locations
- mp
e m “ou may referto the following link to help determine the MAC address of vour wireless netwmob cand:
« AitBears usage statistics http i net bereley. e dufenstse nice/DHAA evelop ment/config. html#ethad

« UCCSC 2002 presentation
+ General References

When contacting them, please include your computer's hardware (MAC) address so that they may maore easily reference your
particular case.
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R Retrospective
i * Dropped connections not logged

s » Shared wireless cards (e.q., library)
* Dependence on distinct signature
e Topological improvements

o Upgrade, upgrade, upgrade. . .

NANOG 30: 10 February 2004

10



