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Network Measurements are Painful

Everyone measures the network

Network measurement is hard

� Development - arcane interfaces, need root.

� Infrastructure - distributed tools are harder.

Scriptroute is an environment for distributed

lightweight network measurements

� Development simplified - scripted measurements.

� 33 sites ready to execute new measurements.
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Ideal Net Measurement Platform

foo
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1. Any network measurement

� Connectivity, performance

� Topology, routing

2. From any host

� Vantage points
� Comprehensive coverage

for debugging

Can’t get there, but how close can we get?
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Dedicated Testbeds

foo

Any Where
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t Ideal
Dedicated

NIMI, RIPE NCC, AMP, etc.

1. Just about any measurement.

2. Dedicated machines

� Uniform hardware and

software image
� Special hardware for

timestamping

Great flexibility, inherently limited deployment.
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Public Traceroute Servers

foo

Any Where
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t Ideal
Dedicated

Traceroute

1. Just traceroute and ping.

2. Lots of servers, even routers

via web gateways.

Open system:
� Provides service to any client.

� Anyone can run a server.

Wide deployment, inherently limited flexibility.
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Scriptroute: Flexible measurement

foo

Any Where
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t Ideal
Dedicated

Traceroute

Scriptroute 

1. Support measurements with:

� Few packets, bytes

� Safe packets

� Little resources

2. On shared, ordinary servers
� Interpreter is the

environment

Combine the best attributes of both systems.
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What we’ve used it for

Small tools:

traceroute, tcptraceroute: Router paths (25 lines)

ping: 1 second or Poisson intervals (27 lines)

ally: Group interface addresses to routers (90 lines)

sprobe: Packet-pair bandwidth estimation (63 lines)

Distributed tools:

GNP Evaluation: Ping 8,000 hosts from 33 servers to
test a host distance estimation scheme. (90 lines)

Reverse Path Tree: Build a tree of paths taken from
all servers to an address. (340 lines)
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Reverse path tree (whole)

cse-hazard-gateway
.ucsd.edu

node-b-msfc--muir-rsm
.ucsd.edu

ser10-msfc1-v708.gw
.utexas.edu

ser3-gige1-2.gw
.utexas.edu

almr55
.unibo.it

rc-unibo.bo
.garr.net

planet2.cs
.ucsb.edu

csworld.cs
.ucsb.edu

buf-m20-roc-m10
.nysernet.net

abilene-clev
.mich.net

abilene-psc.abilene
.ucaid.edu

clev-nycm.abilene
.ucaid.edu

abilene-clev-buf-m20
.nysernet.net

border-gw-ge-wan3-1.fas
.harvard.edu

192.5
.66.5

unknown
.Level3.net

uwbr1-GE0-0.cac
.washington.edu

uwbr1-GE3-0.cac
.washington.edu

filterqueen-GE1-8.cac
.washington.edu

uwbr2-GE0-0.cac
.washington.edu

regina-GE1-2.cac
.washington.edu

GIGROUTER.NET.CS
.CMU.EDU

CORE255-VL255.GW
.CMU.NET

mi-bo-g
.garr.net

kupl2.ittc
.ku.edu

nichols-router.ittc
.ku.edu

planetlab3.csres
.utexas.edu

ibm-gw.cs
.utexas.edu

righthand.eecs
.harvard.edu

140.247
.60.1

INTRAIBT.GIGAPOP.GEN
.TX.US

i2-houston.gw
.utexas.edu

ABILENE.GIGAPOP.GEN
.TX.US

tst2.cs
.rice.edu

sequoia-fa1-0-0-a
.rice.edu

fr.de1.de
.geant.net

it.de2.de
.geant.net

de1-1.de2.de
.geant.net

planetlab3.xeno.cl.cam
.ac.uk

gatwick-s.net.cl.cam
.ac.uk

216.165
.108.1

EXTGWB-GE-3-0-0
.NYU.NET

prs1-wes-ge-0-1-0-0
.pnw-gigapop.net

128.252
.1.49

ncrc-atm
.wustl.edu

SUBNET-6-ROUTER.CIS
.UPENN.EDU

BORDER.CIS
.UPENN.EDU

SUNV--BERK.POS
.calren2.net

SUNV--STAN.POS
.calren2.net

scrm-losa.abilene
.ucaid.edu

Abilene--QSV.POS
.calren2.net

uk.fr1.fr
.geant.net

po0-0.london-bar4
.ja.net

geant-gw
.ja.net

155.98
.35.1

155.98
.127.45

snv-lbl-oc48
.es.net

seattle-snv
.es.net

ipls-atla.abilene
.ucaid.edu

Abilene.dng
.vbns.net

ipls-clev.abilene
.ucaid.edu

kscy-ipls.abilene
.ucaid.edu

ks-2-abilene-ks.r
.greatplains.net

er100gw
.lbl.gov

131.243
.128.5+

128.252
.100.253

gbr1-p51.phlpa.ip
.att.net

gbr4-p20.n54ny.ip
.att.net

route-cent-3.cam
.ac.uk

beast-bar
.psc.net

USC--ucsb.ATM
.calren2.net

USC--UCSD.POS
.calren2.net

losa-hstn.abilene
.ucaid.edu

Abilene--USC.ATM
.calren2.net

vlan11.inr-202-doecev
.Berkeley.EDU

gigE3-0.inr-000-eva
.Berkeley.EDU

gbr5-p51.sffca.ip
.att.net

gbr4-p100.sffca.ip
.att.net

roc-m10-nyc-m20
.nysernet.net

planetlab2.CS
.UniBO.IT

cs-gw-cesia.cs
.unibo.it

CAEN-EECS-GW.eecs
.umich.edu

141.213
.101.4

cesia-csgw.cs
.unibo.it

gbr4-p20.st6wa.ip
.att.net

gbr4-p80.st6wa.ip
.att.net

gar1-p360.stwwa.ip
.att.net

gar1-p370.stwwa.ip
.att.net

janet.uk1.uk
.geant.net

planetlab2.eecs
.umich.edu

eecscomp2-4.eecs
.umich.edu

planetlab2.netlab
.uky.edu

206.240
.24.17

c2-12008
.usc.edu

128.125
.251.65+

152.3
.136.61

152.16
.51.221

ae0-52.gar2.Seattle1
.Level3.net

sttl-dnvr.abilene
.ucaid.edu

sttl-snva.abilene
.ucaid.edu

216.165
.109.1

PlanetLab3.cs
.duke.edu

gateway.cts
.wustl.edu

12.108
.127.129

12.119
.166.213

ks-2-a10-55.r
.greatplains.net

phl-02.backbone
.magpi.net

remote1.abilene
.magpi.net

abilene-gw
.ncni.net

tbr1-p013301.n54ny.ip
.att.net

tbr1-p013801.cgcil.ip
.att.net

ucsd-gw--node-b-msfc
.ucsd.edu

ir1000gw
.lbl.gov

planetlab3.comet
.columbia.edu

mudd-edge-1.net
.columbia.edu

Gates-gateway
.Stanford.EDU

i2-gateway
.Stanford.EDU

128.163
.55.137

128.163
.55.46

gsr-roti-vlan200.netcom
.duke.edu

PlanetLab2.Millennium
.Berkeley.EDU

169.229
.51.249

12.124
.44.29

LINK2RICE.GIGAPOP.GEN
.TX.US

198.32
.248.185

planetlab3
.ucsd.edu

205.124
.249.9

205.124
.237.10

dnvr-kscy.abilene
.ucaid.edu

crebc-r1eng.net
.utah.edu

gsr.noc
.ucsb.edu

pos3-0.c2-berk-gsr
.Berkeley.EDU

planet2.berkeley
.intel-research.net

fast-0-0.blouter
.intel-research.net

planet3.seattle
.intel-research.net

12.17
.136.129

rlgh1-gw-to-ncni-oc48
.ncren.net

lbl2-ge-lbnl
.es.net

vn3.cs
.wustl.edu

HYPER-VL502.GW
.CMU.NET

bar-cmu-g4-0-0-1
.psc.net

atla.abilene
.sox.net

so-0-0-0.sttlwa1-hcr1
.bbnplanet.net

interconnect-eng.Seattle1
.Level3.net

planetlab3.lcs
.mit.edu

anacreon.lcs
.mit.edu

12.119
.199.33

206.117
.37.1

198.32
.16.81

radole.lcs
.mit.edu

ISC-GW-FE.CIS
.UPENN.EDU

EXTERNAL-GE.ROUTER
.UPENN.EDU

planetlab2
.lbl.gov

204.198
.77.17

abilene-gtren-gw.de2.de
.geant.net

ABILENE-GIGAPOPNE
.NOX.ORG

nycm-wash.abilene
.ucaid.edu

s3-0-8.sttlwa2-cr1
.bbnplanet.net

so-2-0-0.sttlwa2-br1
.bbnplanet.net

hnsp1-wes-so-5-0-0-0
.pnw-gigapop.net

ATM10-400-OC12-GIGAPOPNE
.NOX.ORG

192.5
.89.89

route-enet-3.cam
.ac.uk

cambridge-bar
.ja.net

B24-RTR-1-LCS-LINK
.MIT.EDU

EXTERNAL-RTR-2-BACKBONE
.MIT.EDU

local.upenn
.magpi.net

128.83
.37.17

nyc-m20-columbia
.nysernet.net

nyc-m20-nyu
.nysernet.net

garr.it1.it
.geant.net

128.163
.55.82

gbr2-p40.n54ny.ip
.att.net

208.196
.23.6

planetlab-2
.Stanford.EDU

tbr2-p012501.cgcil.ip
.att.net

ricepl-3.cs
.rice.edu

STAN.POS
.calren2.NET

128.125
.251.65++

128.125
.251.65+++

planetlab2.ext
.postel.org

sodaBB-ptp-milGW.Millennium
.Berkeley.EDU

core-1-gw-vl415.fas
.harvard.edu

wr1ebc-crebc.net
.utah.edu

nn2k-gw.net
.columbia.edu

fretless.cs.washington.edu

atm3-0x1.michnet8
.mich.net

ge-0-1-0x22.aa1
.mich.net

planetlab3.flux
.utah.edu

planetlab2.cis
.upenn.edu

planet2.scs.cs
.nyu.edu

planetlab03.cs
.washington.edu

planetlab01.cs
.washington.edu

141.213
.127.14

PLANETLAB-3.CMCL.CS
.CMU.EDU

gbr3-p50.st6wa.ip
.att.net

planet3.pittsburgh
.intel-research.net

10.212
.3.1

gbr2-p20.st6wa.ip
.att.net

128.125
.251.65++++

po11-0.lond-scr
.ja.net

planetlab2.hbtn.portland
.or.us

Traceroute +: Alias resolution merges IP addresses
to routers.

Network friendly: Doesn’t retrace hops, lookup
names.
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Reverse path tree (zooming)

cse-hazard-gateway
.ucsd.edu

node-b-msfc--muir-rsm
.ucsd.edu

ser10-msfc1-v708.gw
.utexas.edu

ser3-gige1-2.gw
.utexas.edu

almr55
.unibo.it

rc-unibo.bo
.garr.net

planet2.cs
.ucsb.edu

csworld.cs
.ucsb.edu

buf-m20-roc-m10
.nysernet.net

abilene-clev
.mich.net

abilene-psc.abilene
.ucaid.edu

clev-nycm.abilene
.ucaid.edu

abilene-clev-buf-m20
.nysernet.net

border-gw-ge-wan3-1.fas
.harvard.edu

192.5
.66.5

unknown
.Level3.net

uwbr1-GE0-0.cac
.washington.edu

uwbr1-GE3-0.cac
.washington.edu

filterqueen-GE1-8.cac
.washington.edu

uwbr2-GE0-0.cac
.washington.edu

regina-GE1-2.cac
.washington.edu

GIGROUTER.NET.CS
.CMU.EDU

CORE255-VL255.GW
.CMU.NET

mi-bo-g
.garr.net

kupl2.ittc
.ku.edu

nichols-router.ittc
.ku.edu

planetlab3.csres
.utexas.edu

ibm-gw.cs
.utexas.edu

righthand.eecs
.harvard.edu

140.247
.60.1

INTRAIBT.GIGAPOP.GEN
.TX.US

i2-houston.gw
.utexas.edu

ABILENE.GIGAPOP.GEN
.TX.US

tst2.cs
.rice.edu

sequoia-fa1-0-0-a
.rice.edu

fr.de1.de
.geant.net

it.de2.de
.geant.net

de1-1.de2.de
.geant.net

planetlab3.xeno.cl.cam
.ac.uk

gatwick-s.net.cl.cam
.ac.uk

216.165
.108.1

EXTGWB-GE-3-0-0
.NYU.NET

prs1-wes-ge-0-1-0-0
.pnw-gigapop.net

128.252
.1.49

ncrc-atm
.wustl.edu

SUBNET-6-ROUTER.CIS
.UPENN.EDU

BORDER.CIS
.UPENN.EDU

SUNV--BERK.POS
.calren2.net

SUNV--STAN.POS
.calren2.net

scrm-losa.abilene
.ucaid.edu

Abilene--QSV.POS
.calren2.net

uk.fr1.fr
.geant.net

po0-0.london-bar4
.ja.net

geant-gw
.ja.net

155.98
.35.1

155.98
.127.45

snv-lbl-oc48
.es.net

seattle-snv
.es.net

ipls-atla.abilene
.ucaid.edu

Abilene.dng
.vbns.net

ipls-clev.abilene
.ucaid.edu

kscy-ipls.abilene
.ucaid.edu

ks-2-abilene-ks.r
.greatplains.net

er100gw
.lbl.gov

131.243
.128.5+

128.252
.100.253

gbr1-p51.phlpa.ip
.att.net

gbr4-p20.n54ny.ip
.att.net

route-cent-3.cam
.ac.uk

beast-bar
.psc.net

USC--ucsb.ATM
.calren2.net

USC--UCSD.POS
.calren2.net

losa-hstn.abilene
.ucaid.edu

Abilene--USC.ATM
.calren2.net

vlan11.inr-202-doecev
.Berkeley.EDU

gigE3-0.inr-000-eva
.Berkeley.EDU

gbr5-p51.sffca.ip
.att.net

gbr4-p100.sffca.ip
.att.net

roc-m10-nyc-m20
.nysernet.net

planetlab2.CS
.UniBO.IT

cs-gw-cesia.cs
.unibo.it

CAEN-EECS-GW.eecs
.umich.edu

141.213
.101.4

cesia-csgw.cs
.unibo.it

gbr4-p20.st6wa.ip
.att.net

gbr4-p80.st6wa.ip
.att.net

gar1-p360.stwwa.ip
.att.net

gar1-p370.stwwa.ip
.att.net

janet.uk1.uk
.geant.net

planetlab2.eecs
.umich.edu

eecscomp2-4.eecs
.umich.edu

planetlab2.netlab
.uky.edu

206.240
.24.17

c2-12008
.usc.edu

128.125
.251.65+

152.3
.136.61

152.16
.51.221

ae0-52.gar2.Seattle1
.Level3.net

sttl-dnvr.abilene
.ucaid.edu

sttl-snva.abilene
.ucaid.edu

216.165
.109.1

PlanetLab3.cs
.duke.edu

gateway.cts
.wustl.edu

12.108
.127.129

12.119
.166.213

ks-2-a10-55.r
.greatplains.net

phl-02.backbone
.magpi.net

remote1.abilene
.magpi.net

abilene-gw
.ncni.net

tbr1-p013301.n54ny.ip
.att.net

tbr1-p013801.cgcil.ip
.att.net

ucsd-gw--node-b-msfc
.ucsd.edu

ir1000gw
.lbl.gov

planetlab3.comet
.columbia.edu

mudd-edge-1.net
.columbia.edu

Gates-gateway
.Stanford.EDU

i2-gateway
.Stanford.EDU

128.163
.55.137

128.163
.55.46

gsr-roti-vlan200.netcom
.duke.edu

PlanetLab2.Millennium
.Berkeley.EDU

169.229
.51.249

12.124
.44.29

LINK2RICE.GIGAPOP.GEN
.TX.US

198.32
.248.185

planetlab3
.ucsd.edu

205.124
.249.9

205.124
.237.10

dnvr-kscy.abilene
.ucaid.edu

crebc-r1eng.net
.utah.edu

gsr.noc
.ucsb.edu

pos3-0.c2-berk-gsr
.Berkeley.EDU

planet2.berkeley
.intel-research.net

fast-0-0.blouter
.intel-research.net

planet3.seattle
.intel-research.net

12.17
.136.129

rlgh1-gw-to-ncni-oc48
.ncren.net

lbl2-ge-lbnl
.es.net

vn3.cs
.wustl.edu

HYPER-VL502.GW
.CMU.NET

bar-cmu-g4-0-0-1
.psc.net

atla.abilene
.sox.net

so-0-0-0.sttlwa1-hcr1
.bbnplanet.net

interconnect-eng.Seattle1
.Level3.net

planetlab3.lcs
.mit.edu

anacreon.lcs
.mit.edu

12.119
.199.33

206.117
.37.1

198.32
.16.81

radole.lcs
.mit.edu

ISC-GW-FE.CIS
.UPENN.EDU

EXTERNAL-GE.ROUTER
.UPENN.EDU

planetlab2
.lbl.gov

204.198
.77.17

abilene-gtren-gw.de2.de
.geant.net

ABILENE-GIGAPOPNE
.NOX.ORG

nycm-wash.abilene
.ucaid.edu

s3-0-8.sttlwa2-cr1
.bbnplanet.net

so-2-0-0.sttlwa2-br1
.bbnplanet.net

hnsp1-wes-so-5-0-0-0
.pnw-gigapop.net

ATM10-400-OC12-GIGAPOPNE
.NOX.ORG

192.5
.89.89

route-enet-3.cam
.ac.uk

cambridge-bar
.ja.net

B24-RTR-1-LCS-LINK
.MIT.EDU

EXTERNAL-RTR-2-BACKBONE
.MIT.EDU

local.upenn
.magpi.net

128.83
.37.17

nyc-m20-columbia
.nysernet.net

nyc-m20-nyu
.nysernet.net

garr.it1.it
.geant.net

128.163
.55.82

gbr2-p40.n54ny.ip
.att.net

208.196
.23.6

planetlab-2
.Stanford.EDU

tbr2-p012501.cgcil.ip
.att.net

ricepl-3.cs
.rice.edu

STAN.POS
.calren2.NET

128.125
.251.65++

128.125
.251.65+++

planetlab2.ext
.postel.org

sodaBB-ptp-milGW.Millennium
.Berkeley.EDU

core-1-gw-vl415.fas
.harvard.edu

wr1ebc-crebc.net
.utah.edu

nn2k-gw.net
.columbia.edu

fretless.cs.washington.edu

atm3-0x1.michnet8
.mich.net

ge-0-1-0x22.aa1
.mich.net

planetlab3.flux
.utah.edu

planetlab2.cis
.upenn.edu

planet2.scs.cs
.nyu.edu

planetlab03.cs
.washington.edu

planetlab01.cs
.washington.edu

141.213
.127.14

PLANETLAB-3.CMCL.CS
.CMU.EDU

gbr3-p50.st6wa.ip
.att.net

planet3.pittsburgh
.intel-research.net

10.212
.3.1

gbr2-p20.st6wa.ip
.att.net

128.125
.251.65++++

po11-0.lond-scr
.ja.net

planetlab2.hbtn.portland
.or.us

Now, focus in on the root.
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Reverse path tree (zoomed)

cse-hazard-gateway
.ucsd.edu

node-b-msfc--muir-rsm
.ucsd.edu

ser10-msfc1-v708.gw
.utexas.edu

ser3-gige1-2.gw
.utexas.edu

almr55
.unibo.it

rc-unibo.bo
.garr.net

planet2.cs
.ucsb.edu

csworld.cs
.ucsb.edu

buf-m20-roc-m10
.nysernet.net

abilene-clev
.mich.net

abilene-psc.abilene
.ucaid.edu

clev-nycm.abilene
.ucaid.edu

abilene-clev-buf-m20
.nysernet.net

border-gw-ge-wan3-1.fas
.harvard.edu

192.5
.66.5

unknown
.Level3.net

uwbr1-GE0-0.cac
.washington.edu

uwbr1-GE3-0.cac
.washington.edu

filterqueen-GE1-8.cac
.washington.edu

uwbr2-GE0-0.cac
.washington.edu

regina-GE1-2.cac
.washington.edu

GIGROUTER.NET.CS
.CMU.EDU

CORE255-VL255.GW
.CMU.NET

mi-bo-g
.garr.net

kupl2.ittc
.ku.edu

nichols-router.ittc
.ku.edu

planetlab3.csres
.utexas.edu

ibm-gw.cs
.utexas.edu

righthand.eecs
.harvard.edu

140.247
.60.1

INTRAIBT.GIGAPOP.GEN
.TX.US

i2-houston.gw
.utexas.edu

ABILENE.GIGAPOP.GEN
.TX.US

tst2.cs
.rice.edu

sequoia-fa1-0-0-a
.rice.edu

fr.de1.de
.geant.net

it.de2.de
.geant.net

de1-1.de2.de
.geant.net

planetlab3.xeno.cl.cam
.ac.uk

gatwick-s.net.cl.cam
.ac.uk

216.165
.108.1

EXTGWB-GE-3-0-0
.NYU.NET

prs1-wes-ge-0-1-0-0
.pnw-gigapop.net

128.252
.1.49

ncrc-atm
.wustl.edu

SUBNET-6-ROUTER.CIS
.UPENN.EDU

BORDER.CIS
.UPENN.EDU

SUNV--BERK.POS
.calren2.net

SUNV--STAN.POS
.calren2.net

scrm-losa.abilene
.ucaid.edu

Abilene--QSV.POS
.calren2.net

uk.fr1.fr
.geant.net

po0-0.london-bar4
.ja.net

geant-gw
.ja.net

155.98
.35.1

155.98
.127.45

snv-lbl-oc48
.es.net

seattle-snv
.es.net

ipls-atla.abilene
.ucaid.edu

Abilene.dng
.vbns.net

ipls-clev.abilene
.ucaid.edu

kscy-ipls.abilene
.ucaid.edu

ks-2-abilene-ks.r
.greatplains.net

er100gw
.lbl.gov

131.243
.128.5+

128.252
.100.253

gbr1-p51.phlpa.ip
.att.net

gbr4-p20.n54ny.ip
.att.net

route-cent-3.cam
.ac.uk

beast-bar
.psc.net

USC--ucsb.ATM
.calren2.net

USC--UCSD.POS
.calren2.net

losa-hstn.abilene
.ucaid.edu

Abilene--USC.ATM
.calren2.net

vlan11.inr-202-doecev
.Berkeley.EDU

gigE3-0.inr-000-eva
.Berkeley.EDU

gbr5-p51.sffca.ip
.att.net

gbr4-p100.sffca.ip
.att.net

roc-m10-nyc-m20
.nysernet.net

planetlab2.CS
.UniBO.IT

cs-gw-cesia.cs
.unibo.it

CAEN-EECS-GW.eecs
.umich.edu

141.213
.101.4

cesia-csgw.cs
.unibo.it

gbr4-p20.st6wa.ip
.att.net

gbr4-p80.st6wa.ip
.att.net

gar1-p360.stwwa.ip
.att.net

gar1-p370.stwwa.ip
.att.net

janet.uk1.uk
.geant.net

planetlab2.eecs
.umich.edu

eecscomp2-4.eecs
.umich.edu

planetlab2.netlab
.uky.edu

206.240
.24.17

c2-12008
.usc.edu

128.125
.251.65+

152.3
.136.61

152.16
.51.221

ae0-52.gar2.Seattle1
.Level3.net

sttl-dnvr.abilene
.ucaid.edu

sttl-snva.abilene
.ucaid.edu

216.165
.109.1

PlanetLab3.cs
.duke.edu

gateway.cts
.wustl.edu

12.108
.127.129

12.119
.166.213

ks-2-a10-55.r
.greatplains.net

phl-02.backbone
.magpi.net

remote1.abilene
.magpi.net

abilene-gw
.ncni.net

tbr1-p013301.n54ny.ip
.att.net

tbr1-p013801.cgcil.ip
.att.net

ucsd-gw--node-b-msfc
.ucsd.edu

ir1000gw
.lbl.gov

planetlab3.comet
.columbia.edu

mudd-edge-1.net
.columbia.edu

Gates-gateway
.Stanford.EDU

i2-gateway
.Stanford.EDU

128.163
.55.137

128.163
.55.46

gsr-roti-vlan200.netcom
.duke.edu

PlanetLab2.Millennium
.Berkeley.EDU

169.229
.51.249

12.124
.44.29

LINK2RICE.GIGAPOP.GEN
.TX.US

198.32
.248.185

planetlab3
.ucsd.edu

205.124
.249.9

205.124
.237.10

dnvr-kscy.abilene
.ucaid.edu

crebc-r1eng.net
.utah.edu

gsr.noc
.ucsb.edu

pos3-0.c2-berk-gsr
.Berkeley.EDU

planet2.berkeley
.intel-research.net

fast-0-0.blouter
.intel-research.net

planet3.seattle
.intel-research.net

12.17
.136.129

rlgh1-gw-to-ncni-oc48
.ncren.net

lbl2-ge-lbnl
.es.net

vn3.cs
.wustl.edu

HYPER-VL502.GW
.CMU.NET

bar-cmu-g4-0-0-1
.psc.net

atla.abilene
.sox.net

so-0-0-0.sttlwa1-hcr1
.bbnplanet.net

interconnect-eng.Seattle1
.Level3.net

planetlab3.lcs
.mit.edu

anacreon.lcs
.mit.edu

12.119
.199.33

206.117
.37.1

198.32
.16.81

radole.lcs
.mit.edu

ISC-GW-FE.CIS
.UPENN.EDU

EXTERNAL-GE.ROUTER
.UPENN.EDU

planetlab2
.lbl.gov

204.198
.77.17

abilene-gtren-gw.de2.de
.geant.net

ABILENE-GIGAPOPNE
.NOX.ORG

nycm-wash.abilene
.ucaid.edu

s3-0-8.sttlwa2-cr1
.bbnplanet.net

so-2-0-0.sttlwa2-br1
.bbnplanet.net

hnsp1-wes-so-5-0-0-0
.pnw-gigapop.net

ATM10-400-OC12-GIGAPOPNE
.NOX.ORG

192.5
.89.89

route-enet-3.cam
.ac.uk

cambridge-bar
.ja.net

B24-RTR-1-LCS-LINK
.MIT.EDU

EXTERNAL-RTR-2-BACKBONE
.MIT.EDU

local.upenn
.magpi.net

128.83
.37.17

nyc-m20-columbia
.nysernet.net

nyc-m20-nyu
.nysernet.net

garr.it1.it
.geant.net

128.163
.55.82

gbr2-p40.n54ny.ip
.att.net

208.196
.23.6

planetlab-2
.Stanford.EDU

tbr2-p012501.cgcil.ip
.att.net

ricepl-3.cs
.rice.edu

STAN.POS
.calren2.NET

128.125
.251.65++

128.125
.251.65+++

planetlab2.ext
.postel.org

sodaBB-ptp-milGW.Millennium
.Berkeley.EDU

core-1-gw-vl415.fas
.harvard.edu

wr1ebc-crebc.net
.utah.edu

nn2k-gw.net
.columbia.edu

fretless.cs.washington.edu

atm3-0x1.michnet8
.mich.net

ge-0-1-0x22.aa1
.mich.net

planetlab3.flux
.utah.edu

planetlab2.cis
.upenn.edu

planet2.scs.cs
.nyu.edu

planetlab03.cs
.washington.edu

planetlab01.cs
.washington.edu

141.213
.127.14

PLANETLAB-3.CMCL.CS
.CMU.EDU

gbr3-p50.st6wa.ip
.att.net

planet3.pittsburgh
.intel-research.net

10.212
.3.1

gbr2-p20.st6wa.ip
.att.net

128.125
.251.65++++

po11-0.lond-scr
.ja.net

planetlab2.hbtn.portland
.or.us

Line thickness � servers sharing the link.

sttl-dnva and sttl-snva are aliases listed together.
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Reverse path tree summary

Efficient:

� Name lookups at the client

� Tree not retraced; One probe per hop

� 195 traceroute packets instead of 975.

� 1.5 minutes tracing, 2.5 minutes alias resolution.

Foundation for future tools:

� Annotate with link properties, e.g., latency.

� Group by service provider, render on a world map.

� Find servers that share paths.
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Scriptroute architecture

DNS
Front−End Core

Interpreter

Interpreter

Front−End Core
Interpreter

InterpreterClient

DNS: Lists active servers by AS, country

Front-End: Web server on port 3355

Interpreter: Resource limited, sandboxed execution

Core: Provides, restricts access to the network
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Scriptroute scripts

Measurement scripts are expressed in Ruby:

� Object-oriented, type-safe, general-purpose

� Safe mode prevents system calls

Interpreter enhanced with:

� send train() sends probes, collects reponses

� Packet types, constants

� Transparent hton[ls](), inet aton().

Core deals with checksums and matching responses.
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Traceroute for Scriptroute
#!/usr/bin/srinterpreter
probe = Scriptroute::Udp.new(12)
probe.ip dst = ARGV[0]
port unreach = false
catch (:port unreachable) do

( 1..64 ).each

� �

ttl
�

( 1..3 ).each

� �

rep
�

probe.ip ttl = ttl
pkts = Scriptroute::send train([ Struct::DelayedPacket.new(0,probe) ])
resp = (pkts[0].response) ? pkts[0].response.packet : nil
rtt = (resp) ? ((pkts[0].response.time - pkts[0].probe.time) * 1000.0) : ’*’
if(resp.is a?(Scriptroute::Icmp)) then

puts ttl.to s + ’ ’ + resp.ip src + ’ ’ + rtt.to s + ’ ms’
port unreach = true if(resp.icmp type == 3 && resp.icmp code == 3)

end

�

throw :port unreachable if(port unreach)

�

end
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TCP-Traceroute
#!/usr/bin/srinterpreter
probe = Scriptroute::Tcp.new(0)
probe.ip dst = ARGV[0]; tcp rst = false
catch (:tcp rst) do

( 1 .. 64 ).each
� �

ttl

�

( 1 .. 3 ).each

� �

rep

�

probe.ip ttl = ttl
pkts = Scriptroute::send train([ Struct::DelayedPacket.new(0,probe) ])
resp = (pkts[0].response) ? pkts[0].response.packet : nil
rtt = (resp) ? ((pkts[0].response.time - pkts[0].probe.time) * 1000.0) : ’*’
if(resp.is a?(Scriptroute::Icmp)) then

puts ttl.to s + ’ ’ + resp.ip src + ’ ’ + rtt.to s + ’ ms’
elsif(resp.is a?(Scriptroute::Tcp)) then

puts ttl.to s + ’ ’ + resp.ip src + ’ ’ + rtt.to s + ’ ms’
tcp rst = true

end

�

throw :tcp rst if(tcp rst)

�

end
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Security model: Open but restricted

Protecting Scriptroute hosts:

� Safe mode interpreter as nobody in a chroot

� Kernel resource limits

� Duration and number of scripts limited

Protecting the network and remote hosts

� Byte, packet, and SYN rate limits

� Filter bad traffic, eg. broadcast, fragments

� Destination-specific filter repository

� Logging prevents anonymous reflection
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Finding servers

73.as.servers.scriptroute.org

.scriptroute.org

servers policy

2.3.4.5

any

as continent country 1.2.3.4

1239 73 na eu us it

servers listed by AS, continent, country, randomly.

policy destination-specific filters to block traffic.
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Conclusion

Scriptroute distributed lightweight measurement

Flexible: Remotely executed scripts.

Safe: Limit script behavior.

Open: Unauthenticated users, arbitrary servers.

Local control: Admins control limits, packets.

One system: Servers listed in DNS, easy distributed
measurements.

Alpha deployment on PlanetLab (www.planet-lab.org).

For information, source, and packages:

www.scriptroute.org
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